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JWB BOARD MEETING
Thursday, November 13, 2014
Directly Following the 9:00 AM Finance Committee Meeting
Juvenile Welfare Board
14155 58th Street North
Conference Room 191
Clearwater, FL 33760

AGENDA
I.

CALL TO ORDER
Recognition of The Honorable Raymond O. Gross, Judge of the Sixth Judicial Circuit Court

II.

CONSENT ITEMS
A. Approve Minutes for October 8, 2014
B. Accept Financial Report for October 2014
C. Accept Finance Committee Meeting Minutes for September 18, 2014 and November 6, 2014

III.

ACTION
A. Accept Recommended JWB Logo and Tagline – Paradise Advertising & Marketing
B. Ratify Finance Committee Meeting Recommendations from November 6, 2014
C. Approve Proposed JWB Policy Revisions

IV.

PRESENTATIONS
Quality Early Learning Initiative Outcomes – Judith Warren

V.

INFORMATION ITEMS
A.
B.
C.
D.
E.
F.
G.
H.

BP Oil Spill Claim Update
Legislative Report
Early Learning Coalition Report
ECA Community Based Care Report
Plan Status and Site Visit Summaries
Calendar of Events
Personnel Report
Communications and Media Report

1

I.
VI.

Request for Qualifications (RFQ) for Quality Early Learning Initiative Expansion

OPEN AGENDA
“The Juvenile Welfare Board welcomes input from the public. Public Presentation Procedures are
available to assist with addressing the Board. Requests for special funding are not appropriate
during the Open Agenda.”

VII.

ADJOURN

Future Meetings
Thursday, December 11, 2014 @ 9:00 AM

JWB Board Meeting @
JWB Conference Room 191

Thursday, December 11, 2014 @ 1:30 PM

Health and Human Services
Leadership Board Meeting
JWB Conference Room 191

Thursday, January 15, 2015 @ 9:00 AM
(Third Thursday of the Month)

JWB Board Meeting @
JWB Conference Room 191

Thursday, February 12, 2015 @ 9:00 AM

JWB Board Meeting @
JWB Conference Room 191

ANNIVERSARIES
Rod Cyr
Dr. Marcie Biddleman
Lori Lewis
Dr. Qian Fan
Dr. Mary Grace Duffy

October 15, 2001
October 1, 2009
October 1, 2009
October 3, 2011
October 31, 2011

Thirteen Years
Five Years
Five Years
Three Years
Three Years

SPECIAL RECOGNITION
Ms. Jeanine Evoli, JWB Senior Program Consultant, received the Teaming Up for Change
Award at the 2014 Child Protection Summit. Secretary Mike Carroll of the Florida
Department of Children and Families recognized Jeanine for her work on the Circuit 6
Children’s Action Team.

The Juvenile Welfare Board Mission Statement: The Juvenile Welfare Board invests in partnerships,
innovation, and advocacy to strengthen Pinellas County children and families.
11/12/14 @ 4:00 PM
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JWB BOARD MEETING
DIRECTLY FOLLOWING THE 9:00 AM PCMS BOARD MEETING
WEDNESDAY, OCTOBER 8, 2014
JUVENILE WELFARE BOARD
14155 58TH STREET NORTH
CONFERENCE ROOM 191
CLEARWATER, FL 33760
MINUTES
I.

CALL TO ORDER
Mrs. Edmonds called the meeting to order at 9:04 AM followed by the Pledge of Allegiance led
by Mr. Aungst.
Mrs. Edmonds introduced new Board member Judge Patrice Moore of the Sixth Judicial
Court, who is replacing Judge Raymond Gross. Mrs. Edmonds said Judge Gross, who is
retiring, will be honored at the November Board meeting.
Attendee Name
Maria Edmonds
Brian Aungst
Bob Dillinger
Michael Grego
Bernie McCabe
Michael Mikurak
Patrice Moore
Raymond Neri
Angela Rouson
Karen Seel
James Sewell

II.

Title
Board Chair
Board Secretary
Public Defender
Superintendent
State Attorney
Board Member
Sixth Judicial Court Judge
Board Member
Board Member
Pinellas County Commissioner
Vice Chair

Status
Present
Present
Present
Absent
Present
Present
Present
Arrived After the Vote
Present
Absent
Present

CONSENT ITEMS
A.
B.
C.
D.

Approve Minutes for September 18, 2014
Accept Financial Report for September 2014
Approve Minutes for September 10, 2014 First TRIM Hearing
Accept Minutes for September 18, 2014 Final TRIM Hearing

The Board unanimously approved the Consent Items.
Juvenile Welfare Board of Pinellas County
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Minutes

Juvenile Welfare Board of Pinellas County
RESULT:
MOVER:
SECONDER:
AYES:
ABSENT:

October 8, 2014

APPROVED [UNANIMOUS]
Jim Sewell, Vice Chair
Angela Rouson, Board Member
Aungst, Edmonds, Dillinger, McCabe, Mikurak, Moore
Grego, Neri, Seel

ACTION: Dr. Sewell moved to approve the Consent Agenda as presented;
seconded by Mrs. Rouson. No further discussion; motion carried.
III. PRESENTATION
Mr. Louis Finney, Vice President for Head Start Service, Lutheran Services Florida, delivered a
PowerPoint presentation on the history of Head Start in Florida. He explained Lutheran Services
Florida (LSF) began offering Head Start services in Pinellas County on July 1, 2013.
He asked Dr. Marie Mason, Vice President of Performance Management, to explain the case
load reduction. She said the focus is on helping families connect to services and improve their
family systems, with an emphasis on family wellness and medical and dental homes. Dr.
Mason said Head Start focuses on parents as a child’s first educator and learning as a family
activity.
Dr. Heidi Greenslade, Director of Early Learning, Research and Training, spoke about school
readiness and the use of an evidence-based curriculum.
Dr. Janeel Shumister, Pinellas Head Start, Early Head Start Deputy Director, explained that data
is collected in October, February, and July to measure each child’s progress. She reviewed
slides on the positive outcomes for Pinellas County two and three year old children in the
program.
Mr. Dillinger asked if any of the Head Start programs were located in the five Pinellas poverty
zones of East Tarpon, North Greenwood, High Point, Lealman, and South St. Petersburg.
Mr. Finney said there are 20 program locations in Pinellas and referred to the LSF Children &
Head Start Services Statewide Annual Report 2013-2014 booklet he provided to Board
members. (See attached.)
Mr. Dillinger asked how the children are transported to the program.
Mr. Finney said the parents drop off the children. In previous years transportation was provided,
but transportation was eliminated due to budget cuts.
Mr. McCabe asked: What is a credentialed teacher?
Mr. Finney said the Head Start requirement is at least 50% of the teachers must have an
Associate degree or higher. In Pinellas County, approximately 75% have a Bachelor degree and
the rest have an associate degree while working on a bachelor’s degree. There are some
teachers that have a master’s degree and all the assistants have a Child Development Associate
Certification.
Juvenile Welfare Board of Pinellas County
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Minutes

Juvenile Welfare Board of Pinellas County

October 8, 2014

Mr. Neri asked where the Lealman Head Start program was located.
Mr. Finney said there is not a program in Lealman and, again, referred to the annual report
booklet.
Mr. Neri asked who makes the decisions about program locations.
Mr. Finney said the decision is made at the federal level with local input.
Mr. Neri asked what resources are used to make the location decisions.
Mr. Finney said they use JWB data, Early Learning Coalition, and Department of Health
statistics as well as federal government and Census information through the university. They
also like to use community resources to gather data.
Mr. Neri explained that members of the faith-based group FOCUS (Family Oriented Concept
United to Serve) “adopt a block” program are going door-to-door in the Lealman area to gather
information on family needs.
Mr. Finney said Lutheran Services is also working with Project LAUNCH (Linking Actions for
Unmet Needs in Children’s Health).
Mr. Neri acknowledged LAUNCH is a community-based program, but he said Lealman wants
funded services.
Staff from LSF offered to meet with Mr. Neri to address the needs in Lealman.
Mrs. Rouson asked for clarification about the Head Start statistics. She asked why the handout
does not contain year-round statistics.
Mr. Finney said LSF is collecting year-round statistics as of January 2014.
Mr. Dillinger asked about LSF’s Baker Act referrals to Pinellas County facilities.
Mr. Chris Card, LSF Chief Operating Officer, said Pasco County needs to establish a crisis
stabilization unit to manage Baker Act referrals.
IV.

INFORMATION ITEMS
Mrs. Edmonds said she wanted to discuss the Strategic Plan Progress Report Information Item.
Dr. Mary Grace Duffy explained that the Board approved the Strategic Plan in March 2013. At
that time, there was discussion among the Board concerning how progress on the Strategic Plan
would be measured. She said that since that time each Board memo is labeled with a Strategic
Plan Key Result Area. Dr. Duffy explained that the progress report is a high level view of the
Strategic Plan progress by staff and the Board. She added that the report included bullet points,
which are headlines, not detailed explanations. She offered one example of how the Council on
Accreditation (COA) process alerted JWB to risk assessment and HIPAA.

Juvenile Welfare Board of Pinellas County
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Minutes

Juvenile Welfare Board of Pinellas County

October 8, 2014

Dr. Sewell commended staff on the Strategic Plan document. He said the it is easy to read, and
that JWB should not sell itself short. He suggested adding the expanded Leadership Board that
now included Pinellas County School Board members to Goal 3. He also suggested to use data
in Goal 5 when explaining the growth in attendance at the Cooperman-Bogue KidsFirst
Awards Luncheon. He said it is important to use data to emphasize JWB’s accomplishments.
Mr. Mikurak said a lot is being accomplished and he is looking forward to seeing the products
and value created through the JWB team.
Mr. Dillinger asked about the out-of-cycle funding requests mentioned in Goal 4. He suggested
adding the $2M technology request for proposal (RFP) that JWB released last fiscal year.
Dr. Duffy explained that JWB’s work does not always fit neatly in the fiscal year cycle. She
said the RFP was released in FY 2013/2014, but the funds will be awarded in FY 2014/2015.
She added that staff has “done a great job revising the RFP process”. She asked Brian
Jaruszewski, JWB’s Chief Financial Officer, to explain the RFP process.
Mr. Jaruszewski said that 42 proposals were received from non-profit and government entities
in September 2014. The total dollar amount available for awards is just over $2M. The
solicitation centered on three areas: technological, capital improvements, and program
capacity (curriculum and enhancements). Each agency can request up to $100,000, and up to
$50,000 per area. The review team will conduct a public meeting on Friday, October 10, 2014
from 8:00 AM to 5:00 PM to rank the proposals. The review team will make funding
recommendations to the Executive Team on Monday, November 3, 2014, and to the Finance
Committee at their meeting on November 6, 2014. The Finance Committee recommendations
will come to the Board at the November 13, 2014 meeting.
Mr. McCabe asked about renaming the Cooperman-Bogue Award Luncheon.
Ms. April Putzulu, JWB’s Public Information Officer, said the Communications Team is
proposing to call the event the JWB KidsFirst Luncheon that will honor the Cooperman-Bogue
KidsFirst Award winner and the H. Browning Spence Scholarship winners.
Dr. Sewell recognized Mary Ann Heath for her 21st anniversary as a JWB employee. He said
he is struck by the number of long-term JWB employees who see their work as a commitment,
not just a job.
V.

OPEN AGENDA
Attorney Flynn announced that Lindsay Carson, Executive Director of the Early Learning
Coalition asked to speak.
Ms. Carson thanked JWB for its continued support. She introduced Craig Phillips as “interim
board chair”.
Mr. Phillips explained he has been on the Early Learning Coalition (ELC) Board for five years
and this is the second time he has served as “interim chair”.

Juvenile Welfare Board of Pinellas County

6

Page 4

Minutes

Juvenile Welfare Board of Pinellas County

October 8, 2014

Mr. McCabe clarified that there is a vacancy on the ELC Board and the governor will appoint a
new member.
Mr. Phillips said yes. He also announced that the ELC Board is beginning a strategic planning
session.
VI.

ADJOURN
Dr. Sewell moved for adjournment at 9:51 AM seconded by Mr. Aungst. No further
discussion; motion carried.
Minutes Submitted by:

Brian Aungst,
Board Secretary
11/13/14

Juvenile Welfare Board of Pinellas County
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Board of Directors Meeting
November 13, 2014
Monthly Board Financial and Investment Report
Item II.B.
Recommended Action: Approve the Monthly Financial and Investment Report
Issue:

Budget and Investments Accountability

Program:

Provider services are presented in aggregate in the report.

Budget Impact:

FY 14/15 Budget

FINANCIAL HIGHLIGHTS
October 31, 2014
Prepared by SUE WALTERICK, Finance Director
• Total Assets increased by $28k to $21,396,218 from the prior year amount of $21,368,315.
Cash and Investments increased from the prior year by $734,192. This includes ad valorem tax
revenue and some IGT Revenue received.
Receivables. The total Due from Agencies includes a receivable due from Neighborhood Family
Centers for payroll and payment activity during the current month. R'Club, which includes the former
CCC, did not request advance for FY 14/15, which decreased the total amount due from agencies.
Other receivables includes the current portion of Note receivable.
Notes receivable represents the remaining portion due to JWB through April 2019 for the purchase of
the Pinellas Park Building by St. Petersburg College.
• Liabilities:
Payables decreased by $314,660 from FY13/14. The unpaid accounts payable was higher at the
October 2013 month end.
Accrued Liabilities includes the annual accrual for staff vacation and sick leave.
Unearned Revenue includes the Annie E. Casey Foundation payment which has been received and is
reserved for future expense.
• Fund Equity:
Unspendable Note is the long-term portion of the amount owed to JWB by St. Petersburg College.
Assigned for Spence Award is an amount designated for the annual Browning Spence Educational
Award.
Assigned for Fiscal Year expenditures includes funds allocated for program services in the FY 14/15
budget.
Assigned for Emergency Reserve is designated in accordance with the JWB fund balance policy that
establishes an emergency reserve to be maintained for any unexpected emergency events. For cash flow
purposes, this fund provides approximately two months of operating reserve.
The Undesignated JWB fund is the remainder of revenues over expenditures for the current year. Tax
revenues begin to be received in late November and increase the balance. This number reflects the
spending pace of the administration and agency payments over the year.
(FINANCIAL HIGHLIGHTS Continued on next page)
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• Revenues and Expenses:
Property tax revenue will begin to be received in late November.
Grant revenue includes current revenue received from PEMHS Family Reunification Team and
Directions forr FSI.
Interest revenue is $1,676 for the month of October.
Miscellaneous revenue includes the donation received to date from Community Health Centers of
Pinellas for the Intergovernmental Transfer Program.
Administration expenses are 45% higher than the prior year. Total expenses are $126k higher than the
prior year to date. This is due to having three payrolls during October this year. Of the $406k total
expense to date, 85% represents salaries and benefits and 15% is operating expenditures.
Contracts and Grants expenses have not been incurred yet this year.
Children and Family Program reimbursements include payments of $674,633 to date. Many agencies
have not yet requested reimbursement for FY 14/15.
Technology expenditures have not been incurred yet for this fiscal year.
• Contracts < $50K : $8,400 for Citrix, Maintenance Membership XenApp Platinum Edition 4.5.
• Budget Transfers < $50K: $45,500 from Program Development to PEMHS Navigator for Scale Up Success
Children's Initiative. $1,818 from Program Development to CAP, $1,057 to GRAYDI, $1,438 to High Point,
$998 to ICAI, $89 to JBS Faith Based, $4,076 to JBS, $1,705 to L&A, $1,496 to MLK, $729 to YDI, $1,290 to
Safety Harbor, $1,204 to FCD, $178 to TIPS for Paycor fee and health insurance premium increase. $5,886 to
CAP, $3,923 to GRAYDI, $4,904 to High Point, $3,924 to ICAI, $981 to JBS Faith Based, $12,751 to JBS,
$7,847 to L&A, $4,904 to MLK, $3,923 to Safety Harbor, $4,905 to FCD, $1,962 to TIPS for employees' health
insurance plan. R'Club CASA Youth Voluntary budget reduction $12,008.
• Interest income: The year-to-date amount of $1,676 is $435 higher than the amount received at the same
time last year. There is $15.3M currently invested in BB&T, Regions, the Florida Local Government
Investment Trust (FLGIT) and Florida Prime. (See chart on the Investments page)
• Total annual budget: The FY14/15 budget is less than the FY13/14 budget due to a reduction in IGT
Revenue.

Page 2 of 6
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JUVENILE WELFARE BOARD
COMBINED BALANCE SHEET - ALL FUND TYPES AND ACCOUNT GROUPS
October 31, 2014

ASSETS
Interest Bearing Deposits
Due from Other Governments
Due from Other Agencies
Other Receivables
Deposits
Furniture, Fixtures & Equipment
Accumulated Depreciation
Note Receivable - Long Term
TOTAL ASSETS

Governmental
Fund

PCMS
Funds

General

General

$

LIABILITIES
Vouchers & Accounts Payable
Other Payables
Accrued Liabilities
Unearned Revenue
TOTAL LIABILITIES
FUND EQUITY
Investment in Fixed Assets
Retained Earnings
Fund Equity Unreserved
Unspendable-Note Receivable
Assigned-Spence Education Award
Assigned-F/Y Expenditure
Assigned Emergency Reserve
Undesignated
TOTAL FUND EQUITY
TOTAL LIAB.&FUND EQUITY

15,358,764 $
317,684
941,246
127,078
34,343
4,861,563
(1,076,539)
671,130
21,235,269

375,658
57,300
359,829
91,050
883,837
3,621,245

$

671,130
3,985
4,527,462
12,449,579
(921,970)
20,351,431
21,235,269 $
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159,147

TOTALS

FY 14/15

$
$

1,802

160,949

26,794
346
27,140
(58)
143,847

(9,979)
133,810
160,949 $

15,517,911
317,684
941,246
128,880
34,343
4,861,563
(1,076,539)
671,130
21,396,218

FY 13/14

$ 14,783,719
293,038
1,402,150
150,343
5,819
4,877,180
(983,992)
840,058
21,368,315

375,658
84,093
360,175
91,050
910,977

1,174,650

3,621,187
143,847

3,637,681
113,753

671,130
3,985
4,527,462
12,449,579
(931,949)
20,485,241
21,396,218

584,222
190,189
400,239
-

840,058
3,310
6,317,762
8,404,144
876,957
20,193,665
$ 21,368,315

JUVENILE WELFARE BOARD
INTERIM STATEMENT OF REVENUE, EXPENDITURES AND CHANGES IN FUND BALANCE
FOR PERIOD ENDING October 31, 2014

FY 14/15
ANNUAL
Y.T.D.
BUDGET
ACTUAL
REVENUE
Property Taxes
Grants
Interest - Investments
- Note
Miscellaneous
Cash Forward
SUBTOTAL REVENUE
PCMS
TOTAL REVENUE

EXPENDITURES
Administration
Contracts and Grants
Children & Families Programs*
School Readiness
School Success
Prevention of Child Abuse & Neglect
Non-Operating:
Statutory Fees
Technology
Other - Outreach and Measurement
Fund Balance Unassigned
SUBTOTAL EXPENDITURES
PCMS
TOTAL EXPENDITURES
EXCESS (Deficiency) of
Revenue over Expenditures

$ 52,335,371
48,000
58,000
7,912,501
15,423,226
75,777,098

18,673
1,676
239,460
259,809

22,181,937
12,971,236
84,631,565

75,777,098

21
259,830

84,631,565

4,488,963

21
(4,229,133)

7,377,600
7,059,372

406,539
-

7,117,421
20,035,833

279,937
2,781,649

126,602
(2,781,649)

8,946,867
16,154,696
19,737,086

79,848
575,986

8,946,867
15,755,324
19,630,825

119,128
61,394
232,586

(39,280)
(61,394)
343,400

1,256,049
1,160,000
1,478,286
12,607,142
75,777,098

119,406
1,181,779
10,000
1,191,779

1,111,804
702,500
1,426,004
9,904,987
84,631,565

113,885
20,421
3,609,000
3,006
3,612,006

5,521
(20,421)
(2,427,221)
6,994
(2,420,227)

$

$ 48,701,448
718,944
58,000

$ 84,631,565

$

Y.T.D. ACTUAL
Difference

139,600
1,241
4,348,122
4,488,963

$ 75,777,098

$

FY 13/14
ANNUAL
Y.T.D.
BUDGET
ACTUAL

$

$

(120,927)
435
(4,108,662)
(4,229,154)

$

921,970.00

RETAINED EARNINGS
INVESTMENT IN FIXED ASSETS
FUND EQUITY - JWB:
UNRESERVED
Unspendable-Note Receivable
Assigned-Spence Education Award
Assigned Emergency Reserve
Assigned-F/Y Expenditure
TOTAL: $ 75,777,098

(931,949)

$

876,957

(1,808,906)

143,847
3,621,187

113,753
3,637,681

30,094
(16,494)

671,130
3,985
12,449,579
4,527,462
20,485,241

840,058

(168,928)
675
4,045,435
(1,790,300)
291,576
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3,310
$ 84,631,565

$

8,404,144
6,317,762
20,193,665

$

JUVENILE WELFARE BOARD
October 31, 2014

JWB Revenue and Expense Year
to Date Comparison by Fiscal
Year

Admin Budget to YTD Expense
ComparisonItem II. B.

6,000,000
$2,000,000

4,000,000

$1,000,000

Revenue

2,000,000

Budget

$‐

Expense YTD

Expense

‐
FY 14/15

FY 13/14

Program Expense
Percent Spent YTD in each Focus Area
0.9%

School Readiness
Budget = $8,646,238

0.0%

School Success
Budget= $16,154,696
Prevention of Child
Abuse and Neglect
Budget=$19,737,086
2.9%

AGENCY ADVANCES
Date
Issued

Advance
Amount

Agency
TOTAL:

-

YTD
Returned

Amount
Outstanding

-

Most Recent
Payment

-

CONTRACTS SIGNED THIS MONTH
Name
10/30/14

Amount

Citrix

$

8,400.00

Description
Maintenance Membership XenApp Platinum Edition 4.5

BUDGET TRANSFERS APPROVED THIS MONTH
Name
09/12/14
09/30/14
10/06/14
10/06/14
10/06/14
10/06/14
10/06/14
10/06/14
10/06/14
10/06/14
10/06/14
10/06/14
10/06/14
10/06/14
10/20/14
10/20/14
10/20/14
10/20/14
10/20/14
10/20/14
10/20/14
10/20/14
10/20/14
10/20/14
10/20/14

R'Club CASA Youth
PEMHS System Navigation
Citizens Alliance for Progress
GRAYDI
High Point NFC
ICAI
Sanderlin Faith Based
Sanderlin NFC
Lealman & Asian
Dr. MLK NFC
Youth Development Initiatives
Safety Harbor NFC
Family Center on Deafness
TIPS
Citizens Alliance for Progress
GRAYDI
High Point NFC
ICAI
Sanderlin Faith Based
Sanderlin NFC
Lealman & Asian
Dr. MLK NFC
Safety Harbor NFC
Family Center on Deafness
TIPS

Amount

Description

$ (124,370.00) Voluntary reduction
$ 45,500.00 Staffing costs for Scale Up Success Children's Initiatives
$
1,818.00 Cover Paycor fees and health insurance premium increase
$
1,057.00 Cover Paycor fees and health insurance premium increase
$
1,438.00 Cover Paycor fees and health insurance premium increase
$
998.00 Cover Paycor fees and health insurance premium increase
$
89.00 Cover Paycor fees and health insurance premium increase
$
4,076.00 Cover Paycor fees and health insurance premium increase
$
1,705.00 Cover Paycor fees and health insurance premium increase
$
1,496.00 Cover Paycor fees and health insurance premium increase
$
729.00 Cover Paycor fees and health insurance premium increase
$
1,290.00 Cover Paycor fees and health insurance premium increase
$
1,204.00 Cover Paycor fees and health insurance premium increase
$
178.00 Cover health insurance premium increase
$
5,886.00 Cover health insurance premium increase
$
3,923.00 Cover health insurance premium increase
$
4,904.00 Cover health insurance premium increase
$
3,924.00 Cover health insurance premium increase
$
981.00 Cover health insurance premium increase
$ 12,751.00 Cover health insurance premium increase
$
7,847.00 Cover health insurance premium increase
$
4,904.00 Cover health insurance premium increase
$
3,923.00 Cover health insurance premium increase
$
4,905.00 Cover health insurance premium increase
$
1,962.00 Cover health insurance premium increase
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JUVENILE WELFARE BOARD
INVESTMENT REPORT
For Period Ending October 31, 2014
BANK
BB & T

AVERAGE
RATE

ACCOUNT

ENDING
BALANCE

YIELD

Concentration Account
Market Investment Account

0.15%

600,825.94
5,079,016.01

Investment Sweep Trust Account

0.13%

3,038,362.72

1,151.19

Florida Local Government
Investment Trust (FLGIT)

Day to Day Fund Account

0.07%

615,443.25

42.36

FLORIDA PRIME

Investment Pool - FUND A

0.16%

REGIONS

(1)

$

6,036,672.07
$ 15,370,319.99

(1)

$

700.02

816.66
$

2,710.23

This is the main operating account. The expense is offset by earnings credits. There is no interest paid in this account.

BUDGET COMPARISON

$58,000.00
(3)

Year To Date
BUDGET
$4,833.33

Year To Date
ACTUAL( 3 )
$2,710.23

% Actual
Over/(Under)
to YTD Budget YTD Budget
56%
$ (2,123.10)

Includes interest adjustments for the month not reflected in the interim statements.

YTD Investment Yield Amount
Comparison
$40,000

100%

Investments by Category

80%
60%

$30,000

40%

$20,000

20%

$10,000

0%
Savings, Demand
Deposits, Certificates
of Deposits
MAX=100%

$0
FY14/15
Average Rate- .13%

FY13/14
Average Rate - .14%

Page 6 of 6

13

Investment Pool
MAX=75%

JWB FINANCE COMMITTEE MEETING
THURSDAY, SEPTEMBER 18, 2014
DIRECTLY FOLLOWING THE 4:00 PM EXECUTIVE COMMITTEE MEETING
JUVENILE WELFARE BOARD
14155 58TH STREET NORTH
CONFERENCE ROOM 191
CLEARWATER, FL 33760
MINUTES
I.

CALL TO ORDER
MEETING WAS CALLED TO ORDER BY MR. MCCABE AT 4:05 PM.
Attendee Name
Bob Dillinger
Maria Edmonds
Bernie McCabe, Chair
Michael Mikurak
Raymond Neri

II.

Title
Public Defender
Board Chair
State Attorney
Board Member
Board Member

Status
Present
Present
Present
Present
Present

ACTION
Approval of August 18, 2014 Finance Committee Meeting Minutes
ACTION: Mr. Dillinger moved to accept Minutes as written; seconded by Mr.
Neri; no further discussion; motion carried.

III.

ADJOURN
Mr. McCabe moved to adjourn at 4:05 PM.
Minutes respectfully submitted by Joan Chamo, Executive Assistant

Juvenile Welfare Board of Pinellas County

14

Page 1

JWB FINANCE COMMITTEE MEETING
THURSDAY, NOVEMBER 6, 2014
9:00 AM
JUVENILE WELFARE BOARD
14155 58TH STREET NORTH
CONFERENCE ROOM 191
CLEARWATER, FL 33760
MINUTES
CALL TO ORDER
MEETING WAS CALLED TO ORDER BY MR. MCCABE AT 9:00 AM.
Attendee Name
Bob Dillinger
Maria Edmonds
Bernie McCabe, Chair
Michael Mikurak
Raymond Neri

Title
Public Defender
Board Chair
State Attorney
Board Member
Board Member

Status
Present
Absent
Present
Remote
Present

JWB STAFF PRESENT: Dr. Marcie Biddleman; Karen Boggess; Junko Brown; Diana
Carro; Rod Cyr; Dr. Mary Grace Duffy; Joseph Gallina; Denise
Groesbeck; Saby Guidicelli; Brian Jaruszewski; Ann Kovarik;
Laura Peele; Debra Prewitt; Paul Runyon; Matthew Spence;
Debbie Volk; Sue Walterick; Judith Warren; Karen Woods
GUESTS: Attorney Colleen Flynn; Kristen Andonian, Knowledgeable Navigator, Alltrust
Insurance
I. ACTION
A. Approve Finance Committee Meeting Minutes for September 18, 2014
The Finance Committee unanimously approved the Minutes for September 18, 2014.
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ACTION: Mr. Dillinger moved to approve the Finance Committee Meeting
Minutes for September 18, 2014; seconded by Mr. Neri; no further
discussion; motion carried.
RESULT:
MOVER:
SECONDER:
AYES:

APPROVED [UNANIMOUS]
Bob Dillinger, Public Defender
Raymond Neri, Board Member
McCabe, Mikurak

B. Approval of the Non-Operating Capital Contracts
Mr. Brian Jaruszewski, JWB Chief Financial Officer, thanked the staff for their work
on the Request for Proposal (RFP). He estimated that the five person review team spent
1,050 hours on the RFP process. He reviewed the RFP timeline and indicated that
formal Board Action will take place on Thursday, November 13, 2014 at the Board
meeting.
Mr. Jaruszewski then reviewed the rank-ordered recommendations on the spreadsheet
included with the Finance Committee memo. The RFP consisted of three different
areas: capital expenditures and equipment, software and IT training, and program
specific expenses. The Board authorized a $2M allocation and the total funding for the
request is $2.6M with a minimum request of $5,000 and a maximum cap of $100,000
per agency. Proposals were received from 42 different providers, 27 proposals were
from currently funded agencies and 15 were from non-funded agencies, He called
attention to the applications that were not scored due to disqualifying reasons,
specifically the organizations that did not meet the requirements of the grant, or the
applicants were not a 501(c)(3) or governmental agency. He reviewed the ranking
details then said: “The recommended action is open-ended. The Board approved $2M
for the awards, but the total proposal amount is $2,172,288”. He then requested a
motion to approve the recommendations up to $2M or greater.
Mr. McCabe said $2M was authorized and the review team should have made a
recommendation up to $2M. He added that he is concerned about providing JWB funds
to governmental units that have taxing authority.
Mr. Dillinger requested information about application numbers 5, 18 and 38. He
specifically asked why JWB is purchasing two vans for the City of Largo. He doesn’t
believe JWB should be funding other taxing authorities.
Mr. McCabe agreed with Mr. Dillinger’s concerns.
Mr. Dillinger also asked why Girls, Inc. was listed as a JWB funded agency, since they
were defunded a few years ago.
Dr. Biddleman said Girls, Inc. received funding for a summer camp and that they have
a new Executive Director.
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Mr. Jaruszewski clarified that the Girls, Inc. summer camp was funded through a
subcontract. He added that the RFP was open to 501(c) (3) and government agencies.
Mr. Dillinger moved that the RFP funding be capped at $2M and not include any
government taxing authorities.
Mr. Jaruszewski reiterated: Fund the proposals up to $2M and eliminate the two
government taxing authorities that have three funding requests.
ACTION: Mr. Neri moved to approve the Non-Operating Capital Contracts;
seconded by Mr. Dillinger; no further discussion; motion carried.
RESULT:
MOVER:
SECONDER:
AYES:

APPROVED [UNANIMOUS]
Bob Dillinger, Public Defender
Raymond Neri, Board Member
McCabe, Mikurak

C. FY 14/15 New Programs and Service Expansion Funding
Mr. Jaruszewski read the recommended action for the New Programs and Service
Expansion Funding: Budget reallocation and approval to execute agreements for new
programs and service expansion of existing programs for FY 14/15 with a $275,437
budget impact. He said the recommendation for the action dates back to the August 18,
2014 Finance Committee meeting discussion on how to address out-of-cycle funding
requests. He said staff has reviewed the eight requests and at this time is recommending
funding for three agencies. He explained that the Alpha House Tampa proposal is a
request for a collaborative partnership, not funding. He then reviewed the funding
requests: Pace Center for Girls, $90,000 annual allocation for a counselor and program
assistant that fits with JWB’s school success strategic focus area; Pinellas County
Health Department School-Based Health Clinics $131,437 request to fund a new clinic
at Pinellas Park High School; and St. Petersburg College request for $54,000 to fund
scholarships for child care center staff.
Mr. Dillinger moved approval, but he asked for clarification on how many Pinellas
County schools have health clinics.
Dr. Biddleman responded: Three and the current request is for Pinellas Park High
School.
Mr. Dillinger asked if there were health clinics at Northeast and Gibbs high schools.
Dr. Biddleman replied yes.
Mr. Neri asked if there is data on who is using the Northeast High School clinic.
Dr. Biddleman said that data can be requested.
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Mr. Mikurak asked if there is an expectation to open more clinics.
Mr. McCabe said it is debatable because the clinics are a school board function.
Mr. Mikurak asked if funding the Pinellas Park High School clinic is contingent on it
receiving funding next year.
Dr. Biddleman said that is not the intent.
Mr. Dillinger reiterated that funding the Pinellas Park High School clinic is not
contingent on future funding.
Dr. Biddleman said no it is not.
Mr. Dillinger then moved to accept all three as proposed in the recommended action.
Mr. McCabe asked about the scholarships for child care worker certifications at St.
Petersburg College. He asked what the employment requirements are for the
scholarship recipients.
Mr. Jaruszewski said he is working with the SPC Foundation and they would require at
least a one-year work commitment for the scholarship recipients. He added that there is
not a lot of mobility in the local child care workforce.
Mr. McCabe asked for clarification on the RFP funding: Is it paid on receipt or is it a
grant?
Mr. Jaruszewski said the funds will be awarded as a cost reimbursement. He added the
remainder of the funding requests will be discussed at the next Finance Committee
meeting that will be scheduled for either December or January.
ACTION: Mr. Dillinger moved to approve the FY 14/15 New Programs and
Service Expansion Funding; seconded by Mr. McCabe; no further
discussion; motion carried.
RESULT:
MOVER:
SECONDER:
AYES:

APPROVED [UNANIMOUS]
Bob Dillinger, Public Defender
Bernie McCabe, State Attorney
Mikurak, Neri

D. Approve Removal of Surplus and Obsolete Property
Mr. McCabe called for a discussion of the removal of surplus property.
Mr. Jaruszewski said the surplus property list is brought to the Finance Committee and
Board twice a year. The current one is the second request for 2014. He said the list
contains standard items, but includes some computers that are obsolete due to the
Juvenile Welfare Board of Pinellas County
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discontinuation of support for Windows XP. He called attention to the biometrics
equipment on page 5 and 6 of the surplus property list. He said the equipment has a
positive value and JWB has made an effort to utilize it, however, due to recent Florida
legislation that disallows use of biometric equipment in schools, the equipment cannot
be used. He reported JWB has a potential buyer outside of Florida for the equipment.
He added that the biometrics equipment is listed as uneconomical because of its age,
which has created a potential need to replace the hard drives and the server. He said it is
more economical to recoup some of the money spent by selling the equipment rather
than by replacing the hard drives and server.
Mr. Dillinger said he thought the original intent was to use the equipment for JWB
funded programs so we would know the child was actually there.
Mr. Jaruszewski said the original intent was to use the equipment for the Family
Services Initiative and the Neighborhood Family Centers (NFC), however, to get the
biometrics system to fully work it had to be used in the school programs, which is now
not allowed. He said JWB spoke with consultants to see if the biometrics data could be
integrated with the ISIS system. It cannot be rolled out in the school programs due to
the statewide decision to disallow biometrics.
Dr. Biddleman said she met with the Early Learning Coalition to see if they could use
the equipment, but because they are a state-centered program, they cannot use the
equipment. JWB also discussed options with the Licensing Board using the equipment.
She indicated that Mr. Jaruszewski has been researching other alternatives and found an
opportunity to sell the equipment.
Mr. Dillinger asked why the biometrics equipment cannot be used at the NFCs, with the
SPC scholarship recipients or at the Pace Center for Girls.
Mr. Jaruszewski explained that the equipment needs connectivity to a server and it is
meant to be used on a massive scale with 100% participation, not on a program basis.
He said it is not cost effective for small programs to use the equipment. There would be
two sign-in processes needed, one for JWB-funded children and one for those not
funded by JWB.
Mr. Mikurak asked how old the equipment is.
Mr. Jaruszewski said the equipment was purchased in 2011.
Mr. Mikurak added that the hospitals that were using biometric equipment have moved
on to different technology.
Mr. Jaruszewski said he is taking steps to make sure JWB’s future information
technology initiatives are aligned with the strategic plan. He said the initiatives will be
examined for internal and external risks. He said JWB is subject to factors outside its
control concerning the biometric equipment.
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Mr. Mikurak added that it is always important to look at what the organization is trying
to accomplish. He said the hospitals quickly replaced their biometric equipment and no
longer have to worry about integration of systems.
Mr. Neri said he understands the equipment is “made to go big” and supports trying to
recapture some of the money spent.
Mr. Dillinger asked why the Apple TVs on page 2 were listed as inefficient.
Mr. Jaruszewski explained that in terms of feasibility they are not practical and there is
better technology available for business use.
ACTION: Mr. Dillinger moved to approve Removal of Surplus and Obsolete
Property; seconded by Mr. Mikurak; no further discussion; motion
carried.
REULT:
MOVER:
SECONDER:
AYES:

APPROVED [UNANIMOUS]
Bob Dillinger, Public Defender
Michael Mikurak, Board Member
McCabe, Neri

E. Approve FY 14/15 Florida Blue Health Benefits Plan
Dr. Mary Grace Duffy reviewed three points to keep in mind when discussing the
proposed health insurance funding quotes: 1) the financial forecast is backed by a
priority to create stability with health insurance prices; 2) providing stability for the
staff and their dependents is also important; and 3) there is a balance with the economic
reality. This year JWB budgeted for a 10% insurance increase in FY 14/15. She added
that prior to the meeting, Florida Blue provided an additional funding option for JWB’s
health insurance: a 4% increase or a 6% decrease. She added that JWB has been
working with Florida Blue for three years and the intent is not to shift JWB’s
organizational costs for insurance to the employees. She explained that the insurance
carriers offer package deals with multiple premiums.
Dr. Duffy introduced Ms. Kristen Andonian, a Knowledgeable Navigator with Alltrust
Insurance, to explain recent changes in the JWB’s staff insurance costs. Ms. Andonian
said originally JWB was given an estimated 12% increase from Florida Blue in
insurance costs for FY 14/15. She said that this year several companies were competing
for JWB’s business. Alltrust went back to Florida Blue and asked for a flat renewal.
Florida Blue countered with a 4.49% increase, based on some large claims that were
made in FY13/14. There is an option to reduce the insurance costs by 6.39% for an
estimated annual savings of $37,500 that includes increasing the deductible by $500,
increasing co-pays by $10, and changing the prescription plan from a $10-$30-$50
payment range to a $10-$50-$80. She said tweaking the plan can result in savings. She
said the question before the Finance Committee is to accept the 4.49% increase with no
plan design changes to the current plan or begin tweaking the plan for a potential 6.9%
decrease.
Juvenile Welfare Board of Pinellas County
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Mr. McCabe said that if insurance is budgeted at 10%, but the increase came in at
4.49%, JWB should keep the current plan.
Mr. Dillinger made the motion to keep the current plan.
ACTION: Mr. Dillinger moved to approve the FY 14/15 Florida Blue Health
Benefits Plan; seconded by Mr. Neri; no further discussion; motion
carried.
RESULT:
MOVER:
SECONDER:
AYES:

II.

APPROVED [UNANIMOUS]
Bob Dillinger, Public Defender
Raymond Neri, Board Member
McCabe, Mikurak

INFORMATION
Mr. McCabe asked if there any Information Items the committee wished to discuss.
A. Program Monitoring Methodology and Reporting
Mr. Jaruszewski reviewed the items. He said the Program Monitoring Methodology
and Reporting was purely informational in order to advise the Committee of some
changes on how the funded agencies are monitored.
B. Project Launch
The Project LAUNCH memo is advising that the Memorandum of Agreement will not
be renewed, but JWB will continue to partner and work collaboratively with the
project.
C. Proposed Board Policy Changes
Board Policy changes will be presented at the Thursday, November 13, 2014 Board
Meeting for the full Board’s approval, however, they were presented as informational
to the Committee in case there are any comments on any of the proposed changes that
will be incorporated into the final language.
D. Proposed Salary Increases
Proposed salary increases are in the approved budget.
methodology of implementation.

III.

The memo outlines the

OPEN AGENDA
Mr. Dillinger asked for an update on the recent Children’s Services Councils (CSC)
referendum votes.
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Ms. Debra Prewitt, JWB Director of Public Policy, distributed a November 13, 2014
proposed Board memo outlining the voting results in Broward, Martin, Okeechobee, Palm
Beach and St. Lucie. She said each CSC referendum was approved within a 75%-85%
range. She referred to a spreadsheet attached to the memo indicating which CSCs created
Political Action Committees (PACs) and the amount of money the PACs raised.
Mr. Dillinger said he heard that the Children’s Board of Hillsborough
County has created a PAC. He asked if the JWB Board can discuss creating a PAC.
Ms. Prewitt cited Section 106 of the Florida Statutes that states elected members of the
Board may discuss involvement in PAC activities.
Mr. McCabe said he read the Broward ballot language and found it cumbersome, poorly
placed, and filled with buzz words. He added that Broward still received 75% of voter
approval.
Mr. Neri asked if there were any transportation issues on any of the ballots.
Mr. McCabe said some of the counties had votes to build new court houses and
transportation systems, and none of those issues passed.
Ms. Prewitt said Chapter 125 of the Florida Statutes indicates that an entity must submit its
ballot language nine months before the election.
Mr. McCabe requested that Ms. Prewitt contact the CSCs in the five counties and get their
ballot language and ask about how the language was selected.
Ms. Prewitt said she has the ballot language from each county in a different spreadsheet.
Mr. McCabe said that, based on the overwhelming success of the referenda in the five
counties, JWB could get the requirement repealed.
Ms. Prewitt indicated the efforts in the five counties cost just under three quarters of a
million dollars.
Mr. Neri asked if JWB can conduct a phone survey to identify voters who will support
JWB’s referendum.
Attorney Flynn said JWB cannot.
Ms. Prewitt clarified that a PAC can.
Mr. McCabe asked if St. Lucie County was the genesis of these referenda.
Ms. Prewitt said it was Martin County.
Mr. Mikurak asked if JWB wanted to start a PAC so close to the recent election.
Juvenile Welfare Board of Pinellas County
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Mr. McCabe recommended exploring the referendum requirements.
Mr. McCabe moved to adjourn the meeting at 9:44 AM.
Minutes respectfully submitted by Joan Chamo, Executive Assistant
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Board of Directors Meeting
November 13, 2014
Accept Recommended JWB Logo and Tagline
Item III.A.
Recommended Action:

Accept Recommended JWB Logo and Tagline

Strategic Plan
Key Result Area:

Public Awareness of JWB’s Benefit to the Community

The JWB Communications Team released an RFP in May 2014 requesting bidders for the redesign of the JWB
logo and creation of a tagline.
After a competitive RFP process, the JWB Communications Team entered into an agreement in June 2014 with
Paradise Advertising and Marketing (http://paradiseadv.com) to assist with the logo and tagline redesign
project. Paradise submitted a proposal budget offering their services pro bono as a public service to JWB.
The JWB Communications Team met with Paradise to share information about JWB’s brand that was collected
during numerous discovery meetings with JWB employees, Board members and Community Council members.
From there, Paradise created several logo and tagline options. The options were presented to the JWB Executive
Leadership Team and individually to members of the JWB Board.
By overwhelming consensus, one logo design and one tagline rose to the top. The logo design and tagline were
presented to all JWB Staff and Community Council Chairs.
The proposed logo design and tagline option is seen as memorable, modern and fresh, striking the perfect
balance between being approachable yet professional. The tagline concisely states JWB’s charge per Florida
Statute and its impact to the community.
At this time, the JWB Communications Team recommends the adoption of the new JWB logo and tagline and
requests approval by the JWB Board. Upon approval, staff will work with Paradise to create brand guidelines
and standards. The rebranding effort will launch beginning in January 2015.
The Paradise team will formally present the new, recommended JWB logo and tagline during the JWB Board
Meeting.

Staff Resource:

April Putzulu
Joseph Gallina
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Logo and Tagline Development
25

26

PARADISE

Brand Personality
27

•
•
•
•
•
•
•

Caring
Intelligent
Trustworthy
Responsible
Passionate
Innovative
Collaborative

28

PARADISE

Logo Executions
29

PARADISE

Historical Logos
30

PARADISE

Current Logo
31

PARADISE

Proposed Logo + Tagline
32

33

PARADISE

Proposed Collateral Examples
34
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PARADISE
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Board of Directors Meeting
November 13, 2014
Ratify Finance Committee Meeting Recommendations from
November 6, 2014
Item III.B.
Recommended Action:

Ratify the Finance Committee November 6, 2014 Meeting Actions

Budget Impact:

Reallocations made within the budget

Background:
Per the Finance Committee Meeting minutes, a summary of the actions taken is as follows:
1. Approval of $2,000,000 award from the Non-Operating / Capital RFP.
2. Approval of Budget Reallocation and execution of agreements for new programs and service expansion
of existing programs for FY 14/15.
3. Approval of the Removal of Surplus Property from JWB Inventory.
4. Approval of FY 14/15 Florida Blue Health Benefits Plan.
The Finance Committee memos with committee action are attached for your review.

Staff Resource: Brian Jaruszewski

41

Finance Committee Meeting
November 6, 2014
Approval of the Non-Operating Capital Contracts

Recommended Action:

Approval of $2,000,000 award from the Non-Operating / Capital RFP

Background:
The Board approved the release of the Non-Operating/Capital RFP at the July 2014 Board meeting. The intent
of the RFP was to increase administrative and service delivery infrastructure for organizations in Pinellas
County whose primary purpose is to serve children with up to 2 million dollars in one-time-only purchases.
The RFP offered providers an opportunity to ask for funding in any of the following three funding areas:
Capital Expenditures and Equipment
 Emergency Preparedness
 Safety and Code Compliance
 Americans with Disabilities Accommodations
 Information Technology (IT) Hardware Equipment Purchase
 Security Infrastructure
Software and IT Training
 Participant Software
 Administrative Software
 Security Licensing/Software
 Software Application and Network Training
Program Specific Expenses
 Equipment, materials and collateral that would enhance program quality. Not to include new
programs or on-going program expenses
The total request per applicant across all three areas had to be at least $5,000 and could not exceed
$100,000.
The JWB RFP team, consisting of five staff members from various departments, received applications
from 42 different providers, 27 were currently funded agencies and 15 were non-funded agencies. In
total there were proposals for 83 different projects across the three areas. The total JWB funding
requested was $2,598,376.51. The results were presented to the Executive Team on November 3, 2014.
The award recommendations are attached.
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Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency
YMCA of Greater St.
1 Petersburg
United Methodist
Cooperative
Ministries/Suncoast,
2 Inc.

CASA (Community
Action Stops Abuse),
3 Inc.

Agency
Currently
Funded By
JWB
Yes

Yes

Yes

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score
3

1

1

70.60

70.00

68.60

91%

Requested Purchases
program furniture,
educational supplies

90%

building renovations to
Children of the World facility,
shade structure

88%

9 camera surveillance
system, card access system,
emergency telephone for
parking area

12 computers, 4 iPad Mini, 4
iPad cellular services, WIFI
services, Smart Board, fire
alarm system,intrusion
protection cameras, monthly
security system monitoring

Family Center on
4 Deafness, Inc.

Yes

1

68.00

87%

Career Source Pinellas
5 (dba Science Center)

No

1

67.20

86%

Yes

3

67.20

86%

Yes

1

66.80

86%

6 R 'Club Child Care, Inc.
YMCA of Greater St.
7 Petersburg

replace roof
purchase and installation of
expandable digital recording
system with 8 cameras (Lew
Williams Center for Early
Learning)
outdoor playground
renovation

8 PARC, Inc.

Yes

2

66.20

85%

Career Source Pinellas
9 (dba Science Center)

No

3

66.00

85%

22 licenses for Microsoft
Windows & Office 2013, GFI
Mail Essentials Online Email
Archive Solution for 200
users, IT course selection
product and training
digital frog dissection for
STEMe, MediaGlobe Movies
for STEMe

84%

2 laptop computers, 10
desktop computers, 25 all‐in‐
one PCs

Gulf Coast Jewish
Family and
Community Services,
10 Inc.

Yes

1

65.80

Agency or
Other Funding Total Project
Committed
Costs

Total JWB
Funding
Requested

Funding
Recommendation

Partial or Full
Funding
Recommended

$41,725.62

$41,725.62

$41,726

Full

$3,344.40

$53,344.40

$50,000.00

$50,000

Full

$3,900.00

$53,900.00

$50,000.00

$50,000

Full

$5,000.00

$53,527.79

$118.79
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$42,756.76

$42,756.76

$39,487

Partial

$55,000.00

$50,000.00

$50,000

Full

$6,011.00

$6,011.00

$6,011

Full

$103,527.79

$50,000.00

$50,000

Full

$9,125.00

$9,125.00

$9,125

Full

$49,245.00

$49,245.00

$49,245

Full

$45,080

Full, based upon
revised funding
request

$50,118.79

$50,000.00

If Partial Funding, Excluded
Purchases

Excluded on‐going cellular services
($1,350), WIFI services ($1,170), and
monitoring security system ($750)

Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency

Agency
Currently
Funded By
JWB

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score

Requested Purchases

11 PARC, Inc.

Yes

1

65.60

84%

12 PEMHS, Inc.

Yes

2

65.60

84%

13 PEMHS, Inc.
CASA (Community
Action Stops Abuse),
14 Inc.

Yes

1

65.40

84%

Yes

3

64.60

83%

Yes

2

64.55

83%

4 Early Learning Integrated
Systems with Early Learning
Autism Spectrum Bundle,
Wheelchair accessible desk,
11 computer tablets, 8
computer tablets, ISTART
Smart Mobile Classroom Unit
with software, 8KW
generator, transfer switch,
engineering, permit,
installation, 9 sections 4'x6'
white vinyl fencing
upgrade Avatar Electronic
Health Record software and
implementation
5 servers, 1‐SAN, primary
domain controller server
12 stackable washers and
dryer combinations, 7
passenger van
Avatar mobile licenses and
support, Windows 8.1,
Office, Core licenses, Adobe
Master Collection, HR
training

82%

10 laptop computers, 5
battery backups, 10 licenses
for Microsoft Office Suite
Home and Student, 1 laser
printer, 1 wireless network
adapter for printer

Gulf Coast Jewish
Family and
Community Services,
15 Inc.

Pinellas County
Sheriff's Office Police
16 Athletic League, Inc.

No

1

64.00

Boys and Girls Clubs of
17 the Suncoast, Inc.

Yes

1

63.20

81%

18 R 'Club Child Care, Inc.

Yes

1

63.20

81%

3 computer labs, purchase,
engineering, installation,
electrical work
purchase and install
rubberized play surface in 2
play areas, purchase and
install synthetic grass in 3
play areas, 8 iPad Air tablets
(WIFI), cases, 24 bay storage
area network with 10 backup
hard drives

Agency or
Other Funding Total Project
Committed
Costs

$544.00

Total JWB
Funding
Requested

Funding
Recommendation

Partial or Full
Funding
Recommended

$48,269.70

$47,725.70

$47,726

Full

$24,544.68

$24,544.68

$24,545

Full

$49,628.00

$49,628.00

$49,628

Full

$49,315.00

$49,315.00

$49,315

Full

$48,695.00

$48,695.00

$48,695

Full

$8,054.03

$8,054.03

$8,055

Full

$1,000.00

$49,928.39

$48,928.39

$48,929

Full

$818.00

$44,807.00

$43,989.00

$43,989

Full
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If Partial Funding, Excluded
Purchases

Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency

Agency
Currently
Funded By
JWB

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score

Requested Purchases

tilt skillet, convection oven,
washer/dryer, spam filter,
WIFI installation, cable drops,
3 children's tablets, 3 laptop
computers, 6 pocket talkers,
12 tablets, 6 infant carts, 2
six seat carts, 6 cart canopy,
Feather River doors

19 Operation PAR, Inc.

Yes

1

63.00

81%

Drug Free America
20 Foundation

No

1

62.00

79%

21 Family Resources, Inc.

Yes

1

61.80

79%

22 PARC, Inc.
Lutheran Services of
Florida Children and
23 Head Start Services

Yes

3

61.80

79%

server, installation, software,
4 desktop computers
30 desktop computers and
monitors, 30 power backups,
2 port switches, 2 servers, 8
hard drives, installation and
setup
1 Spirit 4 Station with CDs,
classroom furniture

No

1

61.60

79%

playgrounds for 3 centers

24 Operation PAR, Inc.
Big Brothers Big
Sisters of Pinellas
25 County, Inc.

Yes

3

61.60

79%

Yes

1

61.00

78%

Lealman and Asian
Neighborhood Family
26 Center

Yes

2

61.00

78%

Lealman and Asian
Neighborhood Family
27 Center

Yes

1

60.80

78%

Agency or
Other Funding Total Project
Committed
Costs

$15,000.00

$6,528.79

$20,200.00

1‐Strategies Gold curriculum,
12‐custom blinds, 5‐carpets,
3‐book cases, 1‐outdoor
classroom learning kit, 2‐
2011 Teen Parenting Wisely
DVD kits (1 English and 1
Spanish), Spirit Boom Box
15 laptop computers, 3 Live
Scan systems and mini
scanner
21 licenses for Microsoft
Office Home Student, 5
licenses for Office Home
Business, BIZ setup and
training, warranty for all
computer purchases
26‐desktops computers, 26‐
monitors, 1‐laptop, 1‐tablet
and cover, 2 printers,
security system
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Total JWB
Funding
Requested

Funding
Recommendation

Partial or Full
Funding
Recommended

$62,284.52

$47,284.52

$47,285

Full

$7,543.72

$7,543.72

$7,544

Full

$56,528.79

$50,000.00

$50,000

Full

$43,134.60

$43,134.60

$43,135

Full

$70,200.00

$50,000.00

$50,000

Full

$4,627.99

$4,627.99

$4,628

Full

$33,800.10

$33,800.10

$33,801

Full

$7,691.31

$7,691.31

$7,692

Full

$25,799.39

$25,799.39

$25,800

Full

If Partial Funding, Excluded
Purchases

Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency

Agency
Currently
Funded By
JWB

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score

28 Suncoast Centers, Inc.

Yes

1

60.40

77%

Citizens Alliance for
29 Progress, Inc.

Yes

1

59.80

77%

Requested Purchases

Agency or
Other Funding Total Project
Committed
Costs

keyless entry system, server,
memory, hard drive,
expansion card, support and
installation

Total JWB
Funding
Requested

Funding
Recommendation

Partial or Full
Funding
Recommended

$50,000.00

$50,000.00

$50,000

Full

$48,624.34

$48,624.34

$23,201

Partial

ALPHA House of
30 Pinellas, Inc.

Yes

2

59.65

76%

31 Operation PAR, Inc.

Yes

2

59.65

76%

computer lab 15 stations,
toner, floor repair
3 licenses for Microsoft
Office 2013 Professional and
7 licenses for Microsoft
Office 2013 Home and
Business
iSynergy training,
iCommunicator, Dragon
Speak

Police Athletic League
32 of St. Petersburg

No

3

59.60

76%

1 van and logo markings

$35,840.00

$35,840.00

$35,840

Full

$47,746.85

$47,746.85

$47,747

Full

$50,470.69

$50,000.00

$50,000

Full

$49,918.00

$49,918.00

$49,918

Full

Religious Community
33 Services, Inc.
Lutheran Services of
Florida Children and
34 Head Start Services

35 Family Resources, Inc.

Yes

1

59.60

76%

1 server, 36 computers, 3 air
conditioner handlers, 3
condensing units, 2 security
gate operators, 1 pedestrian
security, 2 tankless gas water
heaters, 2 installed
NanoStations

No

3

59.40

76%

108 iPads for teachers, 23
charging stations

76%

server and operating system
software, data
entry/management software,
Dex Index software training

Yes

2

59.10

$470.69
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$1,749.00

$1,749.00

$1,412

Full, based upon
revised funding
request

$10,090.62

$10,090.62

$10,091

Full

If Partial Funding, Excluded
Purchases

Excluded toner ($423.80)and floor
repair ($25,000)

Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency

Directions for Mental
36 Health, Inc.

Girls Incorporated of
37 Pinellas
Mattie Williams
Neighborhood Family
38 Center
PACE Center for Girls,
39 Inc.

Youth Development
Foundation of Pinellas
County, Inc. AKA
40 AKAdemy
Girls Incorporated of
41 Pinellas

Mattie Williams
Neighborhood Family
42 Center

Agency
Currently
Funded By
JWB

Yes

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score

1

58.80

75%

Yes

2

58.60

75%

Yes

3

58.40

75%

No

1

58.20

75%

Requested Purchases
High capacity server package,
PRI Card, tape drive, 8‐
desktop computers, 10
laptop computers

Yes

2

57.80

74%

Yes

1

57.60

74%

74%

5‐computers and monitors,
wifi cards, 1‐MacBook Pro, 1‐
server, 1‐hard drive, 1‐port
switch, 1‐firewall software,
security system, 1‐NAS unit,
security system

1

57.40

Youth Development
Foundation of Pinellas
County, Inc. AKA
43 AKAdemy

Yes

1

56.80

73%

James B. Sanderlin
44 Family Center

Yes

1

56.60

73%

$96.36

4 Office Professional 2013, 8
Office Home and Business
2013, 1 Small Business Server
software 2011, 1 Trax
Solutions Database Tracking
Software
12 computers and monitors,
8 iPad, 20 headphones, 12
chairs
50 tablet computers,
warranty, accident
protection, 20 covers
3 Microsoft Office licenses, 1
By The Book Software, 3
Adobe Illustrator, 3 Print
Shop Professional 3.0, 1
ROAR customized application
12 desktop computers,
classroom equipment

Yes

Agency or
Other Funding Total Project
Committed
Costs

3 computer notebooks, 3
iPads, 2 external hard drives,
2 wireless mini projectors for
smartphone/tablets, 1
projector
repair & replace damaged
roof areas, repair and
replace existing soffits,
columns & beams, doors &
trim, press wash and paint
building exterior

$800.00

$1,272.00

$20,000.00
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Total JWB
Funding
Requested

Funding
Recommendation

Partial or Full
Funding
Recommended

$50,096.36

$50,000.00

$50,000

Full

$7,648.76

$7,648.76

$7,649

Full

$15,611.80

$15,611.80

$15,612

Full

$49,998.80

$49,998.80

$49,999

Full

$3,846.94

$3,046.94

$3,047

Full

$28,331.61

$28,331.61

$28,332

Full

$20,036.76

$18,764.76

$18,765

Full

$4,286.76

$4,286.76

$4,287

Full

$70,000.00

$50,000.00

$50,000

Full

If Partial Funding, Excluded
Purchases

Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency

High Point
Neighborhood Family
45 Center

Happy Workers
46 Learning Center, Inc.
Youth Development
Foundation of Pinellas
County, Inc. AKA
47 AKAdemy

Agency
Currently
Funded By
JWB

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score

Requested Purchases

Yes

1

56.20

72%

exterior building repairs,
painting, carpet, drainage,
repairs to picnic shelter,
concrete walkways, mulch,
tree trimming/removal, 25
computers with Windows 8.1

No

1

55.80

72%

roof repairs to 4 facilities

Yes

3

55.40

71%

2 portable wireless PA
system, 2 cameras

PACE Center for Girls,
48 Inc.

No

3

54.80

70%

Big Brothers Big
Sisters of Pinellas
49 County, Inc.

Yes

2

54.30

70%

75 student desks, 5 tables, 90
chairs, 7 teacher desks, 10
teacher chairs, 10 teacher
arm chairs, 14 folding tables,
1 table rack, 14 dry erase
whiteboards, 1 art paper
rack, 7 projectors with
mount, warranty and
accident protection, 2 office
desks, 6 bookcases, 1 file
cabinet, 1 credenza, 4 office
guest chairs, 5 lateral file
cabinets, delivery charges
50 Office 365 Enterprise E3
for Nonprofits, 50 Office
2013 & Lync Deployment, 32
big board migration, 50
Office 365 Mailbox
Migration, 4 Project
Management

69%

12 laptop computers, 2
desktop computers, 35 desks,
24 monitor stands, 5 iPads

69%

10 desktop computers and
monitors

211 Tampa Bay Cares,
50 Inc.

ALPHA House of
51 Pinellas, Inc.

Yes

Yes

3

1

54.20

54.20

Agency or
Other Funding Total Project
Committed
Costs

Funding
Recommendation

Partial or Full
Funding
Recommended

$43,098.23

$43,098.23

$43,099

Full

$45,655.00

$45,655.00

$45,655

Full

$1,029.98

$1,029.98

$1,030

Full

$49,015.21

$49,015.21

$49,016

Full

$22,533.50

$22,533.50

$22,534

Full

$29,477.00

$29,477.00

$29,477

Full

$8,808

Full, based upon
revised funding
request

$9,600.00
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Total JWB
Funding
Requested

$9,600.00

If Partial Funding, Excluded
Purchases

Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency

Directions for Mental
52 Health, Inc.

53 The Children's Home

Agency
Currently
Funded By
JWB

Yes

Yes

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score

2

2

54.15

54.00

Total JWB
Funding
Requested

Funding
Recommendation

Partial or Full
Funding
Recommended

69%

server software, 5 operating
system software licenses, 100
Windows 8.1 licenses, 100
Office Standard 2013 licenses

$1,540.57

$51,540.57

$50,000.00

$50,000

Full

69%

Behavioral health electronic
record installation and staff
training

$91,182.00

$141,182.00

$50,000.00

$50,000

Full

Pinellas County
Sheriff's Office Police
54 Athletic League, Inc.
Citizens Alliance for
55 Progress, Inc.

No

3

53.40

68%

Yes

3

53.20

68%

Gulfcoast Legal
56 Services, Inc.

No

1

52.20

67%

one single‐sided LED sign
($11,605.50), one two‐sided
LED sign ($20,385)
computer lab 15 chairs, 15
computer carts and desks
3‐servers, 2‐storage arrays, 2‐
switches, 10‐engineering
days

Yes

3

50.60

65%

computer lab (includes
software listed in funding
area 2), staff computers,
laptop computers, printers,
folding chairs, rack
35 licenses for Citrix
Workspace Suite, 3 Acronis
Backup Advanced for Citrix,
network engineering,
Blackbaud Financial Edge
Software
Advanced Feedback
Informed Therapy
(FIT)training with CEU's ‐
registration, airfare, hotel,
meals, and transportation,
Advanced FIT training &
supervision ‐ registration,
airfare, transportation,
hotels, meals, 25 iPads
&covers

Yes

2

50.35

65%

server and backup software

ARTZ 4 Life Academy,
57 Inc.

Yes

1

51.60

66%

Gulfcoast Legal
58 Services, Inc.

No

2

50.75

65%

59 Suncoast Centers, Inc.
211 Tampa Bay Cares,
60 Inc.

Requested Purchases

Agency or
Other Funding Total Project
Committed
Costs
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$31,990.50

$31,990.50

$15,996

Partial

$1,733.70

$1,733.70

$1,734

Full

$49,038.00

$49,038.00

$49,038

Full

$22,939.39

$22,939.39

$22,940

Full

$49,910.00

$49,910.00

$49,910

Full

$35,739.10

$35,739.10

$10,044

Partial

$8,359.00

$8,359.00

$8,359

Full

If Partial Funding, Excluded
Purchases

Provider has options to allocate JWB's
partial funding towards all item's
requested, purchase one of the item's
requested, or purchase two signs at a
lower cost.

Registration for training ($9,159.80) &
related travel expenses ($16,535.80)
excluded as operating.

Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency

211 Tampa Bay Cares,
61 Inc.

Agency
Currently
Funded By
JWB

Yes

James B. Sanderlin
62 Family Center
Yes
Total Funding Recommendation

1 City of Pinellas Park

No

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score

1

3

1

47.60

46.60

67.60

Requested Purchases

Agency or
Other Funding Total Project
Committed
Costs

61%

23 laptop computers, 4
servers, cabinet, server
storage array, switches,
battery backups, and cables,
*If Area 2 not funded,
funding not needed.

60%

24 All‐in‐One computers with
basic protection, 10
computer workstations, 20
chairs, web‐based math and
reading curriculums, internet
service

87%

inclusive playground
equipment American
Disabilities Accommodations

$28,416.08

Total JWB
Funding
Requested

Partial or Full
Funding
Recommended

Funding
Recommendation

Partial

Excluded 23 laptop computers
($19,366)

$34,655
$2,000,000

Partial

Excluded monthly internet service
($4,860). Provider may choose how
to scale back the rest of their
requested purchases so as not to
exceed the funding recommendation.

$28,416.08

$0

None

$23,426.01
$50,000.00

$23,426.01
$50,000.00

$0
$0

None
None

$49,730.00

$49,730.00

$49,933.00
$49,933.00
$2,336,408.05 $2,111,064.66

$30,364

2 City of Largo
3 City of Largo

Yes
Yes

1
3

63.40
58.80

81%
75%

computer lab, 10 laptop
computers, 10 cases and
mice, storage cabinet, install
10 wireless access points,
install 10 cable drops
Two 15 passenger vans

4 Suncoast Centers, Inc.

Yes

2

46.15

59%

Great Plains software
upgrade labor for installation

$12,945.00

$12,945.00

$0

None

55%

Microsoft Home Office
($3,180), Microsoft Business
Edition ($1,319.94),
Quickbooks ($381.49), Icare
Child Care Management
software ($2,395), IT training
($2,560), 10 bay laptop
charging stations ($1,529.18),
LCD projector ($1,399) *If
Area 1 not funded, funding
not needed.

$12,764.61

$12,764.61

$0

None

ARTZ 4 Life Academy,
5 Inc.

Yes

2

43.25
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If Partial Funding, Excluded
Purchases

Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency

Agency
Currently
Funded By
JWB

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score

Requested Purchases

Pinellas Opportunity
6 Council, Inc.

No

1

41.40

53%

2 servers, 2 battery backups,
2 hard drive backups, VOIP
telephone system,
installation and training

ARTZ 4 Life Academy,
7 Inc.

Yes

3

36.00

46%

2 TV's and wall mounts

Pinellas Opportunity
8 Council, Inc.

No

2

28.55

37%

Advantage Village
9 Academy, Inc.

No

1

Agency or
Other Funding Total Project
Committed
Costs

Total JWB
Funding
Requested

Partial or Full
Funding
Recommended

Funding
Recommendation

$10,946.68

$10,946.68

$0

None

$1,711.71

$1,711.71

$0

None

Accounting software
implementation

$28,740.00

$28,740.00

$0

None

Not Scored

34 computer lab, 1 printer, 1
projector & screen

$36,817.62

$36,817.62

$0

None

$21,908.85

$21,908.85

$0

None

$23,117.15

$23,117.15

$0

None

$1,770.00

$21,270.00

$19,500.00

$0

None

$2,800.00

$41,862.00

$39,062.00

$0

None

$7,000.00

$48,438.00

$41,438.00

$0

None

Advantage Village
10 Academy, Inc.

No

2

Not Scored

antivirus & Microsoft Office
2014, setup & installation,
system & program training

Advantage Village
11 Academy, Inc.

No

3

Not Scored

educational software,
computer lab desks, chairs

Cross and Anvil
12 Human Services, Inc.

No

1

Not Scored

Cross and Anvil
13 Human Services, Inc.

No

2

Not Scored

Cross and Anvil
14 Human Services, Inc.

No

3

Not Scored

replace exit doors and
frames, enlarge conference
room, paint and cork walls
upgrade computers and
office equipment, IT
maintenance agreement,
client database training
Heritage Lecture Series,
Gender Specific training,
youth training

$45,482.00

$45,482.00

$0

None

$1,949.99

$1,949.99

$0

None

Education Support
and Development
15 Services, Inc.
Education Support
and Development
16 Services, Inc.

No

1

Not Scored

ridge roof insulation system,
security system, wireless
network, 2 desktop
computers, 2 notebook
computers, Smart board,
printer, wireless LCD

No

2

Not Scored

Quicken Accounting System,
Smart Board Training
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If Partial Funding, Excluded
Purchases

Non‐Operating and Capital Purchases Funding Recommendations By Score

Agency

Education Support
and Development
17 Services, Inc.

Florida Holocaust
18 Museum
Happy Workers
19 Learning Center, Inc.

Tranquil Shores
20 Foundation
United Methodist
Cooperative
Ministries/Suncoast,
21 Inc.

Agency
Currently
Funded By
JWB

Average Review Percent of
Funding
Team Score (max Maximum
Focus Area 78)
Score

No

3

Not Scored

No

3

Not Scored

No

3

Not Scored

Requested Purchases
3 televisions, 4 Blue Ray
players, 20 iPad tablets,
computer software, tablet
cart, refrigerator, ice maker,
3 stainless steel tables,
freezer
2,500 student and 175 adult
admission fees, free return
student passes, 5%
administrative fee
Creative Curriculum two day
training

No

3

Not Scored

materials to assemble 100
Healing HeART Kits

Yes

3

Not Scored

Conscious Discipline Training
for 2 staff

Agency or
Other Funding Total Project
Committed
Costs
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Total JWB
Funding
Requested

Partial or Full
Funding
Recommended

Funding
Recommendation

$24,613.80

$24,613.80

$0

None

$41,028.75

$41,028.75

$0

None

$4,930.00

$4,930.00

$0

None

$13,213.60

$13,213.60

$0

None

$5,300.00

$5,300.00

$0

None

If Partial Funding, Excluded
Purchases

Finance Committee Meeting
November 6, 2014
FY 14/15 New Programs and Service Expansion Funding

Recommended Action:

Approval of Budget Reallocation and execution of agreements for new programs
and service expansion of existing programs for FY 14/15

Background:
The FY 14/15 operating budget included a $1.2 million line item for Program Development funding. This
budgeted amount was intended to allow for funding of new or expanded programs in the FY 14/15 fiscal year.
During the budgeting cycle, several organizations submitted proposals for new or expanded funding for the
FY 14/15 fiscal year. Proposals were received from the following organizations:
Alpha House Tampa
St. Petersburg College
The Children’s Home, Inc.
Suncoast Center, Inc.
PACE Center for Girls, Inc.
Pinellas County Health Department
RCS Grace House
James B. Sanderlin, Faith Based Literacy Programs
At the August 18, 2014 Finance Committee meeting, the Finance Committee instructed staff to evaluate the
submitted proposals for possible inclusion in the FY 14/15 budget, and to be funded through the Program
Development allocation.
Staff has evaluated the proposals from Alpha House of Tampa, PACE Center for Girls, Inc., Pinellas County
Health Department, and St. Petersburg College. The remaining proposals will be evaluated prior to the next
Finance Committee Meeting.
At this time, funding is being recommended for the following:
1.

PACE CENTER FOR GIRLS, INC.

PACE Center for Girls, Inc. has been serving girls ages 11 to 18 in Pinellas County for the past 17 years who
are considered at risk of criminally offending and/or dropping out of school. PACE is a non-residential,
counseling and education program and the only statewide gender-responsive prevention and early intervention
agency in the nation.
Last year PACE served 120 girls, the majority of whom are at or below the federal poverty level; live in single
family households due to abandonment, incarceration or premature death; have substance abuse and/or mental
health problems; are failing in school, truant or have behavioral problems; have some involvement in the
criminal justice system; have been physically, emotionally and sexually abused and/or have experienced
violence in their neighborhoods. PACE serves 52 to 56 girls at a time, and encourages them to stay one full
53
13

year to eliminate barriers to their success in school and in life, but the length of stay can vary from 6 months to
2 years.
PACE has been successful in keeping girls in school and out of the criminal justice system as evidenced by their
outcome measures that include: 99% of girls transitioning from the program are in school or an appropriate
educational setting; 95% have improved their academic functioning; 91% of the girls transitioning from the
program after 1 year have not offended or reoffended. The program is most successful when the girls are in the
day treatment program with daily educational and counseling support.
Enhancing the transition services after girls leave PACE will help keep the girls on track to become happy,
independent and productive members of society. The addition of a Transition Counselor and Program Assistant
will enable PACE to intervene early with case management services when girls who have left the program
experience a crisis or a road block. The Transition Counselor will coordinate resource referrals, provide support
with job applications, help with financial aid, and secure basic needs, including child care and emergency
housing or food. The Transition Counselor will also make home visits and school or job site visits to provide
on-going support services. Girls could return to PACE in the late afternoon and/or evening to receive group
counseling, more intensive case management, and receive help with scholarships or tutoring. The Program
Assistant will help with program delivery during day treatment as well as transition services. The success of the
PACE model is dependent on the positive relationships girls form with staff, so the additional staff can provide
more opportunities along the continuum of care for relationship building and to assist the girls with community
connectivity.
REALLOCATION REQUEST: To move $90,000 from Program Development to PACE Center for Girls.
2.

PINELLAS COUNTY HEALTH DEPARTMENT - SCHOOL BASED HEALTH CLINIC

The purpose of JWB’s involvement with school based health clinics is to advance the strategic focus area of
school success by assuring youth, particularly those in at-risk zip codes, are provided preventative services in a
holistic manner to remove obstacles to school attendance. JWB currently partners with the Pinellas County
Health Department (PCHD), Pinellas County school system, and Suncoast Center for School Based Health
Clinic services. The current program provides prevention, intervention, counseling, and mental health services
to children attending three high schools in Pinellas County. The purpose of the clinics is to improve the overall
school success of students by providing preventative health screenings and guidance related to adolescent
development and health risk behaviors, as well as counseling and mental health treatment. In addition to
preventative efforts, the clinics provide on-site treatment for acute illnesses, chronic medical conditions, as well
as daily care needs.
The clinics are currently staffed with a multidisciplinary team of professionals including a pediatrician,
A.R.N.P., health support technicians, registered nurses, licensed practical nurses and licensed counselors. The
program serves to improve the overall health of students, thereby allowing the youth to remain in the classroom
healthy and ready to learn. Additional goals of the program include, but are not limited to, improved access to
medical care for minority, underinsured and uninsured students, fewer hospitalizations and emergency room
visits. Another important aspect is improved student knowledge of how and when to use the health care system,
demonstration of self-care skills in children with chronic conditions, more students receiving well exams and
risk assessments, increased identification of new or previously unrecognized health problems and increased
awareness of risk behaviors. Examples of risky behaviors that can be addressed through the clinics are
pregnancy testing and STD testing.
In addition to the medical services provided in the clinics, each clinic location is staffed with a full-time
licensed counselor, providing participants with timely and direct access to services. Medical staff are able to
provide a warm transfer to counselors when needs arise. The collaboration between the medical and counseling
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providers offers a holistic approach to any at-risk student’s full range of needs. The Family Services Pool can
be used to provide wrap around services.
The total program budget for FY 13/14 to operate the program at the three existing high schools was
$1,146,224, of which JWB funded $674,890. The remaining revenue comes from the PCHD, Medicaid
revenue, and in-kind support from the school system.
Proposed Replication:
A proposal has been made by the Pinellas County Health Department (PCHD) to replicate this program at
Pinellas Park High School. The current time frame for services to begin is January, 2015. The annualized cost
of an additional clinic is estimated by the PCHD at approximately $190,000. Funding for FY 14/15 will be
prorated based upon a January start date in the amount of $131,437.
REALLOCATION REQUEST: To move $131,437 from Program Development to School Based Health
Clinics.
3.

ST. PETERSBURG COLLEGE PRESCHOOL AND INFANT / TODDLER CERTIFICATE
PROGRAMS

The purpose of the Preschool and Infant/Toddler Certificate Programs is to provide an opportunity for child care
center staff to attend SPC and earn a 12-credit Certificate in either Preschool Specialization or Infant/Toddler
Specialization. These Certificates are offered through the Florida Department of Education.
The Certificates can be earned after successfully completing four (4) Early Childhood Education courses in the
A.S. degree program. This can be an excellent beginning to the student’s college experience by providing
relevant coursework immediately and providing an attainable goal in a shorter time. The Certificate is also part
of the Associate of Science degree in Early Childhood Education so students are able to move smoothly into the
degree program.
Courses in the Certificate will be held on the Clearwater Campus in the Early Childhood Education lab
classroom. SPC will provide outreach to child care centers primarily in the Clearwater and Tarpon Springs areas
although no centers will be excluded providing prospective students are able to attend the classes on the
Clearwater Campus.
Child care provider staff who apply must meet certain criteria including:
 Work at least 20 hours per week in a licensed child care center
 Commit to completing all four (4) courses in the Certificate program
 Commit to continue working with young children in licensed early childhood settings in Pinellas County
for a minimum of one year after the Certificate is awarded.
Preference will be given to staff who have a CDA, FCCPC or ECPC. Those staff members, who have already
made a commitment to the early childhood field, will be able to apply for state-mandated articulated credit after
completing the Certificate and moving into the A.S. degree program. This will support the development of a
core leadership infrastructure in many centers and those staff members will act as mentors and role models to
fellow staff.
1. Students will be recruited in two cohort groups of 30 students each (15 in the Preschool Specialization
group and 15 in the Infant/Toddler Specialization group).
2. The first cohort will begin classes in Spring Session, 2015 and complete their Certificate in May, 2016.
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3. The second cohort will begin classes in Fall Session, 2015 and complete their Certificate in December,
2016.
4. Members of the cohort group will be able to access all SPC Student Support Services including tutoring,
mentoring and technology resources
Costs will include tuition, textbooks and materials for use in the center ($50 per student after each course
completed successfully). The estimated annual cost of the program will be $108,000. The FY 14/15 cost reflects
the staggered begin date for the two cohorts.
REALLOCATION REQUEST: To move $54,000 from Program Development to St. Petersburg College
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Finance Committee Meeting
November 6, 2014
Approve Removal of Surplus and Obsolete Property

Recommended Action:

Approve the Removal of Surplus Property from JWB Inventory

Background:
Surplus equipment is evaluated on a semi-annual basis to determine its usefulness to JWB and whether it meets
the current needs. The attached Surplus Property Report lists the unused equipment we are requesting to
remove from the building.
The report includes a description of surplus furniture and equipment to be removed, reason for removal,
designation and date of purchase. Items classified as inefficient are outdated or the items do not match our
current technology needs. Items classified as uneconomical are either too costly to maintain or fix,
compared to the value the item brings.
Pursuant to s. 274.05, F.S., Surplus Property, a governmental unit shall have discretion to classify as surplus
any of its property that is obsolete or the continued use of which is uneconomical or inefficient, or which
serves no useful function. Section 274.06, F.S., Alternative Procedure, specifically provides that “if the
property is without commercial value it may be donated, destroyed, or abandoned.” Useable items will be
donated to local nonprofit agencies as defined in 273.01(3), F.S.
Pending Board approval, JWB will offer items designated as “donate” to the JWB funded agencies on a firstcome first-serve basis. Remaining items will be donated to other 501(c)(3) organizations or disposed of in the
appropriate manner such as recycling or waste disposal.
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Item Description
Apple TV (4)
Backup Tapes

Asset ID
001165-615, 21412143
N/A

Netbook
Value

Reason for
Removal

Designation

-

Inefficient

Donate

$

-

Inefficient

Donate

N/A

$

-

Inefficient

Donate

Serial Number

Purchase Date

Purchase Price

In GP

9/4/2012, 6/20/2013

$99.00 each

$

N/A

Prior to 2008

Unknown

Book Shelf - 2 shelves

N/A

N/A

Acquired with 66th
Street building

Brochure Holder

N/A

N/A

Acquired with 66th
Street building

N/A

$

-

Inefficient

Donate

Cable making kit - Cat5 includes 2
spools of wire

N/A

N/A

Unknown

N/A

$

-

Inefficient

Donate

Dell D610 Laptop (12)

Dell V105 Printer
Desk chair
Desktop HP XW4300
Desktop HP 8000
Desktop HP Compaq 8000
Desktop HP Compaq 8000
Desktop HP DX2200 (2)
File Cabinet (2)

000136-0675,
000137-706, 000140709, 000141-704,
000142-703, 000143710, 000173-708,
000174-0707,
000138-675, 000139674, 000144-676,
000145-673
000789

In GP

1/12/2012

donated from
SPC

$

-

Inefficient

Donate

CN0UK8554873085J0196

9/30/2010

$0.00

$

-

Inefficient

Donate

N/A

N/A

Acquired with 66th
Street building

N/A

$

-

Inefficient

Donate

000912-1947

FR68NBTZJ00D

10/24/2006

$1,089.99

$

-

Inefficient

Donate

001303-359

2UA03404VN

4/7/2011

$629.00

$

-

Inefficient

Donate

001302-0363
000837-0390,
001067-391
002266-0003
001028-557, 002260554

2UA03404VG

4/7/2011

$629.00

$

-

Inefficient

Donate

2UA1140S9T, 2UA1140S9Q

4/8/2011

$618.01

$

-

Inefficient

Donate

MXL6230M2Y

5/4/2006

$929.00 each

$

-

Inefficient

Donate

N/A

1/1/2009

$247.80 each

$

-

Inefficient

Donate

File Cabinet 2 drawer horizontal

N/A

N/A

Acquired with 66th
Street building

N/A

$

-

Inefficient

Donate

File Cabinet 5 drawer vertical

N/A

N/A

Acquired with 66th
Street building

NA

$

-

Inefficient

Donate

58
18

Item Description
Flexible Work Station for Palm
Scanning

Flip Phone-Verizon (11)

Hard Drive Network Attach Storage

HP Docking Station (6)

HP Docking Station
HP Docking Station

Netbook
Value

Asset ID

Serial Number

Purchase Date

Purchase Price

001432

N/A

9/21/2012

$0.00

$

Reason for
Removal

Designation

-

Inefficient

Donate

000098, 000099,
000100, 000125,
000126, 000127,
000128, 000129,
000130, 000926,
000927
001955
000848-0441,
000864-477, 001021445, 001029-443,
001142-446, 0010530457
000878, 000916

In GP

7/27/2012

$0.00

$

-

Inefficient

Donate

D744150

4/16/2007

$1,289.56

$

-

Inefficient

Donate

In GP

8/31/2011

$103.00 each

$

-

Inefficient

Donate

In GP

7/26/2012

$103.00

$

-

Inefficient

Donate

001017-382

CNU1069ZDKG

4/8/2011

$103.00

$

-

Inefficient

Donate

HP Docking Station (2)

001148-355, 000030

In GP

7/17/2012

$103.00 each

$

-

Inefficient

Donate

HP Docking Station (3)

001207-358, 001235370, 00123-0361

In GP

4/7/2011

$103.00 each

$

-

Inefficient

Donate

In GP

5/18/2012

$103.00 each

$

-

Inefficient

Donate

HP Docking Station

001213-694, 001220696
001262

CNU115ZPJS

9/5/2012

$103.00

$

-

Inefficient

Donate

HP Docking Station

001364

CNU109ZFJ8

9/14/2012

$103.00

$

-

Inefficient

Donate

HP Docking Station

001304-380

CNU1069ZJ11

4/8/2011

$103.00

$

-

Inefficient

Donate

HP Docking Station (2)

IPad 1

000004-0330

V5049UHBZ38

12/16/2010

$598.00

$

-

Inefficient

Donate

IPad 1

000008-0335

57DZRK242PZ52DF

2/24/2011

$578.12

$

-

Inefficient

Donate

IPad 1

000017-0329

V5049UDZZ38

12/16/2010

$657.95

$

-

Inefficient

Donate

IPad 1

000847-0327

GB041EBUZ38

10/18/2010

$499.00

$

-

Inefficient

Donate

IPad 1

000919-0331

V5051LJ4Z38

1/7/2011

$563.15

$

-

Inefficient

Donate

IPad 1

001099-328

V50439XVA90

12/9/2010

$728.00

$

-

Inefficient

Donate

IPad 1

001224

V510540VZ38

2/24/2011

$578.12

$

-

Inefficient

Donate

IPad 1

001261-332

V5051J9PZ38

1/7/2011

$563.15

$

-

Inefficient

Donate

IPad 1

001265-0334

V51054D5Z38

2/24/2011

$613.22

$

-

Inefficient

Donate
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Item Description

Asset ID

Serial Number

Purchase Date

Purchase Price

Netbook
Value

Reason for
Removal

Designation

In GP

9/29/2009

$549.99 each

$

-

Inefficient

Donate

Laptop Acer Extensor

000811-277, 000812274, 000813-275,
000814-271, 000815278, 000816-269,
000817-276, 000806270, 000810-272
002214 - 273

LXEBS0Z02891726F2816

8/5/2014

$0.00

$

-

Inefficient

Donate

Laptop Compaq 6535

001066-0072

CNU8348JWQ

9/25/2008

$699.20

$

-

Inefficient

Donate

001972
000175-0702,
000176-0669,
000177-0668,
000178-0670,
000179-0670,
000179-671, 0001800676, 000181-0672,
000182-0677,
000183-0678,
000174-0707
001903

CND7060P6Q

4/3/2007

$1,852.02

$

-

Inefficient

Donate

In GP

6/12/2012

donated from
SPC

$

-

Inefficient

Donate

CNF5351MXS

10/1/2005

$1,397.00

$

-

Inefficient

Donate

Laptop Acer Extensa 4630 (9)

Laptop Compaq NX9420

Laptop Dell D610 (10)

Laptop HP
Laptop HP 6530B

000962-0262

CNU92952ZS

8/24/2009

$699.82

$

-

Inefficient

Donate

Laptop HP Compaq 6535

001134-0081

CNU8343K07

9/25/2008

$699.20

$

-

Inefficient

Donate

Laptop HP Compaq Bus Notebook
(3)

001995, 001428-1990,
000854-2003

In GP

8/22/2007

$1600.11 each

$

-

Inefficient

Donate

Laptop HP Compaq Bus Notebook

002135
001401-0071,
001402-0077,
001403-0075,
001404-0084,
001405-0083,
001406-0082,
001407-0069,
001408-0085,
001410-0074
002124- 1025

CND7341NM9

8/23/2007

$1,455.00

$

-

Inefficient

Donate

In GP

9/25/2008

$699.2 each

$

-

Inefficient

Donate

4CZ1280JK2

8/2/2011

$1,028.20

$

-

Inefficient

Dispose

001058 - 002010

CND7341PP3

8/22/2007

$1,600.11

$

-

Inefficient

Donate

001294 - 0311

2CE02909PC

7/1/2010

$775.90

$

-

Inefficient

Donate

002100

4CZ1222Q1R

7/5/2011

$1,028.00

$

-

Inefficient

Donate

Laptop HP Compaq Notebook 6535b
(9)

Laptop HP Compaq Notebook 6550b
Laptop HP Laptop
Laptop HP ProBook 4520 Laptop
Laptop HP Probook 6550b Laptop
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Reason for
Removal

Designation

-

Inefficient

Donate

$

-

Inefficient

Donate

$202.89 each

$

-

Inefficient

Donate

8/2/2011

$162.00

$

-

Inefficient

Donate

CNK10306NG

2/15/2011

$195.00

$

-

Inefficient

Donate

CNP509Y1NX

6/24/2008

$202.89

$

-

Inefficient

Donate

001417-2084

3CR02702RW

9/3/2010

$1,195.43

$

-

Inefficient

Donate

001293, 001448-285

NACEU86001692U,
NACEU86002106U

10/1/2009

$250.00 each

$

-

Inefficient

Donate

Monitor NEC

000821-0262

37106748GA

10/1/2009

$100.00

$

-

Inefficient

Donate

Monitor NEC

001231-221

37105948GA

5/1/2009

$100.00

$

-

Inefficient

Donate

Item Description

Netbook
Value

Asset ID

Serial Number

Purchase Date

Purchase Price

N/A

N/A

Acquired with 66th
Street building

N/A

$

3CQ8240SXN

7/26/2012

$202.89

In GP

9/25/2008

Monitor HP

000883-112
001030-0087,
001042-103, 001044118, 001052-113,
001078-0139,
001128-129, 0011510600, 001169-135,
001170-0101,
001179-0123,
001201-0092,
001221-106, 001237124, 001238-125,
001263-132, 001418119, 000836-0095,
002224-104, 000888117, 001169-135, 093,
104, 137, 138
001110-434

CNC11602YR

Monitor HP

001256-342

Monitor HP

001063-237

Meeting room Chairs (2)
Monitor HP

Monitor HP (24)

Monitor HP Touchsmart all-in-one
Monitor KDS (2)

Monitor PANASONIC

000825-0049

EB2510076

6/2/2006

$600.00

$

-

Inefficient

Donate

Monitor Viewsonic

000804-0257

QGZ065101017

5/6/2009

$100.00

$

-

Inefficient

Donate

Motorola STX Radio

002016

687TGJ5657

7/16/2006

$1,408.00

$

-

Inefficient

Donate

Motorola XTS1500 Radio

001988

687TG5660

7/16/2006

$1,408.00

$

-

Inefficient

000184-000780

List in GP

10/29/2011

$294.00 each

$

-

Uneconomical

N/A

N/A

Unknown

Unknown

$

-

Inefficient

Donate
Sell at
Market
Value
Donate

Palm Scanner - Fujitsu (600)
Power Strip - rack mountable
Printer EPSON CX7400
Printer HP Office jet 4500
Router Cisco 2960 24PT

002215

K47Y485481

8/23/2013

$0.00

$

-

Inefficient

Donate

000148-628

CN1ASK331F05HR

1/24/2012

$89.95

$

-

Inefficient

Donate

N/A

N/A

2/17/2011

Unknown

$

-

Inefficient

Donate
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Item Description

Netbook
Value

Reason for
Removal

Designation

-

Inefficient

Donate

-

Inefficient

Donate

-

Inefficient

Inefficient

Donate
Sell at
Market
Value
Donate

-

Inefficient

Donate

$

-

Inefficient

Donate

$3,035.00

$

-

Inefficient

Donate

$2,832.54

$

-

Inefficient

Donate

Acquired with Thin
Clients in 2008

N/A

$

-

Inefficient

Donate

AS0319132154

Unknown

Unknown

$

-

Inefficient

Donate

In GP

2012/2013

$0.00

$

-

Inefficient

Donate

N/A

2012

<$30.00 each

$

-

Inefficient

Donate

Asset ID

Serial Number

Purchase Date

Purchase Price

Scanner - Hand scanner Neat Receipt

N/A

574177017191.00

2012

<$50.00

$

Scanner - Hand scanner SVP PS4100

N/A

N/A

2012

<$50.00

$

001487, 001488

21FW309210, 21FW309233

2/27/2013

$489.00 each

$

001339

USE141HL8Y

10/29/2011

$60,000.00

001413 - 2023

2UX81402V0

8/23/2013

$0.00

$

-

002018

USH71900RK

11/1/2007

$3,027.63

$

N/A

2GG10QE3

Unknown

Unknown

Switch HP ProCurve 2848

002042

SG833SK2W0

11/24/2008

Tape Drive Quantum Model L700

002026

CJ7KC25533

6/3/2008

N/A

N/A

N/A
001522, 002178,
002185, 002248,
00947, 000024,
000971, 001535,
002172, 000023,
000984, 000958,
000027, 000982,
002013
N/A

Scanner CANON DR-C130 (2)
Server Biometrics - Hyperappliance
Server HP PROLIANT DL3
Server HP XP8400
Storage - NAS Seagate 12TB Black
Armor

Thin client expansion cases
UPS APC Smart 1500

Verizon Wifi (18)

Webcam - LifeCam HD6000 (10)
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$14,863.39 Uneconomical

Finance Committee Meeting
November 6, 2014
Approve FY 14/15 Florida Blue Health Benefits Plan

Recommended Action:

Approve FY 14/15 Florida Blue Health Benefits Plan

Background:
Benefits Renewal
It is recommended that the Juvenile Welfare Board remain with Florida Blue for the provision of health
insurance and continue to offer the same three plans to employees. JWB would absorb the 4.49% increase in
premiums. The FY 14/15 budget includes an up to 10% increase in insurance costs. JWB will also purchase
dental, life, short-term and long-term disability insurance and Employee Assistance Program services from
Mutual of Omaha. By purchasing these as a package from a single carrier, JWB will see a very slight reduction
from current rates.
There are several factors that make it inadvisable to move to another carrier:






JWB’s small group size and usage history
Lack of availability of comparable plans from other carriers and narrower networks of providers
Inability of any carrier to guarantee future rates
Uncertainty in the industry due to the Affordable Healthcare Act
Hidden administrative costs of changing providers

Additionally, remaining with the same carrier has a positive effect in future underwriting submissions.
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Board of Directors Meeting
November 13, 2014
Approve Proposed JWB Policy Revisions
Item III.C.

Recommended Action:

Approve the attached proposed policy revisions

Strategic Plan
Key Result Area:

Performance Improvement

The annual review of JWB Policies has resulted in proposed revisions that have been reviewed by JWB’s
Executive Management Team and Legal Counsel. Staff recommends Board approval of these policy revisions.
JWB Board Policies
The revisions clarify best practice or statutory requirements and citations. Definitions and terminology
references have been made consistent throughout the document. The Finance Committee received the proposed
revisions as an Information Item at the November 6, 2014 meeting.
JWB Personnel Policies
The revisions clarify Family and Medical Leave Act of 1993 definitions in the areas of leave period, reasons for
leave, and military caregiver. New language has been added regarding signage to inform the public of video
surveillance. Clarifying language has been inserted regarding contagious diseases, and background checks. A
new policy to address staff community volunteer time has been created to include a formal request process,
supervisor approval, and documentation in JWB's payroll system.
JWB Security Policies
The revisions include specified reference to “JWB” replacing the generic term “company”. Inclusion of
language for required encryption of mobile devices (i.e. smart phones and tablets). Clarifying language has been
added in the area of emailing confidential information and outgoing email disclaimer language to notify
recipients of Florida’s Public Records Act. Any procedures have been removed from this document and will
become part of a Procedures Manual.

Staff Resources: Mary Grace Duffy
Brian Jaruszewski
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Juvenile Welfare Board Policies
Revised September 2013 November 2014

Authority References
Juvenile Welfare Board
Juvenile Welfare Board Act of 1945 Ch.
Bylaws
2003-320, Laws of Florida
Florida Statues
Chapter 112 Public Officers and Employees

Chapter 218.415 Financial Matters
Pertaining to Political Subdivisions
Chapter 286 Open Meetings

Section 104.31 Political Activities of Public
Officers
Chapter 119 Public Records

Chapter 274 Tangible Personal Property
Owned by Local Governments
Florida Interlocal Cooperation Act of 1969 s. Chapter 435 Employment Screening
163.01, F.S.
Other Authority References
Florida Commission on Ethics Form 1:
Statement of Financial Interest
Securities and Exchange Commission (SEC)
Rule 15C3-1

Pinellas County Code Ch. 2, art. VI. § 2-236
– 2-241.
Federal Investment Company Act of 1940
and operate in accordance with
17C.F.R.270.2a-7

Internal Revenue Service (IRS) standard
mileage rates
Legal Review Date: August 29, 2013
Review Schedule: Annually

Adopted: February 14, 2008
Effective Date: September 12, 2013

Review Date:
Review Date:
Review Date:
Review Date:
Review Date:
Review Date:
Review Date:
Review Date: September 2013 November
2014

Revision Date: March 2010
Revision Date: October 2010
Revision Date: February 2011
Revision Date: July 2011
Revision Date: September 2011
Revision Date: February 2012
Revision Date: October 2012
Revision Date: September 12, 2013
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Definitions
Action Plan – Identifies specific strategies and actions to resolve serious internal areas of noncompliance or areas that require improvement within an agency. The plan identifies the action to
be taken within a specified timeframe.
Administrative Cost – Expense incurred in controlling and directing an organization, but not
directly identifiable with program services. Salaries of senior executives and costs of general
services (such as accounting) fall under this heading. Administrative costs are related to the
organization as a whole, as opposed to expenses related to individual services.
Administrative Cost Rate – A fixed percent of a program budget determined by an indirect cost
rate calculation. This should not be duplicative of other program items and may not exceed a set
percent of the total program budget, as adopted by the Board.
Administrative Services Organization (ASO) – An ASO is a JWB department that provides low
cost fiscal services for the Neighborhood Family Centers A JWB department that provides fiscal
services and benefit administration for JWB funded agencies to meet their administrative needs.
Annual Budget – An estimate of expenditures for specific purposes during a fiscal year and the
proposed means for financing those activities.
Community Priority Funding – Community Priority Funding is established to address
extraordinary challenges that may negatively impact the community’s ability to receive quality
programming.
Compliance – To meet or conform to the obligations stated within the JWB contract.
Conflict of Interest – Any situation in which an individual or corporation (either private or
governmental) is in a position to exploit a professional or official capacity in some way for their
personal financial benefit.
Contracted Targeted Service Level – A funded agency’s contractual obligationsgoal for services
to be provided in a given budget year.
Direct Service – Services provided directly to a specific participant, collateral contacts on behalf
of a participant, or services negotiated from other sources for a specific participant.
Disaster Recovery Leadership Network – A group of representatives from Pinellas County
funding agencies, government bodies, the school board, and health and human services agencies
that play or could play a role in disaster recovery.
Electronic Funds Transfer (ETFEFT) – A computer-based systems used to perform financial
transactions electronically. The electronic exchange or transfer of money from one account to
another, either within a single financial institution or across multiple institutions, through
computer-based systems.
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Fiscal Year –The 12-month financial period that begins October 1 and ends September 30 of the
following calendar year.
Fixed Rate Payments – Payments that will remain constant over the term of a contract.
Florida Statutes (F.S.)) – A permanent collection of state laws organized by subject area into a
code made up of titles, chapters, parts, and sections. The Florida Statutes are updated annually by
laws that create, amend, transfer, or repeal statutory material.
Fund – An unallocated sum of money available for specified purposes.
Institutional Review Board – A committee formally designated by an organization to review
research involving human participants and clinical investigations. The IRB is responsible for
approving the research before it is initiated and conducting periodic reviews of continuing
research. It may require modifications to the research methods before approving the research.
Lapse Funds – Funds remaining from the unused budgeted amount.
Measurable Outcome – Program outcomes that can be observed and measured.
Out-of-Cycle Funding – Requests which are in keeping with the JWB Strategic Plan and for
which there is no JWB funding cycle available.
Out-of-School Time (OST)–Before and after school programming, two to three hours per day,
four to five days per week, designed to provide youth ages 9 to 14 with a range of supervised
activities to encourage academic learning and social/emotional development.
Per Diem – A daily allowance for expenses.
Policy – A definite course of action adopted by the Board after a review of information and
directed at the realization of goals.
Purchasing Card - A form of company charge card that allows goods and services to be procured.
Qualified Audit – An “qualified” opinion by an independent auditor which takes exception to
some specific aspect of the financial statements as presented, or is unable to form an unqualified
opinion because of an inability to obtain audit evidence about a matter that might affect the
financial statements.
Reimbursement – Paying back money spent for an official or approved reason.
Reserve Fund – An account used to indicate that a portion of fund equity which is, by board
policy, restricted for a specific purpose or not available for appropriation and subsequent spending.
Special Conditions – Specific requirements in a contract which dictate additional performance by
a program other than those generally required in all contracts.
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Spending Plan – A schedule that adjusts expenses during a certain period to the estimated or fixed
income for that period.
State Board of Administration – A constitutional entity of Florida State Government that
provides investment management and trust services.
Strategic Direction – The main emphasis and drive of the strategic plan, expressed by the
community through the Board.
Strategic Plan – A document used by an organization to outline organizational priorities, mission
and objectives.
Truth in Millage (TRIM) – establishes the statutory requirements that all taxing authorities
levying a millage must follow, including notices and budget hearing requirements.
Unqualified Audit Report – An opinion by an independent auditor who has performed a financial
evaluation in accordance with generally accepted accounting principles and which assures that
services are in order.
Vendor – Any person or company that sells goods or services to another person or company.

Section I: Policies Pertaining to the General Administrative Matters
I-1.
Applicable Laws, Regulations, and Policies
The Board will conduct its affairs in keeping with the Juvenile Welfare BoardJWB Special Act,
the Bylaws of the Juvenile Welfare Board, the Board’s Strategic Plan, and these Board Policies.
Board members are governed by Florida Statutes, including but not limited to: Chapter 112 Public
Officers and Employees, Chapter 119 Public Records, Chapter 286 Open Meetings, section 104.31
Political Activities of Public Officers, and all other laws applicable to the Board as directed by
these policies. Additionally, Board members must individually satisfy the annual obligation to file
the Florida Commission on Ethics Form 1, the Statement of Financial Interest, with the Pinellas
County Supervisor of Elections.
I-2. Line of Authority
There will be complete separation between the policy-making activities of the Board and the
administration of the agency. The Board will adopt policies that govern the agency and hold the
Executive Director responsible for all aspects of JWB operations. This authority includes the
execution of contracts, agreements, and budgeted allocations for services approved through
specific Board action. The Executive Director is responsible to provide the Board with adequate
and timely background and supporting information regarding agenda items, the operation of the
agency, and new matters that may affect the operation of the agency.
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The Board will make all requests for services from staff through the Executive Director. Individual
Board members should not give directions to the staff or Executive Director. Individual Board
members who need additional information from the staff will make such requests through the
Executive Director.
I-3. Attendance
Any Board member who knows in advance that they will not be able to attend a scheduled Board
meeting shall contact the Executive Director prior to the meeting.
Board members who are unable to attend a scheduled meeting, but wish to make their positions
known on a specific agenda item, or have a question regarding an item, should contact the
Executive Director regarding the matter and submit in advance of the meeting written statements
addressing their positions on a specific agenda items.
I-4. Conflict of Interest and Abstentions
In accordance with s.112.143, F.S. Board members and members of any advisory body to the
Board must abstain from voting on a matter in which they have he or she has a conflict of interest,
and they he or she must disclose the nature of their interestthe conflict. Furthermore, they he or
she may not attempt to influence a decision of a matter in which they have a conflict of interest
prior to disclosing the nature of their interestthe conflict. In either case, they he or she must
delineate such interest conflict on the Florida Commission on Ethics Form 8B, Memorandum of
Voting Conflict for County, Municipal, and other Local Public Officers, which is filed with the
Board Secretary and shall be incorporated in the minutes of the appropriate Board or advisory
body meeting. However, providing provided it does not violate conflict of interest laws, a member
may vote on such a funding issue if it is a part of a general appropriation addressing multiple
programs. In such cases the member will note announce his or her affiliation with the entity
affected.
During Orientation, Board members are informed that JWB’s legal counsel is available to advise
members on conflict of interest protocol and requirements.
I-5. Financial Disclosure
In accordance with state law, all Board members, the Executive Director, and the Finance Director
must file Form 1, the Statement of Financial Interest, from the Florida Commission on Ethics in
compliance with Chapter 112, Florida Statutes Disclosure of Financial Interests.
I-6. Political Activity
Board members are governed by s. 112.333 and s.104.31, F.S., as amended with regard to political
activity. If an appointed member chooses to be a candidate for elective office, the member will
first request and secure an interpretation by the Florida Ethics Commission regarding eligibility to
run or serve while concurrently serving on the Board.
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Section II: Policies Pertaining to General Operations
II-1. Staff Affiliation with Other Agencies
No member of the JWB staff will serve as a Board member of any agency funded by JWB. Staff
may serve as non-voting consultants to such agencies with the approval of the JWB Executive
Director for the purpose of providing technical assistance. Staff serving on governing bodies of
agencies which make application for JWB funding will take a leave of absence from the governing
body of the agency until a decision is made regarding the application. If funding is approved, the
staff member concerned must resign membership of the governing authority. No staff member will
accept any compensation from an agency funded by JWB.
II-2. Institutional Review Board
JWB shall establish and maintain an Institutional Review Board (IRB) to provide oversight and
protection for human subjects involved in internal and external JWB research activities. The JWB
Research and Analytics Department is responsible for administration of the IRB.
II-3. Endorsements
Requests for endorsements that require a commitment of JWB resources will be submitted to the
Board for consideration. However, endorsements which do not require JWB resources may be
given at the discretion of the Executive Director to agencies or individuals which support the
focus and priorities of the Board.

Section III: Policies Pertaining to Funding
III-1. Controlling Act
Funds shall be allocated in accordance with the intent of the Juvenile Welfare Board Act, Chapter
23, 483, Special Act of 1945, as amended and codified as Ch. 2003-320, Laws of Florida,. and
under the Pinellas County Code Ch. 2, art. VI. § 2-236 – 2-241.
The Board, thereby created, has the powers and duties to provide, maintain, manage, and allocate
funds to nonprofit or governmental agencies providing services that are operated for the benefit of
Pinellas County children and families as determined or directed by the Board in accordance with
the Strategic Plan and annual Spending Plan.
III-2. Funding Categories
Continuation Funding: The Board funds programs through its annual budget, subject to the TRIM
process and adherence to JWB’s funding policies. JWB primarily awards new funding through a
competitive solicitation or New Programs/Service Expansion Requests process. In addition, JWB
may consider out of cycle funding based on Emergency/Time Sensitive Requests.
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New Programming/Service Expansion Requests: Funding may be awarded through the annual
funding cycle to 501(c) (3) organizations or governmental entities to address emerging
community needs that are aligned with one or more JWB strategic focus areas or to enhance
and/or expand programs currently funded by JWB.
Emergency/Time Sensitive Requests: Funding may be awarded outside JWB’s annual funding
cycle to respond to time-sensitive requests for emergencies, acute one-time-only unmet needs,
community change initiatives, or match support.

Pilot Projects: The Board funds new programs that model promising practices and demonstrate
the potential to deliver emerging or promising practice outcomes. All new programs are classified
as pilot programs for three years. Within the pilot period, service levels and outcomes may be
adjusted with Board approval.
Expansion Funding: Additional funding may be awarded to expand existing programs to support
JWB’s Strategic Plan.
Research and Evaluation: Funding may be provided for research-based evaluation of existing
projects or new program models, generally using fund balance dollars.
Community Priorities Fund: Funding is available on an annual basis for on-going or one-timeonly critical needs necessary to assure the continued operation of quality programming.
III-3. Funding Criteria
In order to qualify as a continuing recipient of JWB funds an agency must annually:
a) demonstrate organizational capacity and prior outcome attainment through evidencebased programs, to include emerging or promising practices
b) demonstrate fiscal operational cost effectiveness stability
c) provide services that align with JWB’s Strategic Plan and direction
d) have a total annual agency operating budget over $500,000 documented for three
consecutive years or operate under an Administrative Services Organization (ASO) or
collaborative
e) be in compliance with all applicable federal, state, and local laws
be in compliance with all JWB contract requirements
JWB primarily awards new funding through the competitive process. In addition, JWB
may consider out of cycle funding requests based on urgent need, sudden losses in
revenue, or other exigent circumstances.
Funding requests over $50,000 may only be approved through the Board’s formal agenda.
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The funded agency is encouraged to provide certification of current accreditation by a recognized
national accrediting body appropriate to the programming funded by JWB. Examples of
recognized accrediting bodies include COA-Council on Accreditation, CARF-Commission on
Accreditation of Rehabilitation Facilities, JCAHO-Joint Commission on Accreditation of
Healthcare Organizations, NAEYC-National Association of Young Children, CQL-Council on
Quality & Leadership, or FCADV-Florida Coalition Against Domestic Violence.
Regardless of accreditation, the funded agency must meet the highest professional standards
established through its specific field.
If an agency is the sole provider addressing a demonstrated critical community need, exceptions
to the funding criteria will be considered.
A program must meet one or more of the following conditions to be defined a critical community
need:
a) operate in a small or underserved area of the county
b) demonstrate a unique capability to serve populations that other agencies find difficult to
reach
c) be part of a collaborative service strategy and receive funding through a JWB approved
subcontracting arrangement
d) address emerging issues not addressed by other providers
Pursuant to JWB’s Special Act, Ch. 2003-320, Laws of Florida, JWB cannot allocate or fund an
agency under the exclusive jurisdiction of the public school system.
JWB’s funds must benefit a public purpose. Ttherefore JWB will not consider funding for the
following:
a) recreation programs that do not have a clear youth development component
b) direct medical services, unless as a catalyst for matching funds as a demonstrated project,
or as an integrated element of a program that encourages positive development of children,
youth and families
c) services or programs requiring worship or religious instructional activities as a condition
of participation
d) retirement of debt
e) personal expenses of Board members, staff, or volunteers unless directly related to
legitimate business purposes
f) expenses incurred in a closed JWB fiscal year
g) contributions to or on behalf of any political party or candidate
h) charitable contributions
i) costs associated with a funded agency’s legal settlement
j) administrative costs in excess of the Board adopted percentage of the JWB program
allocation as referenced in the JWB Fiscal Guidelines for Funded Programs
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k)
l)
m)
n)

expenses associated with fundraising activities
costs not actually incurred or are insufficiently documented
acquisition of real property
expenses not approved through the budget or budget process

The Board, at its discretion, may choose to withhold funding based on the best interest of Pinellas
County children and families.
Funding may be reduced or terminated based on changes in JWB priorities, a reduction in
revenues, or when Program program Monitoring monitoring reveals a significant
compliance infraction or poor performance.

III-4. Funded Program Requirements
All program and agency staff, volunteers, and individuals who may have access to youth
participants supported through JWB funding must undergo and pass a national Level 2 background
screening that complies with Level 2 standards set forth in Chapter 435.04, F.S.

Funded agencies must:
a) provide for adequate protection of youth and must comply with all applicable laws and
implementing regulations, including, but not limited to Chapter 435, F.S.
b) serve children and youth below the age of 18, or beyond as indicated in state and federal
law, and their families residing in Pinellas County
c) target programs to at-risk youth and families or to strengthen neighborhoods and
communities
d) dedicate fees or other revenues earned through the operation of a funded program
exclusively to that program
e) engage an audit firm which follows Government Audit Standards when conducting the
financial audit and shows evidence of a peer review report completed every three years
f) maintain client records and have them available for audit inspection for five years
g) show efforts to diversify financial support
Funded agencies must not:
a) give preference to participants who are easier to serve or less costly to serve; this includes
recruitment and outreach
b) unfairly steer or direct internal or external referrals
c) make or accept payment or other non-monetary consideration in exchange for referrals
d) use JWB funds to preferentially treat community partners, advisory group members,
volunteers, personnel, or consultants
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Prior to budget submission or subsequent amendment, agencies must provide a written explanation
of their board’s approved merit compensation plan if JWB funds are to be utilized and if annualized
salary or benefit changes may impact future budgets.
Prior to issuance of a funding contract, evidence of funded agency board training is required.
Training will consist of topics such as non-profit governance, fiduciary risks, and liabilities.
Programs administered by governmental entities, higher education institutions, and hospitals may
be exempt from the required agency board training policy.
III-5. Program Operation
It is not the primary function of JWB to provide direct services to children and families, therefore
program administration or operational efforts will be limited to the following circumstances:
a) temporary operation in order to maintain continuity of services when an agency is no longer
able to do so
b) short term demonstration projects or research efforts
c) advocacy activities that promote efficiencies, accountability, and improvements to systems
of service
Transfer of program operations to an appropriate service provider will occur as soon as practical.

Section IV: Policies Pertaining to Monitoring JWB Funded Programs
JWB conducts program monitoring activities to review funded programs. funded programs will be
using a Quality and Compliance Review process.
IV-I. Quality and Compliance ReviewProgram Monitoring Activities
The Quality and Compliance Review Program monitoring activities strivess for excellence through
by monitoring the delivery of program and fiscal capabilities to achieve quality of services to
children and families. contract compliance and a review of agencies fiscal capabilities. It is
designed to strengthen administrative and service delivery capabilities. JWB employs the
following process to assess organizational and contract compliance program effectiveness:
a) conduct an agency site visit at least annually ongoing program monitoring activities that
are progressive, uniquely tailored to the program’s services and responsive to concerns or
current service delivery challenges
b) review documentation of general and special contract conditions
c) review program operations for adherence to an approved program methodology
d) review fiscal and personnel documents (with the exception of programs administered by
governmental entities, higher education institutions, and hospitals)
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e) report on contracted performance measures
f) submit a report with recommended and required actionoutlining activities and progress to
the Board
f)

The JWB Executive Director may exempt in writing any agency or program from this
process.
If warranted based on the findings of the Quality and Compliance Review program monitoring
activities, staff will:
a) staff will develop a written plan of action in consultation with the agency. This plan may
be corrective action, technical assistance, program development and / or any other written
plan of action.
b) submit the plan of action to the Board
c) report on the outcomes of the plan of action to the Board

Section V: Policies Related to Fiscal Matters
V-1. Fund Disbursement
JWB funding is provided on a reimbursement basis or a unit cost basis. Payment is made by
Check, Electronic Fund Transfer (EFT) or purchase card.
JWB will contract through a per diem, unit cost basis or line item reimbursement. The specific
terms of these contracts will be established by JWB at the onset of each fiscal year.
JWB may issue memorandums of agreement or understanding in regard to new initiatives.
This process authorizes access to JWB funding where payment can be directed to the provider or
to a vendor.

V-2. Review of Standard Contract
JWB staff will annually review the standard contract template including general conditions and as
appropriate, make changes there to.
V-3. Advances
Request for advance funds can be one-tenth of the agency’s JWB program allocation with a
maximum of $100,000 total per agency and must be approved by the Board. The Executive
Director may approve amounts less than $50,000. An agency must reconcile all advances at the
end of the fiscal year in which they were provided in order to qualify for contract renewal.

76

12

V-4. Budget Roles of the Board and Executive DirectorApproval Authority
Funding requests over $50,000 may only be approved through the Board’s formal agenda. The
Board shall approve all lease agreements pertaining to JWB occupied or owned real estate.
The JWB Executive Director or his/her designee shall have the authority to do the
following the approval towithin the annual budget approved by the Board:
a)
Approve and execute any and all contracts, including, but not limited to, grants,
interlocal agreements, intergovernmental contracts, joint and cooperative purchasing contracts
with other governmental agencies, and any amendments, extensions, renewals, or assignments
thereof, including changes in price, terms and conditions, that involve the receipt or payment by
JWB of an amount not to exceed $50,000 in a fiscal year.
b)

Execute all agreements approved by the Board.

a) adjust agency allocations between programs prior to issuance of a funding contract – is this
needed?
b) adjust measurable outcomes and contracted services levels may only be adjusted at the
beginning of each contract cycle, except for pilot programs
c) report to the Board the possible reallocation of funds of any unexecuted contract
allocations- this needs to be reworded; does the E.D. or the Board have the approval to
reallocate lapse funds?
d) allow a contracted agency to sub-contract with another provider
e) execute annual contracts up to $50,000 and report all expenditures to the Board each

month.
All contracts approved and/or executed under this section shall be listed on the Monthly Board
Financial and Investment Report and on the agenda of the JWB bBoard meetings.
The Board shall approve all funded agency lease agreements pertaining to JWB occupancy and
real estate.
V-5. Delegation of Limited Budget Authority
JWB funded agencies may request adjustments to JWB approved line items, in accordance with
these Board policies.
V-6. Fund Lapse
Following the completion of JWB’s annual audit, staff will monitor lapsed program fund
allocations and address subsequent funding level recommendations during the next budget
preparation process.
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V-7. Emergency Response
JWB staff who are displaced by a disaster and are unable to perform routine or special duties
during a period of disaster and disaster recovery will continue to receive their normal
compensation for 60 days, provided the Executive Director concurs with the circumstances
contributing to the employee’s inability to work. This compensation period may be extended at
the discretion of the Board, upon recommendation of the Executive Director.
JWB participation in the Disaster Recovery Network may include support for agencies and
programs not currently funded within the Board mandate. The JWB Executive Director is
delegated the authority to approve contracts for emergency funding from the Board’s designated
Emergency Reserve to meet urgent needs. The Executive Director will report use of the Emergency
Reserve to the Board and seek the Board’s approval as necessary during an emergency.
JWB will continue to fund previously approved programs for a period of at least 60 days after a
Pinellas County Emergency Management has declared a disaster, provided the program agrees to
comply with requests from JWB or the Disaster Recovery Leadership Network. This period may
be extended or shortened at the discretion of the Board upon recommendation of the Executive
Director.
Following the declaration of a disaster for a 60-day period, the Executive Director is delegated the
authority to allocate funding to funded programs on a fixed rate basis up to one-twelfth of the
program’s approved annual JWB allocation, adjusted for any normal operational costs that will
not be incurred during the disaster recovery period.
V-8. Investments
Policy
The policy of the Juvenile Welfare Board is to invest funds in options which will provide the
highest investment return with the maximum security while meeting the daily cash flow demands
of the JWB and which conform to s. 218.415 F.S. all state statutes governing the investment of
public funds.
Scope
This investment policy applies to all surplus funds of JWB. These funds are accounted for in the
JWB Annual Financial Report.
Prudence
The standard of prudence to be applied by the Investment Officer shall be the "prudent investor
rule”, in accordance with the Government Finance Officers Association, which states,
"Investments shall be made with judgment and care, under circumstances then prevailing, which
persons of prudence, discretion and intelligence exercise in the management of their own affairs,
not for speculation, but for investment, considering the probable safety of their capital as well as
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the probable income to be derived." The “prudent investor rule” shall be applied in the context of
managing all funds.
The Investment Officer, acting in accordance with written procedures and exercising due
diligence, shall not be held personally responsible for a specific security's credit risk or market
price changes, provided that these deviations are reported immediately, and that appropriate action
is taken to control adverse developments.
Objectives
The primary objectives, in priority order, of the Investment Policy are:
Safety: Safety of principal is the foremost objective of the investment program. Investments of the
JWB shall be undertaken in a manner that seeks to ensure the preservation of capital in the overall
portfolio. JWB will diversify its investments by investing funds among a variety of securities
offering independent returns and financial institutions.
Liquidity: The JWB’s investment portfolio will remain sufficiently liquid to enable the JWB to
meet all operating requirements which might be reasonably anticipated.
Yield: JWB’s investment portfolio shall be designed with the objective of attaining a benchmark
rate of return throughout budgetary and economic cycles, commensurate with the JWB safety and
liquidity objectives.
Investment Authority
The Finance Director or designee is authorized as the Investment Officer of JWB and is responsible
for investment of surplus funds in accordance with s. 218.415, F.S. The JWB Board of Directors
is responsible for adopting and amending the investment plan embodied in this policy. The Finance
Director shall develop and maintain written administrative procedures consistent with these
policies for the investment program. The investment commitment shall depend on financial and
staffing considerations given the amount of revenues available. The Finance Director must comply
with Ch. 112 Disclosure of Financial Interests.
Ethics and Conflicts of Interest
The Finance Director or designee and other authorized personnel shall refrain from personal
business activity that could conflict with proper execution of the investment program, or which
could impair their ability to make impartial investment decisions. These investment officials shall
disclose annually, in a written statement to the Executive Director, any material interests in
financial institutions with which they conduct business, and they shall further disclose any large
personal financial/investment positions that could be related to the performance of the Board’s
investment portfolio. The Finance Director must comply with Ch. 112, F.S., Disclosure of
Financial Interests by filing Florida Commission on Ethics Form 1, the Statement of Financial
Interest.
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Authorized Investment Institutions & Dealers
Contracts shall be obtained only with credit worthy institutions. Public deposits shall only be made
in a qualified public depository as established by the Chief Financial Officer of the State of Florida.
Approved security broker/dealers consisting of “primary” dealers or regional dealers are those that
qualify under Securities and Exchange Commission (SEC) Rule 15C3-1 (uniform net capital rule).
A review of the financial conditions and registration of qualified financial institutions and
broker/dealers will be conducted by the Finance Director or designee before a contract is created.
Authorized and Suitable Investments
This investment policy is authorized by the JWB Board of Directors. Consistent with s. 218.415
F.S., as amended, the following investments will be permitted by this policy:
a) The Florida Local Government Surplus Funds Trust Fund (SBA) or any intergovernmental
investment pool authorized pursuant to the Florida Interlocal Cooperation Act of 1969, as provided
in s. 163.01, F.S., as amended
b) U.S. Treasury Obligations. Negotiable direct obligations or obligations the principal and
interest of which are unconditionally guaranteed by the U.S. Government. Such securities include,
but are not limited to: Treasury bills, notes or bonds, and Treasury strips.
c) U.S. Federal Agency Obligations. Bonds, debentures, notes or other evidence of indebtedness
issued or guaranteed by U.S. agencies, provided the full faith and credit of the U.S. Government
back such obligations. Such securities include, but are not limited to, the Farmers Home
Administration (FmHA) certificates of beneficial ownership, the Federal Financing Bank (FFB)
discount notes, notes and bonds, Federal Housing Administration (FHA) Debentures and
Government National Mortgage Association (GNMA) mortgage-backed securities.
d) U.S. Government-sponsored enterprises (GSE’s). Bonds, debentures, notes or other evidence
of indebtedness issued or guaranteed by U.S. Government agencies (Federal Instrumentality),
which are non-full faith and credit agencies. Although these securities are not guaranteed by the
full faith and credit of the U. S. Government there is an implicit guarantee. Such securities include,
but are not limited to, Federal Farm Credit Bank (FFCB), Federal Home Loan Bank (FHLB),
Federal National Mortgage Association (Fannie Mae), Federal Home Loan Mortgage Corporation
(Freddie Mac), and Student Loan Marketing Association (Sallie Mae).
e) Non-Negotiable Interest Bearing Savings Accounts, Demand Deposit Accounts or Time
Certificates of Deposit. Authorized securities must be in banks or savings associations organized
under the laws of the United States and are secured by the Florida Security of Public Deposits Act,
Chapter 280 F.S. and not listed with any recognized credit watch information service.
f) Repurchase Agreements. Those investments whose underlying purchased securities consist of
United States Treasury, United States Federal Agency and/or United States Government
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Sponsored Enterprise securities, and based on the requirements set forth by the Master Repurchase
Agreement. All firms with whom the JWB enters into repurchase agreements will have in place
an executed Master Repurchase Agreement with JWB. A third party custodian shall hold collateral
for all repurchase agreements. Securities authorized for collateral shall have a mark to market value
of 102 percent during the term of the repurchase agreement.
g) Commercial Paper. An unsecured obligation issued by a corporation or bank to finance its
short-term credit needs, such as accounts receivable and inventory. Commercial paper is usually
issued by companies with high credit ratings which have relatively low risk. The ratings shall be
“Prime-1” by Moody’s or “A-1” by Standard & Poor’s, (prime commercial paper) or better at the
time of purchase.
h) Money Market Funds. Securities and Exchange Commission registered money market funds
with the highest credit quality rating from a nationally recognized rating agency. The ratings shall
be “AAAm” or “AAAg” by Standard & Poor’s. They shall be registered under the Federal
Investment Company Act of 1940 and operate in accordance with 17C.F.R.270.2a-7. The share
value must equal $1.00. Underlying securities are obligations of the U.S. Treasury, U. S. Federal
Agencies, GSE’s or repurchase agreements with these underlying securities. Investments in
Collateralized Mortgage Obligation (CMO’s), Real Estate Mortgage Investment Conduit
(REMICs) or other derivative securities are prohibited.
Maturity & Liquidity Requirements
Investments of the JWB will allow for the day-to-day liquidity needs. Therefore, investments will
be made in accordance with anticipated cash need and cash flow requirements. JWB shall limit its
maximum maturity to three years unless specific authority is given to exceed that limitation.
Portfolio Composition
The investment portfolio of the JWB shall be designed to attain a market-average rate of return
throughout budgetary and economic cycles, taking into account the risk constraints and cash flow
characteristics of the JWB. Guidelines for the maximum limit for diversification are as follows:
The local government surplus funds Trust Fund or any intergovernmental investment pool as
described in Section 8.a. 75%; U.S. Treasury Obligations 75%; U.S. Federal Agency Obligations
75%; U.S. Government-sponsored enterprises (GSEs) 75%; Non-Negotiable Interest Bearing
Savings Accounts, Demand Deposit Accounts or Time Certificates of Deposit 100%; Repurchase
Agreements 50%; Commercial Paper 50%; and Money Market Funds 75%;
Risk & Diversification
The JWB recognizes that investment risks can result from issuer defaults, market price changes or
various technical complications leading to temporary illiquidity. Diversification is a way to control
risk. The investment management is expected to be prudent and act in a way to minimize default
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risk. No single investment transaction shall be undertaken that jeopardizes the total capital position
of the JWB.
The Finance Committee will periodically, annually at a minimum, evaluate and modify the
diversification strategy of the JWB investment portfolio. The total investment portfolio will be
invested with a minimum of three financial institutions for diversification purposes.
Safekeeping and Custody
If arrangements are made for the holding of security assets by a third party, the assets and/or
collateral shall be designated as JWB funds. Securities will be held by a third party custodian
designated by the JWB and evidenced by safekeeping receipts. Such assets shall not be withdrawn
by anyone except an authorized JWB staff member. Such transactions between a custodian and an
institution involving the sale or purchase of assets by transfer of money shall be made on a
"delivery vs. payment" basis.
Master Repurchase Agreement
All authorized institutions involved in direct repurchase agreement transactions on behalf of the
JWB shall execute and perform these transactions according to a Master Repurchase Agreement.
Bid Requirement
When purchasing or selling securities, the Director of Finance shall select the security which meets
the parameters of this policy, using a competitive bid process when deemed feasible and
appropriate. Comparison to current market prices, as indicated by one of the market pricing
resources, may also be utilized.
Internal Controls
The Director of Finance shall establish and document a system of internal controls and operational
procedures designed to prevent the loss of funds by fraud, employee errors, imprudent actions, and
misrepresentations by third parties. A review of such internal controls by independent auditors
shall be a part of any financial audit of the JWB.
Bank Trust receipts or safekeeping confirmations will be accepted in return for investment of
temporarily idle (surplus) funds, as evidence of actual delivery of the obligations or securities. The
actual obligations or securities can be held by a third-party custodial bank. The receipt should fully
describe the obligations or securities held, together with a specific identification number.
Along with adequate separation of duties among Fiscal Management staff, written documentation
of telephone or electronic transactions will be maintained.
Performance Measurement
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The Investment Officer will routinely monitor the investments. The benchmark measurement for
performance of investments will be the U.S. Treasury index comparable in maturity to the average
life of the portfolio.
Reporting
The Director of Finance shall report banking and investment results to the Board on a monthly
basis. The monthly investment reports submitted to the Board shall contain sufficient information
to evaluate the monthly performance of the investment program. The Annual Financial Report
shall reflect the status of JWB's monetary assets, as required by the Governmental Accounting
Standards Board and the State of Florida.
Continuing Education
The Director of Finance and appropriate staff shall annually complete eight (8) hours of continuing
education in subjects or courses of study related to investment practices and products.
V-9. Purchasing
The JWB shall adhere to prudent financial management practices and applicable governmental
standards for purchasing.
a. Items with a total cost of less than $5,000 (per fiscal year) may be purchased by phone or
other contact between the Purchasing Unit and Supplier, using buyer experience and
knowledge. (Competitiveness is stressed for orders under $5,000.)
b. Items with a cost of between $5,001 and $10,000 (per fiscal year) will be purchased on the
basis of a minimum of three oral bids which shall be documented or three written
quotations.
c. Items with a cost of between $10,001 and $50,000 (aggregate contract value) will be
purchased on the basis of a minimum of three written quotations or an RFP.
d. Items with a cost in excess of $50,000 (aggregate contract value)require an RFP, Invitation
to Bid or Invitation to Negotiate to be issued, and are awarded through Board approval.
e. All contracts in excess of $50,000 will be thoroughly reviewed at least every 5 years.
Recommendations for continuation funding, program restructuring, and re-bidding or
contract termination will be brought before the Board for approval. In the intervening years,
contracts warrant formal staff review for continued funding.
f. This policy supersedes any prior conflicting policy.

V-10. Record and Inventory of JWB Property
The Finance Director will establish by rule, in accordance with Chapter 274, F.S., the requirements
for the recording of property to include equipment, fixtures, and other tangible personal property
of no consumable and nonexpendable nature. This will include the annual review of property for
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inventory purposes and specific guidelines for the acquisition, supervision, control and disposition
of surplus or obsolete property and documentation of lost or stolen property.
V-11. Authorized Expenditures
Board members receive no salary or other compensation for service, however members may
receive reimbursement for travel and related expenses when the travel is in the interest of JWB,
including conferences related to the goals and purpose of JWB. Reimbursement for Board
approved travel for Board members is at the same basis as staff is reimbursed, as outlined by the
JWB Personnel Policies and JWB Travel Regulations.
When JWB staff arestaff is authorized by their respective supervisor to use their privately owned
vehicles for travel on official JWB business, they shall be reimbursed at the Internal Revenue
Service (IRS) standard mileage rates for computing the deductible costs of operating an automobile
for business purposes. This rate shall be benchmarked to the IRS rate and change accordingly.
Upon a determination by the Executive Director that an expenditure recognizes and signifies
special contributions of employees, potential employees, community service groups, community
professionals, volunteers, unpaid boards, councils, committees, and corporate sponsors of JWB
programs or programs of service to the community. The expenditure of funds is authorized as
follows, provided a public purpose is served by the expenditure.

a) non-alcoholic refreshments at JWB sponsored community functions
b) all or a portion of the cost of meals or miscellaneous expenses in connection with JWB
sponsored special meetings, strategic planning meetings, educational or training
programs, recognitions or award ceremonies, and other similar special events, (not
including boards that receive compensation, employee staff meetings , employee
training meetings, or other meetings of a similar type)
c) reimbursement of travel, moving, and related expenses in connection with recruitment
of employees at the director level or higher, or for professional or technical positions,
approved by job classification in advance
d) frames, plaques, certificates, trophies, pins, paperweights and other suitable tokens of
recognition to acknowledge significant contributions by employees, volunteers, other
individuals, advisory board members, or other groups or organizations, provided the
cost is below $50.
e) token prizes including savings bonds, gift certificates, or personal property in
connection with JWB sponsored contests and competitions among non-employees
f) souvenirs and other tokens commemorating and or promoting programs, events and
undertakings of the JWB
g) other unspecified expenditures approved in advance by the JWB Board of Directors
similar in nature to the expenditures authorized herein above
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V-12. Fund Balance
JWB shall maintain a prudent reserve fund to assure that it has adequate capability to respond to
changing or emerging community needs, unanticipated funding opportunities, the need to stabilize
the budget, natural disasters or emergency situations that threaten to disrupt the orderly delivery
of services to Pinellas County children and families. This policy ensures that JWB maintains an
adequate fund balance, net assets and reserves in the operating fund to assure the effective
management of cash flow for daily financial needs and provide for unforeseen economic
downtowns, revenue short falls, and emergencies.
The Board will adopt and periodically review targets for its designation of fund balance that reflect:
a) The statutory, Ch. 2003-320, Part II (a) 5, prohibition against incurring debt for capital
expenses
b) JWB’s unique role as a funder of ongoing services to children and families
Designation of general fund balances represents tentative plans for future use of financial
resources. In the fund financial statements, fund balance for governmental funds is reported in
classifications that comprise the limitations on the funds. The fund balance is reported in five (5)
components: non-spendable, restricted, committed, assigned and unassigned.
a) Non-spendable includes amounts that cannot be spent because they are either not in
spendable form or are legally or contractually bound.
b) Restricted consists of amounts that have constraints placed on them either externally by
third parties (creditors, grantors, contributors, or laws or regulations of other
governments) or by law.
c) Committed consists of amounts that can only be used for specific purposes pursuant to
constraints imposed by formal action.
d) Assigned consists of amounts that are constrained by JWB’s intent to use the funds for
specific purposes, but are neither restricted nor committed. The authority for assigning
fund balance is expressed determined by the JWB Board or the Executive Director as
established in the Board’s Policy.
e) Unassigned represents amounts that have not been restricted, committed, or assigned to
specific purposes within the general fund.
The Board shall identify both its unassigned and committed/assigned cash reserves.
The committed and or assigned fund balance includes:
a) Those sums from the prior year(s) that are budgeted for expenditures in the immediate
succeeding fiscal year (cash forward).
b) Those sums necessary to sustain mandated reserve levels.
c) Those sums which, by formal action, the Board has committed to expend in succeeding
fiscal years.
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The JWB total fund balance, less third-party non-spendable, JWB restricted funds and
committed/assigned, shall be targeted at a minimum of two (2) months of operating expenses. This
will be JWB’s unassigned fund balance which will be maintained for emergency response.
V-13. Adjusted Administrative Cost Rate
JWB shall maintain an administrative cost rate as established by the Board as part of the annual
budget process.

Section VI: Policies Pertaining to the Appeal Process
JWB funded agencies may appeal any decision that impacts their funding status.
The JWB Executive Director must receive the written letter of appeal within five (5) working days
following receipt of written notification of the decision in question. The appeal must include
relevant documentation and evidence that supports the appeal, and must be based upon the funded
agency’s belief that JWB staff did not appropriately adhere to or apply the Board Funding Policies
and Procedures.. The funded agency’s written appeal will be considered in the analysis of the
grievance and every attempt will be made to resolve the concern within 30 days.
The funding decision will be explained by staff, and any questions will be answered. If necessary,
an appeal meeting will then be scheduled with the Executive Director. If the agency wishes to
further appeal the decision of the Executive Director, they may do so to the Board Executive
Committee. The Board Executive Committee will then make a recommendation regarding the
appeal request to the full Board.
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Current Policy

Revision Recommendations

Workplace Violence Page 2
JWB strictly prohibits the use of violence in the workplace
and views such actions very seriously. The possession of
weapons in the workplace, threats, threatening or menacing
behavior, stalking acts, or violence against employees,
visitors, guests, or other individuals by anyone on JWB
property will not be tolerated. Violations of this policy will
lead to disciplinary action up to and including termination of
employment and the involvement of appropriate law
enforcement authorities as needed.
FMLA Pages 7-10

JWB strictly prohibits the use of violence in the workplace and views such actions very seriously.
JWB premises may be subject to audio recording and video surveillance monitoring at any time.
The possession of weapons in the workplace, threats, threatening or menacing behavior, stalking
acts, or violence against employees, visitors, guests, or other individuals by anyone on JWB
property will not be tolerated. Violations of this policy will lead to disciplinary action up to and
including termination of employment and the involvement of appropriate law enforcement
authorities as needed.

JWB complies with the provisions of the Family and Medical Leave Act of 1993 and the National
Defense Authorization Act for FY 2010 (NDAA), Public Law 111-84, Section 565 which amends
the Military Family Leave Entitlements of the Family and Medical Leave Act (“FMLA”). JWB is a
covered employer because it is a local government agency. JWB is only obligated to provide
FMLA leave to eligible employees. JWB will only be obligated to provide leave under FMLA so
long as it is a covered employer meaning it employs 50 employees within a 75 mile radius in 20 or
more workweeks in the current or preceding calendar year. Should JWB no longer be covered by
the FMLA no leave pursuant to the FMLA will be granted to employees and employees will have
no legal rights under the FMLA. Under the FMLA, an employee is eligible for up to 12 weeks
unpaid leave under certain circumstances or up to 26 weeks for specific military related critical
events in a 12 month period as set forth below:
1.

Eligible Employees
Employees who have been employed for at least 12 months and have worked at
least 1,250 hours during the preceding 12-month period and work at a location
where the employer has at least fifty employees within seventy five miles radius
are eligible for unpaid FMLA leave. If eligible for FMLA leave, an employee must
use concurrently all of his/her accrued unused annual leave, personal leave, and
sick leave, if any. The remainder of the leave period will then consist of unpaid
leave. The total FMLA leave will run concurrent with paid and unpaid periods.
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2.

Leave Period
An eligible employee is entitled to take up to 12 weeks of FMLA qualifying leave
(or 26 weeks for military caregiver leave) in any 12-month period. Except for
military caregiver leave, Tthe 12-month period shall be a rolling 12-month period
measured backward from the date leave is used. The 12 month period for military
caregiver leave begins on the first day the employee takes leave for military
caregiver leave and ends 12 months later. Entitlement to leave for the birth or
placement of a child for adoption or foster care will expire 12 months from the date
of birth or placement.

3.

Reasons for Leave
a.

An employee who meets the applicable eligibility requirements will be granted
a total of up to 12 weeks of unpaid leave for the following reasons:
i.

The birth of the employee’s son or daughterchild;

ii.

The placement of a son or daughter child with the employee for adoption
or foster care;

iii. Care of a spouse, son, daughter, child, or parent who has a serious health
condition;
iv. Serious health condition that renders the employee incapable of
performing unable to perform the essential functions of his or her job; or,
v.

Qualifying exigencies (as set forth by law) arising out of the fact that the
employee’s spouse, son, daughter or parent is on active duty, or has been
notified of an impending call or order to active duty, in support of a
contingency operation. Qualifying exigency leave is available to a family
member of a military member in the National Guard and or Reserves and
certain retired military; it does not extend to family members of military
members in the Regular Armed Forces.

If a husband and wife both work for JWB, FMLA leave by both employees is
limited to a combined total of 12 weeks if the leave is taken for the birth or
placement of a child or to care for a parent with a serious health condition.
However, if the leave is taken by either spouse to care for the other, who is
seriously ill and unable to work, to care for a child with a serious health
condition, or for his or her own serious illness, then each employee is eligible
for 12 weeks of leave.
b.
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An employee who meets the applicable eligibility requirements for FMLA and
is the spouse, son, daughter, parent, or next of kin of a covered service member

will be granted a total of up to 26 weeks of unpaid leave for military caregiver
leave as follows:
i.

To care for a covered service member with a serious injury or illness.

ii.

A covered service member is a current member of the Armed Forces,
including a member of the National Guard or Reserves, who is undergoing
medical treatment, recuperation, or therapy, or is otherwise in outpatient
status, or is otherwise on the temporary disability retired list, for a serious
injury or illness.

iii. A serious injury or illness is one that was incurred by a service member in
the line of duty on active duty that may render cause the service member
to be medically unfit to perform the duties of his or her office, grade, rank
or rating. It also includes injuries or illnesses that existed before the
service member’s active duty and that were aggravated by service in the
line of duty on active duty.
iv. The “single 12 month period” for leave to care for a covered service
member with a serious injury or illness begins on the first day the
employee takes leave for this reason and ends 12 months later, regardless
of the 12 month period established by JWB for other types of FMLA
leave.
v.

4.

An eligible employee is limited to a combined total of 26 workweeks of
leave for any FMLA-qualifying reason during the “single 12 month
period.” Only 12 of the 26 weeks total may be for a FMLA-qualifying
reason other than to care for a covered service member.

Application for Leave
Employees must give at least thirty (30) days’ notice to his/her supervisor for
foreseeable circumstances. Such circumstances would include surgery, adoption, or
birth of a child. If the thirty (30) day notice is not feasible, then the employee must
provide notice as soon as possible. An employee requesting FMLA leave must
complete and return the application for family and medical leave which is available
from Human Resources. The completed application must state the reason, the
duration, and the starting and anticipated ending date of the leave.

5.

Certification Requirements
a.
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Serious Health Condition Leave

The application for leave based on the “serious health condition” of the
employee or the employee’s spouse, child, or parent, must be accompanied by
a “Medical Certification Statement” completed by the health care provider,
which is available from the Human Resources Department. The certification
must state the date on which the serious health condition commenced, probable
duration of the condition, and the appropriate medical facts regarding the
condition. If an employee is requesting leave to care for a spouse, child, or
parent with a serious health condition, the medical certification must state an
estimate of the amount of time the employee will need. If the employee has a
serious health condition, the medical certification must state that the employee
cannot perform the functions of his or her job. JWB will require medical
certification to be submitted prior to or when an employee’s leave begins or
within fifteen (15) days after the leave starting date. In addition, recertification of medical necessity may be required every thirty (30) days.
b.

Military Family Leave
Employee’s request for military leave will require appropriate certification as
follows:

6.

i.

Leave for a qualifying exigency must be supported by a copy of the
covered military member’s active duty orders and certification providing
appropriate facts related to the particular qualifying exigency for which
leave is sought, including contact information if the leave involves
meeting with a third party.

ii.

Leave to care for a covered service member with a serious injury or illness
must be supported by a certification completed by an authorized health
care provider or by a copy of an Invitational Travel Order or Invitational
Travel Authorization issued to any member of the covered service
member’s family.

Notification of Leave Assignments
After receiving notice from the employee regarding the need to take FMLA leave
the immediate supervisor and the HR delegate will discuss the leave requirements
with the employee and will issue a memorandum specifying all the conditions and
requirements related to the leave.
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7.

Intermittent or Reduced Leave
Employees may not take intermittent or reduced leave in case of birth or
placement of a child, unless JWB agrees. In the case of serious health conditions,
leave may be taken intermittently or on a reduced leave schedule, when medically
necessary. Employees are expected to make a reasonable effort to schedule
intermittent leave, so as not to disrupt the operations of JWB.

8.

Return from Leave
JWB will require an employee taking FMLA leave to report every thirty (30) days
on his or her status and intent to return to work upon completion of the leave.
Employees returning from leave for their own serious health condition are required
to provide certification from a health care provider, indicating that the employee is
able to resume work with no limitations. Employees, who do not return to work
upon the expiration of FMLA leave, will be treated as having voluntarily
terminated their employment, unless another type of leave has been requested.

9.

Restoration to Employment
An employee who completes FMLA leave will be returned to the same position
held when the leave began or to a position equivalent in pay, benefits, and other
terms and conditions of employment. However, the highest paid 10 percent of
employees are not guaranteed reinstatement if reinstatement will cause JWB
economic injury. In such a case, JWB will notify the employee as soon as it
determines that reinstatement is not available. JWB cannot guarantee that an
employee will be returned to his or her former job.

10. Leave Accrual
While on FMLA leave an employee does not accrue any annual, sick and/or
personal leave, and is not entitled to paid holidays, beginning the first full pay
period the employee is on leave.
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Background Check Page 11
1. JWB conducts reference and background checks on all
job applicants as a condition of employment, and on current
employees. As defined in this Policy, “job applicants” are
the finalists for any position and may or may not include
current JWB employees. Background screening is conducted
in accordance with the Level II standards set forth in Chapter
435, Florida Statutes. Personnel will be required to be
rescreened every five (5) years.
Sick Leave Page 22
d. Documentation of a medical condition may be required
by the supervisor of an employee prior to returning to work
if he/she: has been absent on sick leave for three or more
consecutive working days, has been absent on sick leave for
10 of any 30 working days, or for any continued intermittent
absence.

1. JWB conducts reference and background checks on all job applicants as a condition of
employment, and on current employees. As defined in this Policy, “job applicants” are the finalists
for any position and may or may not include current JWB employees. Reference checks may include
a period of at least 10 years. Background screening is conducted in accordance with the Level II
standards set forth in Chapter 435, Florida Statutes. Personnel will be required to be rescreened every
five (5) years.

d. JWB will take proactive steps to protect the workplace; employees are encouraged to stay at home
when ill. Documentation of a medical condition may be required by the supervisor of an employee
prior to returning to work if he/she: has been absent on sick leave for three or more consecutive
working days, has been absent on sick leave for 10 of any 30 working days, or for any continued
intermittent absence.

Sick Leave Conversion Page 22
e. If a regular employee has utilized less than twenty four
(24) hours of sick leave in the preceding fiscal year, he/she is
eligible on October 1 to convert a maximum of 24 hours of
sick leave minus the number of sick leave hours used (if any)
to additional, non-accruable personal leave days for the
current fiscal year. The following equation will be used to
determine the amount of hours to convert: (24 Hours of Sick
Leave) – (Number of Hours Used) = Number of Hours to
Convert
Promotions Page 17

e. A regular employee, who has worked at least a full fiscal year and has utilized less than twenty
four hours (twelve hours if part time) of sick leave in the preceding fiscal year, he/she is eligible on
October 1 to convert a maximum of 24 hours (12 hours if part time) of sick leave minus the number
of sick leave hours used (if any) to additional, non-accruable personal leave days for the current fiscal
year. The following equation will be used to determine the amount of hours to convert: (24 or 12
Hours of Sick Leave) – (Number of Hours Used) = Number of Hours to Convert.

5. Unless waived by the Executive Director, employees who
are promoted shall be required to serve a provisional period
of employment of not less than thirty (90) days and not more
than 6 months.

5. Unless waived by the Executive Director, employees who are promoted shall be required to serve a
provisional period of employment of not less than thirty (9030) days and not more than 6 months.
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New Policy

JWB Staff Volunteering Program

JWB encourages the staff participation in community volunteer programs that support one or all of
JWB’s focus areas: school readiness, school success and prevention of child abuse and neglect. Fulltime regular employees may utilize one hour of paid work time per week to participate in an
approved community volunteer program during the employee’s normally scheduled working hours.
Employees need to submit a program participation request to the Human Resources department
including: a formal description of the program activities, anticipated time commitments, and the
approval signatures of the supervisor and the director of the department. The HR department will
review and approve the documentation. Documentation of the volunteer time should be recorded at
the volunteer site and on the employee’s payroll timesheet.
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Introduction
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
This document provides a uniform set of technology policies for using the Juvenile Welfare Board
of Pinellas County (JWB)company resources. All employees unless specifically exempted are
required to abide by and understand the policies hereby established. These Information
Technology (IT) Security policies are based on the internationally recognized International
Standard ISO/IEC 27002:2005 security standard framework. The policies are designed to comply
with applicable laws and regulations, including, but not limited to, the Health Insurance Portability
and Accountability Act of 1996 including current amendments thereto (HIPAA), the Family
Educational Rights and Privacy Act (FERPA) and Florida Sunshine Laws (Chapter 286, F.S.) and
the Florida Public Records Act (Chapter 119, F.S.).

2.0 Purpose
The purpose of this policy is to state the standards for JWB’sthe company's network in an effort to
mitigate known risks. The policy statements are designed to provide an effective and secure
environment for developing, implementing, supporting, and using information technology and
systems. These policy statements must be considered minimum requirements for security.

3.0 Scope
The following policies apply to all computing resources that are used by JWBthe company.
Section
2
3
4
5
6
7
8

Policy
Backup Policy
Encryption Policy
Guest Access Policy
Incident Response Policy
Network Access and Authentication
Policy
Network Security Policy
Outsourcing Policy
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Policy
Physical Security Policy
Third Party Connection Policy
Virtual Private Network (VPN) Policy
Wireless Access Policy
Acceptable Use Policy
Confidential Data Policy
Data Classification Policy
Email Security Policies
Mobile Device Policy
Password Policy
Remote Access Policy
Retention Policy
SharePoint External User Policy

4.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Backup Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
A backup policy is similar to an insurance policy - it provides the last line of defense against data
loss and is sometimes the only way to recover from a hardware failure, data corruption, or a
security incident. A backup policy is related closely to a disaster recovery policy, but since it
protects against events that are relatively likely to occur, in practice it will be used more frequently
than a contingency planning document. A company's backup policy is among its most important
policies.

2.0 Purpose
The purpose of this policy is to provide a consistent framework to apply to the backup process.
The policy will provide specific information to ensure backups are available and useful when
needed - whether to simply recover a specific file or when a larger-scale recovery effort is needed.

3.0 Scope
This policy applies to all data stored on JWBorganization systems. The policy covers such
specifics as the type of data to be backed up, frequency of backups, storage of backups, retention of
backups, and restoration procedures.

4.0 Policy
4.1 Identification of Critical Data
The companyJWB must identify what data is most critical to theits organization. This can be
done through a formal data classification process or through an informal review of information
assets. Regardless of the method, critical data should be identified so that it can be given the
highest priority during the backup process.

Backup Policy
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4.2 Data to be Backed Up
A backup policy must balance the importance of the data to be backed up with the burden such
backups place on the users, network resources, and the backup administrator. Data to be backed
up will include:
•

All data determined to be critical to JWB’scompany operation and/or employee job function.

•

All information stored on the JWBorganization file server(s) SharePoint server(s), and email
server(s). It is the user's responsibility to ensure any data of importance is stored on JWBthe
company servers.

•

Local hard drives and external media such as CD’s and flash drives are not backed up.

•

All information stored on network servers, which may include web servers, database servers,
domain controllers, firewalls, and remote access servers, etc.

4.3 Backup Frequency
Backup frequency is critical to successful data recovery. JWBThe company has determined that
the following backup schedule will allow for sufficient data recovery in the event of an incident,
while avoiding an undue burden on the users, network, and backup administrator.
Incremental: every day
Full: every 3 days

4.4 Off-Site Rotation
Geographic separation from the backups must be maintained, to some degree, in order to protect
from fire, flood, or other regional or large-scale catastrophes. Offsite storage must be balanced
with the time required to recover the data, which must meet JWBthe company's uptime
requirements. The companyJWB has determined that backup media must be rotated off-site at
least once per month.

4.5 Backup Storage
Storage of backups is a serious issue and one that requires careful consideration. Since backups
contain critical, and often confidential, organizationalcompany data, precautions must be taken
that are commensurate to the type of data being stored. JWBThe company has set the following
guidelines for backup storage.
When stored onsite, backups should be kept in an access-controlled area. When shipped off-site,
a hardened facility (i.e., commercial backup service or safe deposit box) that uses accepted
Backup Policy
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methods of environmental controls, including fire suppression, and security processes must be
used to ensure the integrity of the backup media. Online backups are allowable if the service
meets the criteria specified herein.

4.6 Backup Retention
When determining the lifespan of a particular instance of a backup, JWBthe company must
determine what number of stored copies of backup-up data is sufficient to effectively mitigate risk
while preserving data, including any retention required by law. JWBThe company has
determined that the following will meet all requirements (note that the backup retention policy
must confirm to JWB the company's data retention policy and any industry regulations, if
applicable):
Incremental Backups must be saved for two weeks.
Full Backups must be saved for three months.

4.7 Restoration Procedures & Documentation
The data restoration procedures must be tested and documented. Documentation should include
exactly who is responsible for the restore, how it is performed, under what circumstances it is to be
performed, and how long it should take from request to restoration. It is extremely important that
the procedures are clear and concise such that they are not A) misinterpreted by readers other than
the backup administrator, and B) confusing during a time of crisis.

4.8 Restoration Testing
Since a backup policy does no good if the restoration process fails it is important to periodically
test the restore procedures to eliminate potential problems.
Backup restores must be tested when any change is made that may affect the backup system, as
well as twice per year.

4.9 Expiration of Backup Media
Certain types of backup media, such as magnetic tapes, have a limited functional lifespan. After a
certain time in service the media can no longer be considered dependable. When backup media is
put into service the date must be recorded on the media. The media must then be retired from
service after its time in use exceeds manufacturer specifications.

4.10 Applicability of Other Policies
This document is part of JWBthe company's cohesive set of security policies and procedures.
Other policies or procedures may apply to the topics covered in this document and as such the
applicable policies and procedures should be reviewed as needed.
Backup Policy
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5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.

6.0 Definitions
Backup: To copy data to a second location, solely for the purpose of safe keeping of that data.
Backup Media: Any storage devices that are used to maintain data for backup purposes. These
are often magnetic tapes, CDs, DVDs, or hard drives.
Full Backup: A backup that makes a complete copy of the target data.
Incremental Backup: A backup that only backs up files that have changed in a designated time
period, typically since the last backup was run.
Restoration: Also called "recovery." The process of restoring the data from its backup-up state
to its normal state so that it can be used and accessed in a regular manner.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Encryption Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Encryption, also known as cryptography, can be used to secure data while it is stored or being
transmitted. It is a powerful tool when applied and managed correctly. As the amount of data
the companyJWB must store digitally increases, the use of encryption must be defined and
consistently implemented in order to ensure that the security potential of this technology is
realized.

2.0 Purpose
The purpose of this policy is to outline JWBthe company's standards for use of encryption
technology so that it is used securely and managed appropriately. This policy defines what
devices must be encrypted and Many policies touch on encryption of data so this policy does not
cover what data is to be encrypted, but rather how encryption is to be implemented and controlled.

3.0 Scope
This policy covers all data stored on or transmitted across the organization’s systems.

4.0 Policy
4.1 Applicability of Encryption
1. Data while stored: This includes any data located on JWBcompany-owned or
JWBcompany-provided systems, devices, media, etcand on employee smart phones, if the
employee receives a cell phone stipend. Examples of encryption options for stored data include:
•

Whole disk encryption

•

Encryption of partitions/files

•

Encryption of disk drives

Encryption Policy
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•

Encryption of backups

•

Encryption of data generated by applications

•

Encryption of mobile devices (smart phones and tablets)

2. Data while transmitted:. This includes any data sent across JWB’sthe company network, or
any data sent to or from JWBa company-owned or JWBcompany-provided system. Types of
transmitted data that can be encrypted include:
•

VPN tunnels

•

Remote access sessions

•

Web applications

•

Remote desktop access

•

Communications with applications/databases

4.2 Required Encryption
Encryption is required on all the following devices:
•

Hard drives of all servers containing any confidential information

•

Employee assigned laptops and tablets

•

Smart phones (if the employee receives a cell phone stipend)

4.3 Encryption Key Management
Key management is critical to the success of an implementation of encryption technology. The
following guidelines apply to JWBthe company's encryption keys and key management:
•

Management of keys must ensure that data is available for decryption when needed

•

Keys must be backed up
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•

Keys must be locked up

•

Keys must never be transmitted in clear text

•

Keys are confidential data

•

Keys must not be shared

•

Keys must not be stored on the same media as the encrypted information

•

Physical key generation materials must be destroyed immediately upon generation.

•

Keys must be used and changed in accordance with the password policy.

•

When user encryption is employed, minimum key length is 10 characters.

•

JWBThe company must perform background checks on the persons in charge of
encryption keys.

4.3 Acceptable Encryption Algorithms
Only the strongest types of generally-accepted, non-proprietary encryption algorithms are
allowed, such as AES or 3DES. Acceptable algorithms should be reevaluated as encryption
technology changes.
Use of proprietary encryption is specifically forbidden since it has not been subjected to public
inspection and its security cannot be assured.

4.4 Legal Use
Some governments have regulations applying to the use and import/export of encryption
technology. JWBThe company must conform to encryption regulations of the local or applicable
government.
The companyJWB specifically forbids the use of encryption to hide illegal, immoral, or unethical
acts. Anyone doing so is in violation of this policy and will face immediate consequences per the
Enforcement section of this document.

4.5 Applicability of Other Policies
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This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.
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6.0 Definitions
Encryption: The process of encoding data with an algorithm so that it is unintelligible without
the key. Used to protect data during transmission or while stored.
Encryption Key: An alphanumeric series of characters that enables data to be encrypted and
decrypted.
Mobile Storage Media: A data storage device that utilizes flash memory to store data. Often
called a USB drive, flash drive, or thumb drive.
Password: A sequence of characters that is used to authenticate a user to a file, computer, or
network. Also known as a passphrase or passcode.
Remote Access: The act of communicating with a computer or network from an off-site location.
Often performed by home-based or traveling users to access documents, email, or other resources
at a main site.
Remote Desktop Access: Remote control software that allows users to connect to, interact with,
and control a computer over the Internet just as if they were sitting in front of that computer.
Virtual Private Network (VPN): A secure network implemented over an insecure medium,
created by using encrypted tunnels for communication between endpoints.
Whole Disk Encryption: A method of encryption that encrypts all data on a particular drive or
volume, including swap space and temporary files.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Guest Access Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Guest access to JWBthe company's network is often necessary for customers, consultants, or
vendors who are visiting JWBthe company's offices. This can be simply in the form of outbound
Internet access, or the guest may require access to specific resources on JWBthe company's
network. Guest access to JWBthe company's network must be tightly controlled.

2.0 Purpose
The companyJWB may wish to provide network access as a courtesy to guests wishing to access
the Internet, or by necessity to visitors with a business need to access JWBthe company's
resources. This policy outlines JWBthe company's procedures for securing guest access.

3.0 Scope
The scope of this policy includes any visitor to JWBthe company wishing to access the network or
Internet through JWBthe company's infrastructure, and covers both wired and wireless
connections. This scope excludes guests accessing wireless broadband accounts directly through
a cellular carrier or third party where the traffic does not traverse JWBthe company's network.

4.0 Policy
4.1 Granting Guest Access
Guest access will be provided on a case-by-case basis to any person who can demonstrate a
reasonable business need to access the network, or access the Internet from the JWBcompany
network.
4.1.1 AUP Acceptance
Acceptance of the JWBcompany's Acceptable Use Policy (AUP) is not required for guest
access.
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4.1.2 Approval
Guests do not require any special approval in order to be provided guest access.
4.1.3 Account Use
JWBThe company may provide a generic guest account that can be re-used by different
guests. If these accounts are offered, they are only to be used by guests. Users with
network accounts must use their accounts for network access.
4.1.4 Security of Guest Machines
Guests are expected to be responsible for maintaining the security of his or her machine,
and to ensure that it is free of viruses, Trojans, malware, etc. JWBThe company reserves
the right to inspect the machine if a security problem is suspected, but will not inspect each
guest's system prior to accessing the network.

4.2 Guest Access Infrastructure Requirements
Best practices dictate that guest access be kept separate, either logically or physically, from the
internal network, since guests have typically not undergone the same amount of scrutiny as
JWBthe company's employees. At a minimum, guest access must be logically separated from
JWB the company's network via a demilitarized zone (DMZ), firewall, or other access controls.
Guest access should be provided prudently and monitored for appropriateness of use.

4.3 Restrictions on Guest Access
Guest access will be restricted to the minimum amount necessary. Depending on the guest
needing access, this can often be limited to outbound Internet access only. JWB The company will
evaluate the need of each guest and provide further access if there is a business need to do so.

4.4 Monitoring of Guest Access
Since guests are not employees of JWBthe company they are not considered trusted users. As
such, JWBthe company will monitor guest access to ensure that JWBthe company's interests are
protected.

4.5 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.
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5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Account: A combination of username and password that allows access to computer or network
resources.
Guest: A visitor to JWBthe company premises who is not an employee.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Incident Response Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
A security incident can come in many forms: a malicious attacker gaining access to the network, a
virus or other malware infecting computers, or even a stolen laptop containing confidential data
(breach). With JWB having access to Protected Health Information and other confidential
information, aA well-thought-out Incident Response Procedure Policy is critical to successful
recovery from an incident. This policy covers all incidents that may affect the security and
integrity of JWBthe company's information assets., and outlines steps to take in the event of such
an incident.

2.0 Purpose
This policy is intended to ensure that JWBthe company is prepared if a security incident were to
occur. It details exactly what must occur if an incident is suspected, covering both electronic and
physical security incidents. Note that this policy is not intended to provide a substitute for legal
advice, and approaches the topic from a security practices perspective. It also identifies the major
components of what must be included in the Incident Response and Reporting procedures as well
as the Breach Response and Notification Procedures.

3.0 Scope
The scope of this policy covers all information assets owned or provided by JWBthe company,
whether they reside on the Organization network or elsewhere.

4.0 Policy
The handling of all incidents are dictated by JWB’s Incident Response and Reporting Procedures
as well as the Breach Response and Notification Procedures.

4.1 Types of Incidents
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A security incident, as it relates to JWBthe company's information assets, can take one of two
forms. For the purposes of this policy a security incident is defined as one of the following:
•

Electronic: This type of incident can range from an attacker or user accessing the network
for unauthorized/malicious purposes, to a virus outbreak, to a suspected Trojan or malware
infection.

•

Physical: A physical IT security incident involves the loss or theft of a laptop, mobile
device, PDA/Smartphone, iPad, portable storage device, or other digital apparatus that may
contain JWBcompany information.

4.2 Incidents Involving Confidential Data
Security incidents involving Electronic Protected Health Information (ePHI) or any other
confidential information exempt from disclosure pursuant to Chapter 119, F.S (see the
Confidential Data Policy for more detailed information) are considered to be a breach. A data
breach involves all incidents, threats, or violations that affect or may affect the confidentiality,
integrity, or availability of this data.
Unless prohibited by applicable law, all information related to an electronic or physical security
incident must be treated as a breach of confidential information until the incident is fully contained
or deemed not to involve any confidential data.
Procedures for handling incidents that may contain confidential data must be followed as specified
in the Incident Response and Reporting Procedures as well as the Breach Response and
Notification Procedures.

4.2 Preparation
Work done prior to a security incident is arguably more important than work done after an incident
is discovered. The most important preparation work, obviously, is maintaining good security
controls that will prevent or limit damage in the event of an incident. This includes technical tools
such as firewalls, intrusion detection systems, authentication, and encryption; and non-technical
tools such as good physical security for laptops and mobile devices.
To ensure JWB has properly prepared for an incident, the Incident Response and Reporting
Procedures and the Breach Response and Notification Procedures must include the
following:Additionally, prior to an incident, the company must ensure that the following is clear to
IT personnel:
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•

Identifying an Incident Response Team that identifies roles and responsibilities.

•

What actions to take when an incident is suspected.

•

Incident Documentation.

Who is responsible for responding to an incident.
The company must have discussions with an IT Security company that offers incident response
services before such an incident occurs in order to prepare an emergency service contract. This
will ensure that high-end resources are quickly available during an incident.
•
Finally, the companyJWB should review any industry or governmental regulations that
dictate how it must respond to a security incident (specifically, loss of confidential data), and
ensure that its incident response plans adhere to these regulations.
•

Review of the incident and what changes need to be implemented, if appropriate.

4.4 Electronic Incidents
When an electronic incident is suspected, the company's goal is to recover as quickly as possible,
limit the damage done, and secure the network. The following steps should be taken in order:
1. Remove the compromised device from the network by unplugging or disabling network
connection. Do not power down the machine.
2. Disable the compromised account(s) as appropriate.
3. Report the incident to IT.
4. Backup all data and logs on the machine, or copy/image the machine to another system.
5. Determine exactly what happened and the scope of the incident. Was it an accident? An
attack? A Virus? Was confidential data involved? Was it limited to only the system in
question or was it more widespread?
6. Notify company management/executives as appropriate.
7. Contact an IT Security consultant as needed.
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8. Determine how the attacker gained access and disable this access.
9. Rebuild the system, including a complete operating system reinstall.
10. Restore any needed data from the last known good backup and put the system back online.
11. Take actions, as possible, to ensure that the vulnerability (or similar vulnerabilities) will not
reappear.
12. Reflect on the incident. What can be learned? How did the Incident Response team
perform? Was the policy adequate? What could be done differently?
13. Consider a vulnerability assessment as a way to spot any other vulnerabilities before they can
be exploited.
14. If necessary, contact law enforcement.

4.5 Physical Incidents
Physical security incidents are challenging, since often the only actions that can be taken to
mitigate the incident must be done in advance. This makes preparation critical. One of the best
ways to prepare is to mandate the use of strong encryption to secure data on mobile devices.
Applicable policies, such as those covering encryption and confidential data, should be reviewed.
Physical security incidents are most likely the result of a random theft or inadvertent loss by a user,
but they must be treated as if they were targeted at the company.
The company must assume that such a loss will occur at some point, and periodically survey a
random sampling of laptops and mobile devices to determine the risk if one were to be lost or
stolen.
4.5.1 Response
Establish the severity of the incident by determining the data stored on the missing device.
This can often be done by referring to a recent backup of the device. Two important
questions must be answered:
1. Was confidential data involved?
a. If not, refer to "Loss Contained" below.
b. If confidential data was involved, refer to "Data Loss Suspected" below.
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2. Was strong encryption used?
a. If strong encryption was used, refer to "Loss Contained" below.
b. If not, refer to "Data Loss Suspected" below.
4.5.2 Loss Contained
First, change any usernames, passwords, account information, WEP/WPA keys,
passphrases, etc., that were stored on the system. Notify IT. Replace the lost hardware
and restore data from the last backup. Notify the applicable authorities if a theft has
occurred.
4.5.3 Data Loss Suspected
First, notify the executive team, legal counsel, and/or public relations group so that each
team can evaluate and prepare a response in their area.
Change any usernames, passwords, account information, WEP/WPA keys, passphrases,
etc., that were stored on the system. Replace the lost hardware and restore data from the
last backup. Notify the applicable authorities as needed if a theft has occurred and follow
disclosure guidelines specified in the notification section.
Review procedures to ensure that risk of future incidents is reduced by implementing
stronger physical security controls.

4.6 Notification
If an electronic or physical security incident is suspected to have resulted in the loss of third-party
data, follow applicable regulations and/or industry breach disclosure laws and append the
regulations to this policy.

4.7 Managing Risk
Managing risk of a security incident or data loss is the primary reason to create and maintain a
comprehensive security policy and response procedures. Risks can come in many forms:
electronic risks like data corruption, computer viruses, hackers, or malicious users; or physical
risks such as loss/theft of a device, hardware failure, fire, or a natural disaster. Protecting critical
data and systems from these risks is of paramount importance to JWBthe company.
4.7.1 Risk Assessment
As part of the risk management process, JWBthe company must conduct annually an accurate
and thorough assessment of the potential risks and vulnerabilities to the confidentiality,
integrity, and availability of JWBthe company's critical or confidential information. The
process must include the following steps:
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a. Scope the assessment. Determine both the physical and logical boundaries of the
assessment.
b. Gather information. Determine what confidential or critical information is maintained by
JWBthe company. Determine how this information is secured.
c. Identify threats. Determine what man-made and natural events could affect JWBthe
company's electronic information.
d. Identify Vulnerabilities. After threats have been identified, determine JWBthe company's
exposure to each threat. External assessments may be useful here, as covered in the
Network Security Policy.
e. Assess Security Controls. After vulnerabilities have been cataloged, determine the
efficiency of JWBthe company's security controls in mitigating that vulnerability.
f. Determine the potential impact of each vulnerability being exploited. Would the event
result in loss of confidentiality, loss of integrity, or loss of availability of the information?
g. Determine JWBthe company's level of risk. Based on the information gathered in the
previous steps, make a determination to JWBthe company's level of risk of each event.
h. Recommend security controls. Security controls that will mitigate the identified risks are
evaluated during this step. Consider cost, operational impact, and effectiveness of each
control.
i. Document the risk assessment results. The final step is to document the risk assessment,
including the results of each step.
4.7.2 Risk Management Program
There is aA formal risk management program at JWB is identified by the Risk
Management Team (Executive Team). All incidents must be reported to this team must
be implemented to cover any risks known to JWBthe company (which should be identified
through a risk assessment), and insure that reasonable security measures are in place to
mitigate any identified risks to a level that will ensure the continued security of JWBthe
company's confidential and critical data.

4.8 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.
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6.0 Definitions
Encryption: The process of encoding data with an algorithm so that it is unintelligible without
the key. Used to protect data during transmission or while stored.
Electronic Protected Health Information (ePHI) Individually identifiable health information
that is transmitted by electronic media, maintained in electronic media, or transmitted or
maintained in any other form or medium.
Malware: Short for "malicious software." A software application designed with malicious
intent. Viruses and Trojans are common examples of malware.
Mobile Device: A portable device that can be used for certain applications and data storage.
Examples are PDAs or Smartphones.
PDA: Stands for Personal Digital Assistant. A portable device that stores and organizes
personal information, such as contact information, calendar, and notes.
Smartphone: A mobile telephone that offers additional applications, such as PDA functions and
email.
Trojan: Also called a "Trojan Horse." An application that is disguised as something innocuous
or legitimate, but harbors a malicious payload. Trojans can be used to covertly and remotely gain
access to a computer, log keystrokes, or perform other malicious or destructive acts.
Virus: Also called a "Computer Virus." A replicating application that attaches itself to other
data, infecting files similar to how a virus infects cells. Viruses can be spread through email or
via network-connected computers and file systems.
WEP: Stands for Wired Equivalency Privacy. A security protocol for wireless networks that
encrypts communications between the computer and the wireless access point. WEP can be
cryptographically broken with relative ease.
WPA: Stands for WiFi Protected Access. A security protocol for wireless networks that
encrypts communications between the computer and the wireless access point. Newer and
considered more secure than WEP.
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7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Network Access and Authentication Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Consistent standards for network access and authentication are critical to the companyJWB's
information security and are often required by regulations or third-party agreements. Any user
accessing JWBthe company's computer systems has the ability to affect the security of all users of
the network. An appropriate Network Access and Authentication Policy reduces risk of a
security incident by requiring consistent application of authentication and access standards across
the network.

2.0 Purpose
The purpose of this policy is to describe what steps must be taken to ensure that users connecting to
the organization network are authenticated in an appropriate manner, in compliance with
JWBcompany standards, and are given the least amount of access required to perform their job
function. This policy specifies what constitutes appropriate use of network accounts and
authentication standards.

3.0 Scope
The scope of this policy includes all users who have access to JWBcompany-owned or
JWBcompany-provided computers or require access to the organization network and/or systems.
This policy applies not only to employees, but also to guests, contractors, and anyone requiring
access to the organization network. Public access to JWBthe company's externally-reachable
systems, such as its organization website or public web applications, are specifically excluded
from this policy.

4.0 Policy
4.1 Account Setup
During initial account setup, certain checks must be performed in order to ensure the integrity of
the process. The following policies apply to account setup:
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•

Positive ID is required.

•

Appropriate written authorization must be obtained prior to establishing accounts and
access.

•

Users will be granted least amount of network access required to perform his or her job
function.

•

Users will be granted access only if he or she accepts the Acceptable Use Policy.

•

Access to the network will be granted in accordance with the Acceptable Use Policy.

4.2 Account Use
Network accounts must be implemented in a standard fashion and utilized consistently across the
organization. The following policies apply to account use:
•

Accounts must be created using a standard format (i.e., firstname-lastname, or
firstinitial-lastname, etc.)

•

Accounts must be password protected (refer to the Password Policy for more detailed
information).

•

Accounts must be for individuals only. Account sharing and group accounts are not
permitted.

•

User accounts must not be given administrator or 'root' access unless this is necessary to
perform his or her job function.

•

Occasionally guests will have a legitimate business need for access to the organization
network. When a reasonable need is demonstrated, temporary guest access is allowed.
This access, however, must be severely restricted to only those resources that the guest
needs at that time and disabled when the guest's work is completed.

•

Individuals requiring access to confidential data must have an individual, distinct account.
This account may be subject to additional monitoring or auditing at the discretion of IT or
Executive Team, or as required by applicable regulations or third-party agreements.
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4.3 Account Termination
When managing network and user accounts, it is important to stay in communication with the
Human Resources department so that when an employee no longer works at JWBthe company,
that employee's account is terminated. It may also be deemed appropriate to change or terminate
an account due to suspension, leave, change of job, or any other situation as requested by Human
Resources or the Executive Team.

4.4 Authentication
User machines must be configured to request authentication against the domain at startup. If the
domain is not available or authentication for some reason cannot occur, then the machine should
not be permitted to access the network.

4.5 Use of Passwords and Passcodes
When accessing the network locally, username and password is an acceptable means of
authentication. Usernames must be consistent with the requirements set forth in this document,
and passwords must conform to the companyJWB's Password Policy. Passcodes are required for
all tTablets provided by the companyJWB must have a passcode set and on all smart phones that
are used to connect to JWB email.

4.6 Remote Network Access
Remote access to the network can be provided for convenience to users but this comes at some risk
to security. For that reason, the companyJWB encourages additional scrutiny of users remotely
accessing the network. JWBThe company's standards dictate that username and password is an
acceptable means of authentication as long as appropriate policies are followed. Remote access
must adhere to the Remote Access Policy.

4.7 Screensaver Passwords and Walk Away Policy
Screensaver passwords offer an easy way to strengthen security by removing the opportunity for a
malicious user, curious employee, or intruder to access network resources through an idle
computer. For this reason screensaver passwords are required to be activated after 15 minutes of
inactivity. Employees must lock their computer operating system when leaving the secured
department.

4.8 Minimum Configuration for Access
Any system connecting to the network can have a serious impact on the security of the entire
network. A vulnerability, virus, or other malware may be inadvertently introduced in this
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manner. For this reason, users should update their antivirus software, as well as other critical
software, to the latest versions before accessing the network.

4.9 Encryption
Industry best practices state that username and password combinations must never be sent as plain
text. If this information were intercepted, it could result in a serious security incident.
Therefore, authentication credentials must be encrypted during transmission across any network,
whether the transmission occurs internal to the companyJWB’s network or across a public network
such as the Internet.

4.10 Failed Logons
Repeated logon failures can indicate an attempt to 'crack' a password and surreptitiously access a
network account. In order to guard against password-guessing and brute-force attempts, the
companyJWB must lock a user's account after 3 unsuccessful logins. This can be implemented as
a time-based lockout or require a manual reset, at the discretion of IT.
In order to protect against account guessing, when logon failures occur the error message
transmitted to the user must not indicate specifically whether the account name or password were
incorrect. The error can be as simple as "the username and/or password you supplied were
incorrect."

4.11 Non-Business Hours
While some security can be gained by removing account access capabilities during non-business
hours, JWBthe company does not mandate time-of-day lockouts. This may be either to
encourage working remotely, or because the company'sJWB’s business requires all-hours access.

4.12 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.
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6.0 Definitions
Antivirus Software: An application used to protect a computer from viruses, typically through
real time defenses and periodic scanning. Antivirus software has evolved to cover other threats,
including Trojans, spyware, and other malware.
Authentication: A security method used to verify the identity of a user and authorize access to a
system or network.
Biometrics: The process of using a person's unique physical characteristics to prove that person's
identity. Commonly used are fingerprints, retinal patterns, and hand geometry.
Encryption: The process of encoding data with an algorithm so that it is unintelligible without
the key. Used to protect data during transmission or while stored.
Password: A sequence of characters that is used to authenticate a user to a file, computer, or
network; also known as a passphrase or passcode.
Smart Card: A plastic card containing a computer chip capable of storing information, typically
to prove the identity of the user. A card-reader is required to access the information.
Token: A small hardware device used to access a computer or network. Tokens are typically in
the form of an electronic card or key fob with a regularly changing code on its display.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Network Security Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
The companyJWB wishes to provide a secure network infrastructure in order to protect the
integrity of organization data and mitigate risk of a security incident. While security policies
typically avoid providing overly technical guidelines, this policy is necessarily a more technical
document than most.

2.0 Purpose
The purpose of this policy is to establish the technical guidelines for IT security, and to
communicate the controls necessary for a secure network infrastructure. The network security
policy will provide the practical mechanisms to support JWBthe company's comprehensive set of
security policies. However, this policy purposely avoids being overly-specific in order to provide
some latitude in implementation and management strategies.

3.0 Scope
This policy covers all IT systems and devices that comprise the organization network or that are
otherwise controlled by the companyJWB.

4.0 Policy
4.1 Network Device Passwords
A compromised password on a network device could have devastating, network-wide
consequences. Passwords that are used to secure these devices, such as routers, switches, and
servers, must be held to higher standards than standard user-level or desktop system passwords.
4.1.1 Password Construction
The following statements apply to the construction of passwords for network devices:
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•

Passwords should be at least 8 characters

•

Passwords should be comprised of a mix of letters, numbers and special characters
(punctuation marks and symbols)

•

Passwords should be comprised of a mix of upper and lower case characters

•

Passwords should not be comprised of, or otherwise utilize, words that can be
found in a dictionary

•

Passwords should not be comprised of an obvious keyboard sequence (i.e., qwerty)

•

Passwords should not include "guessable" data such as personal information like
birthdays, addresses, phone numbers, locations, etc.

4.1.2 Failed Logons
Repeated logon failures can indicate an attempt to 'crack' a password and surreptitiously
access a network account. In order to guard against password-guessing and brute-force
attempts, the companyJWB must lock a user's account after 3 unsuccessful logins. This
can be implemented as a time-based lockout or require a manual reset, at the discretion of
IT .
In order to protect against account guessing, when logon failures occur the error message
transmitted to the user must not indicate specifically whether the account name or
password were incorrect. The error can be as simple as "the username and/or password
you supplied were incorrect."
4.1.3 Change Requirements
Passwords must be changed every 90 daysaccording to the company's Password Policy.
Additionally, the following requirements apply to changing network device passwords:
•

If any network device password is suspected to have been compromised, all
network device passwords must be changed immediately.

•

If a JWB company network or system administrator leaves the
organizationcompany, all passwords to which the administrator could have had
access must be changed immediately. This statement also applies to any
consultant or contractor who has access to administrative passwords.

Network Security Policy

124

Juvenile Welfare Board of Pinellas County
Network Security Policy
JWB Security Policies
Section 7

•

Created: 5/13/2013
Target Audience: Technical
Page 30 of 114

Vendor default passwords must be changed when new devices are put into service.

4.1.4 Password Policy Enforcement
If possible, where passwords are used an application should be implemented that enforces
the company'sJWB’s password policies on construction, changes, re-use, lockout, etc.
4.1.5 Administrative Password Guidelines
As a general rule, administrative (also known as "root") access to systems should be
limited to only those who have a legitimate business need for this type of access. This is
particularly important for network devices, since administrative changes can have a major
effect on the network, and, as such, network security. Additionally, administrative access
to network devices should be logged.

4.2 Logging
The logging of certain events is an important component of good network management practices.
Logging needs vary depending on the type of network system, and the type of data the system
holds. The following sections detail the company's JWB’s requirements for logging and log
review.
4.2.1 Application Servers
Logs from application servers are of interest since these servers often allow connections
from a large number of internal and/or external sources. These devices are often integral
to smooth business operations.
Examples: Web, email, database servers
Requirement: At a minimum, logging of errors, faults, and login failures is required.
Additional logging is encouraged as deemed necessary. No passwords should be
contained in logs.
4.2.2 Network Devices
Logs from network devices are of interest since these devices control all network traffic,
and can have a huge impact on JWBthe company's security.
Examples: Firewalls, network switches, routers
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Requirement: At a minimum, logging of errors, faults, and login failures is required.
Additional logging is encouraged as deemed necessary. No passwords should be contained
in logs.
4.2.3 Critical Devices
Critical devices are any systems that are critically important to business operations. These
systems may also fall under other categories above - in any cases where this occurs, this
section shall supersede.
Examples: File servers, systems storing intellectual property
Requirements: At a minimum, logging of errors, faults, and login failures is required.
Additional logging is encouraged as deemed necessary. No passwords should be contained
in logs.
4.2.4 Mobile DevicesLog Management
Protecting the data on mobile devices is a big concern for JWB. To ensure the upmost
security on these devices all mobile devices connected to JWB’s Exchange Server are
required to have a passcode. Mobile devices include JWB assigned tablets as well as the
employee’s smart phone. The passcode ensures encryption of the device and allows for the
device to be wiped in the event of a security incident.
The following statements apply to mobile devices connected to JWB’s Exchange Server:


A passcode to access the device will be required



Passcodes will have to be re‐entered if the device has not received any input for 15
minutes (your current settings may have this occurring even sooner)
Passcodes will expire after 90 days and a new passcode will have to be created (you
should be prompted for this).
You will not be able to re‐use any of the last 5 passcodes utilized when changing




4.2.5 Log Management
While logging is important to the company'sJWB’s network security, log management can
become burdensome if not implemented appropriately. As logs grow, so does the time
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required to review the logs. For this reason, the companyJWB recommends that a log
management application be considered.
4.2.65 Log Review
Device logs do little good if they are not reviewed on a regular basis. Log management
applications can assist in highlighting important events, however, a member of the
JWBcompany's IT team should still review the logs as frequently as is reasonable.
4.2.76 Log Retention
Logs should be retained in accordance with JWBthe company's Retention Policy. Unless
otherwise determined by IT, logs should be considered operational data.

4.3 Firewalls
Firewalls are arguably the most important component of a sound security strategy. Internet
connections and other unsecured networks must be separated from the JWBcompany network
through the use of a firewall.
4.3.1 Configuration
The following statements apply to JWBthe company's implementation of firewall
technology:
•

Firewalls must provide secure administrative access (through the use of encryption)
with management access limited, if possible, to only networks where management
connections would be expected to originate.

•

No unnecessary services or applications should be enabled on firewalls. JWBThe
company should use 'hardened' systems for firewall platforms, or appliances.

•

Clocks on firewalls should be synchronized with JWBthe company's other
networking hardware using NTP or another means. Among other benefits, this
will aid in problem resolution and security incident investigation.

•

The firewall rule set must be documented and audited annually. Audits must
cover each rule, what it is for, if it is still necessary, and if it can be improved.

•

For its own protection, the firewall ruleset should include a "stealth rule," which
forbids connections to the firewall itself.
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The firewall should log dropped or rejected packets.

4.3.2 Outbound Traffic Filtering
Firewalls are often configured to block only inbound connections from external sources;
however, by filtering outbound connections from the network, security can be greatly
improved. This practice is also referred to as "Egress Traffic Filtering."
Blocking outbound traffic prevents users from accessing unnecessary, and many times,
dangerous services. By specifying exactly what outbound traffic to allow, all other
outbound traffic is blocked. This type of filtering would block root kits, viruses, and other
malicious tools if a host were to become compromised.
The companyJWB requires that permitted outbound traffic be limited to only known
"good" services, which are the following ports: 21, 22, 23, 25, 53, 80, 110, 443, and 995.
All other outbound traffic must be blocked at the firewall unless an exception is granted
from IT.

4.4 Networking Hardware
Networking hardware, such as routers, switches, hubs, bridges, and access points, should be
implemented in a consistent manner. The following statements apply to JWBthe company's
implementation of networking hardware:
•

Networking hardware must provide secure administrative access (through the use of
encryption) with management access limited, if possible, to only networks where
management connections would be expected to originate.

•

Clocks on all network hardware should be synchronized using NTP or another means.
Among other benefits, this will aid in problem resolution and security incident
investigation.

•

If possible for the application, switches are preferred over hubs. When using switches
JWBthe company should use VLANs to separate networks if it is reasonable and possible
to do so.

•

Access control lists must be implemented on network devices that prohibit direct
connections to the devices. Connections to the router should be limited to the greatest
extent possible. Exceptions to this are management connections that can be limited to
known sources.
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•

Unused services and ports must be disabled on networking hardware.

•

Access to administrative ports on networking hardware must be restricted to known
management hosts and otherwise blocked with a firewall or access control list.

4.5 Network Servers
Servers typically accept connections from a number of sources, both internal and external. As a
general rule, the more sources that connect to a system, the more risk that is associated with that
system, so it is particularly important to secure network servers. The following statements apply
to JWBthe company's use of network servers:
•

Unnecessary files, services, and ports should be removed or blocked. If possible, follow a
server-hardening guide, which is available from the leading operating system
manufacturers.

•

Network servers, even those meant to accept public connections, must be protected by a
firewall or access control list.

•

If possible, a standard installation process should be developed for JWBthe company's
network servers. This will provide consistency across servers no matter what employee or
contractor handles the installation.

•

Clocks on network servers should be synchronized with JWBthe company's other
networking hardware using NTP or another means. Among other benefits, this will aid in
problem resolution and security incident investigation.

4.6 Intrusion Detection/Intrusion Prevention
Intrusion Detection System (IDS) and Intrusion Prevention System (IPS) technology can be useful
in network monitoring and security. The tools differ in that an IDS alerts to suspicious activity
whereas an IPS blocks the activity. When tuned correctly, IDSs are useful but can generate a
large amount of data that must be evaluated for the system to be of any use. IPSs automatically
take action when they see suspicious events, which can be both good and bad, since legitimate
network traffic can be blocked along with malicious traffic.
The companyJWB requires the use of either an IDS or IPS on critical or high-risk network
segments. If an IDS is used, procedures must be implemented to review and act on the alerts
expediently. If an IPS is used, procedures must be implemented that provide a mechanism for
emergency unblocking if the IPS obstructs legitimate traffic. Also, if an IPS is used, it should be
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audited and documented according to the standards detailed in the "Firewalls" section of this
document.

4.7 Security Testing
Security testing, also known as a vulnerability assessment, a security audit, or penetration testing,
is an important part of maintaining the company's JWB’s network security. Security testing can
be provided by IT, but is often more effective when performed by a third party with no connection
to JWBthe company's day-to-day Information Technology activities. The following sections
detail JWBthe company's requirements for security testing.
4.7.1 Internal Security Testing
Internal security testing does not necessarily refer to testing of the internal network, but
rather testing performed by members of IT. Internal testing should not replace external
testing; however, when external testing is not practical for any reason, or as a supplement
to external testing, internal testing can be helpful in assessing the security of the network.
Internal security testing is allowable, but only by employees whose job functions are to
assess security, and only with permission of IT. Internal testing should have no
measurable negative impact on JWBthe company's systems or network performance.
4.7.2 External Security Testing
External security testing, which is testing by a third party entity, is an excellent way to
audit JWBthe company's security controls. IT must determine to what extent this testing
should be performed, and what systems/applications it should cover.
External testing must not negatively affect network performance during business hours or
network security at any time.
As a rule, "penetration testing," which is the active exploitation of JWBcompany
vulnerabilities, should be discouraged. If penetration testing is performed, it must not
negatively impact JWBcompany systems or data.
The companyJWB requires that external security testing be performed annually.

4.8 Disposal of Information Technology Assets
IT assets, such as network servers and routers, often contain sensitive data about JWBthe
company's network communications. When such assets are decommissioned as approved by the
Board, the following guidelines must be followed:
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•

Any asset tags or stickers that identify JWBthe company must be removed before disposal.

•

Any configuration information must be removed by deletion or, if applicable, resetting the
device to factory defaults.

•

At a minimum, data wiping must be used. Simply reformatting a drive or deleting data
does not make the data unrecoverable. If wiping is used, the organizationcompany must
use the most secure commercially-available methods for data wiping. Alternatively,
JWBthe company has the option of physically destroying the data storage mechanism from
the device (such as its hard drive or solid state memory) or recycling the device through a
company that follows all applicable laws in regards to privacy and confidentially with
destruction of hard drives or solid state memory.
.

4.9 Network Compartmentalization
Good network design is integral to network security.
By implementing network
compartmentalization, which is separating the network into different segments, JWBthe company
will reduce its network-wide risk from an attack or virus outbreak. Further, security can be
increased if traffic must traverse additional enforcement/inspection points. JWBThe company
requires the following with regard to network compartmentalization:
4.9.1 Higher Risk Networks
Examples: Guest network, wireless network
Requirements: Segmentation of higher risk networks from JWBthe company's internal
network is required, and must be enforced with a firewall or router that provides access
controls.
4.9.2 Externally-Accessible Systems
Examples: Email servers, web servers
Requirements: Segmentation of externally-accessible systems from JWBthe company's
internal network is required, and must be enforced with a firewall or router that provides
access controls.
4.9.3 Internal Networks
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Examples: Sales, Finance, Human Resources
Requirements: Segmentation of internal networks from one another can improve security
as well as reduce chances that a user will access data that he or she has no right to access.
JWBThe company encourages, but does not require, such segmentation.

4.10 Network Documentation
Network documentation, specifically as it relates to security, is important for efficient and
successful network management. Further, the process of regularly documenting the network
ensures that JWBthe company's IT staff has a firm understanding of the network architecture at
any given time. The intangible benefits of this are immeasurable.
At a minimum, network documentation must include:
•

Network diagram(s)

•

System configurations

•

Firewall rule-set

•

IP Addresses

•

Access Control Lists

•

JWBThe company requires that network documentation be updated on a yearly basis.

4.11 Antivirus/Anti-Malware
Computer viruses and malware are pressing concerns in today's threat landscape. If a machine or
network is not properly protected, a virus outbreak can have devastating effects on the machine,
the network, and the entire organizationcompany. JWBThe company provides the following
guidelines on the use of antivirus/anti-malware software:
•

All JWBcompany-provided user workstations must have antivirus/anti-malware software
installed.

•

Workstation software must maintain a current "subscription" to receive patches and virus
signature/definition file updates.
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•

Patches, updates, and antivirus signature file updates must be installed in a timely manner,
either automatically or manually

•

In addition to the workstation requirements, virus and malware scanning must be
implemented at the Internet gateway to protect the entire network from inbound threats.

4.12 Software Use Policy
Software applications can create risk in a number of ways, and thus certain aspects of software use
must be covered by this policy. JWBThe company provides the following requirements for the
use of software applications:

•

Only legally licensed software may be used. Licenses for JWBthe company's software
must be stored in a secure location.

•

Open source and/or public domain software can only be used with the permission of IT.

•

Software should be kept reasonably up-to-date by installing new patches and releases from
the manufacturer.

•

Vulnerability alerts should be monitored for all software products that JWBthe company
uses. Any patches that fix vulnerabilities or security holes must be installed expediently.

4.13 Maintenance Windows and Scheduled Downtime
Certain tasks require that network devices be taken offline, either for a simple re-boot, an upgrade,
or other maintenance. When this occurs, the IT staff should make every effort to perform the
tasks at times when they will have the least impact on network users.

4.14 Change Management
Documenting changes to network devices is a good management practice and can help speed
resolution in the event of an incident. JWBThe company encourages documentation of changes
to network devices but does not require it.

4.15 Suspected Security Incidents
When a security incident is suspected that may impact a network device, the IT Staff should refer
to JWBthe company's Incident Response policy for guidance as well as the Incident Response and
Reporting Procedures and the Breach Response and Notification Procedures.
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4.16 Redundancy
Redundancy can be implemented on many levels, from redundancy of individual components to
full site-redundancy. As a general rule, the more redundancy implemented, the higher the
availability of the device or network, and the higher the associated cost. JWBThe company
wishes to provide IT with latitude to determine the appropriate level of redundancy for critical
systems and network devices. Redundancy should be implemented where it is needed, and
should include some or all of the following:
•

Hard drive redundancy, such as mirroring or RAID

•

Server level redundancy, such as clustering or high availability

•

Component level redundancy, such as redundant power supplies or redundant NICs

•

Keeping hot or cold spares onsite

4.17 Manufacturer Support Contracts
Outdated products can result in a serious security breach. When purchasing critical hardware or
software, JWBthe company must purchase a maintenance plan, support agreement, or software
subscription that will allow JWBthe company to receive updates to the software and/or firmware
for a specified period of time. The plan must meet the following minimum requirements:
Hardware: The arrangement must allow for repair/replacement of the device within an acceptable
time period, as determined by IT, as well as firmware or embedded software updates.
Software: The arrangement must allow for updates, upgrades, and hotfixes for a specified period
of time.

4.18 Security Policy Compliance
It is JWBthe company's intention to comply with this policy not just on paper but in its everyday
processes as well. With that goal in mind JWBthe company requires the following:
4.18.1 Security Officer (SO)Program Manager
The designated manager of JWBthe company's security program is responsible for
JWB’sthe company's compliance with this security policy and any applicable security
regulations. This employee is responsible for A) the initial implementation of the
security policies, B) ensuring that the policies are disseminated to employees, C) training
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and retraining of employees on the organizationcompany's information security program
(as detailed below), D) any ongoing testing or analysis of JWBthe company's security in
compliance with this policy, E) updating the policy as needed to adhere with applicable
regulations and the changing information security landscape. The Security Officer is also
responsible for responding to all security incidents, determining follow-up steps, and
notifying the JWB Executive Team (Risk Management Team).
4.18.2 Security Training
A training program must be implemented that will detail JWBthe company's information
security program to all users and/or employees covered by the policy, as well as the
importance of data security. Employees must sign off on the receipt of, and in agreement
to, the user-oriented policies. Re-training should be performed annually.
4.18.3 Security Policy Review
JWBThe company's security policies should be reviewed annually or when there is an
information security incident or a material change to JWBthe company's security policies
or as directed by the Executive Team (Risk Management Team). As part of this
evaluation JWBthe company should review:
•

Any applicable regulations for changes that would affect JWBthe company's
compliance or the effectiveness of any deployed security controls.

•

If JWBthe company's deployed security controls are still capable of performing
their intended functions.

•

If technology or other changes may have an effect on JWBthe company's security
strategy.

•

If any changes need to be made to accommodate future IT security needs.

4.19 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
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This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
ACL: A list that defines the permissions for use of, and restricts access to, network resources.
This is typically done by port and IP address.
Antivirus Software: An application used to protect a computer from viruses, typically through
real time defenses and periodic scanning. Antivirus software has evolved to cover other threats,
including Trojans, spyware, and other malware.
Firewall: A security system that secures the network by enforcing boundaries between secure
and insecure areas. Firewalls are often implemented at the network perimeter as well as in
high-security or high-risk areas.
Hub: A network device that is used to connect multiple devices together on a network.
IDS: Stands for Intrusion Detection System. A network monitoring system that detects and
alerts to suspicious activities.
IPS: Stands for Intrusion Prevention System. A networking monitoring system that detects and
automatically blocks suspicious activities.
NTP: Stands for Network Time Protocol. A protocol used to synchronize the clocks on
networked devices.
Password: A sequence of characters that is used to authenticate a user to a file, computer,
network, or other device. Also known as a passphrase or passcode.
RAID: Stands for Redundant Array of Inexpensive Disks. A storage system that spreads data
across multiple hard drives, reducing or eliminating the impact of the failure of any one drive.
Security Officer (SO) The designated manager of JWB's security program is responsible for
JWB’s compliance with this security policy and any applicable security regulations.
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Switch: A network device that is used to connect devices together on a network. Differs from a
hub by segmenting computers and sending data to only the device for which that data was
intended.
VLAN: Stands for Virtual LAN (Local Area Network). A logical grouping of devices within a
network that act as if they are on the same physical LAN segment.
Virus: Also called a "Computer Virus." A replicating application that attaches itself to other
data, infecting files similar to how a virus infects cells. Viruses can be spread through email or
via network-connected computers and file systems.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Outsourcing Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Outsourcing is a logical practice when specialized expertise is required, which happens frequently
in the field of IT. Trust is necessary for a successful outsourcing relationship, however, JWBthe
company must be protected by a policy that details and enforces the terms of the outsourcing
relationship.

2.0 Purpose
The purpose of this policy is to specify actions to take when selecting a provider of outsourced IT
services, standards for secure communications with the provider, and what contractual terms
should be in place to protect JWBthe company.

3.0 Scope
This policy covers any IT services being considered for outsourcing.

4.0 Policy
4.1 Deciding to Outsource
Outsourcing IT services is often necessary but should be carefully considered, since by nature a
certain amount of control will be lost by doing so.

4.2 Outsourcing Core Functions
JWBThe company permits the outsourcing of critical and/or core functions of JWBthe company's
ITnformation Technology infrastructure as long as this policy is followed. Examples of these
types of functions are data backups, remote access, security, and network management.

4.3 Evaluating a Provider
Once the decision to outsource an ITInformation Technology function has been made, selecting
the appropriate provider is critical to the success of the endeavor. Due diligence must be
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performed after the potential providers have been pared to a short list of two to three companies.
Due diligence must always be performed prior to a provider being selected.
Due diligence should include an evaluation of the provider's ability to perform the requested
services, and must specifically cover the following areas:
•

Technical ability of the provider

•

Ability to deliver the service

•

Experience of the provider

•

Reputation of the provider

•

Policies and procedures related to the service

•

Financial strength of the provider

•

Service Level Agreements related to the service

If the outsourced service will involve the provider having access to, or storing JWBthe company's
confidential information, due diligence must cover the provider's security controls for access to the
confidential information.

4.4 Security Controls
The outsourcing contract must provide a mechanism for secure information exchange with the
service provider. This will vary with the type of service being outsourced, but may include
remote access, VPN, or encrypted file exchange.
JWB and theThe company and provider must also maintain a mechanism for verifying the identity
of the other party and confirming changes to the service. This will prevent an attacker from using
social engineering tactics to gain access to JWB company data.

4.5 Outsourcing Contracts
All outsourced ITnformation Technology services must be governed by a legal contract, with an
original of the executed contract maintained by JWBthe company as specified by JWB Finance
Guidelines and Procedures.
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4.6 Access to Information
The provider must be given the least amount of network, system, and/or data access required to
perform the contracted services. This access must follow applicable policies and be periodically
audited.

4.7 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Backup: To copy data to a second location, solely for the purpose of safe keeping of that data.
Encryption: The process of encoding data with an algorithm so that it is unintelligible without
the key. Used to protect data during transmission or while stored.
Network Management: A far-reaching term that refers to the process of maintaining and
administering a network to ensure its availability, performance, and security.
Remote Access: The act of communicating with a computer or network from an off-site location.
Often performed by home-based or traveling users to access documents, email, or other resources
at a main site.
VPN: A secure network implemented over an insecure medium, created by using encrypted
tunnels for communication between endpoints.

7.0 Revision History
Revision 1.0, 9/12/2013
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Physical Security Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Information assets are necessarily associated with the physical devices on which they reside.
Information is stored on workstations and servers and transmitted on JWBthe company's physical
network infrastructure. In order to secure JWBthe company data, thought must be given to the
security of JWBthe company's physical IT resources to ensure that they are protected from
standard risks.

2.0 Purpose
The purpose of this policy is to protect JWBthe company's physical information systems by setting
standards for secure operations.

3.0 Scope
This policy applies to the physical security of JWBthe company's information systems, including,
but not limited to, all JWBcompany-owned or JWBcompany-provided network devices, servers,
personal computers, mobile devices, and storage media. Additionally, any person working in or
visiting JWBthe company's office is covered by this policy.
Please note that this policy covers the physical security of JWBthe company's ITnformation
Technology infrastructure, and does not cover the security of non-IT items or the important topic
of employee security. While there will always be overlap, care must be taken to ensure that this
policy is consistent with any existing physical security policies.

4.0 Policy
4.1 Choosing a Site
When possible, thought should be given to selecting a site for IT Operations that is secure and free
of unnecessary environmental challenges. This is especially true when selecting a datacenter or a
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site for centralized IT operations. At a minimum, JWBthe company's site should meet the
following criteria:
•

A site should not be particularly susceptible to fire, flood, earthquake, or other natural
disasters.

•

A site should not be located in an area where the crime rate and/or risk of theft is higher
than average.

•

A site should have the fewest number of entry points possible.

•

If these criteria cannot be effectively met for any reason, JWBthe company should consider
outsourcing its data in whole or in part to a third-party datacenter or hosting provider,
provided that such a company can cost effectively meet or exceed JWBthe company's
requirements.

4.2 Security Zones
At a minimum, JWBthe company will maintain standard security controls, such as locks on
exterior doors, video cameras and/or an alarm system, to secure JWBthe company's assets. In
addition to this JWBthe company must provide security in layers by designating different security
zones within the building. Security zones should include:
Public This includes areas of the building or office that are intended for public access.
•

Access Restrictions: None

•

Additional Security Controls: None

•

Examples: Lobby, common areas of building, conference rooms

Company This includes secured areas of the building or office that are used only by employees
and other persons for official JWBcompany business.
•

Access Restrictions: Only JWBcompany personnel and approved/escorted guests

•

Additional Security Controls: Additional access controls should be used, such as keys,
keypads, keycards, or similar devices, with access to these areas logged if possible.
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Examples: Hallways, private offices, work areas

Private This includes areas that are restricted to use by certain persons within JWBthe company,
such as the server room.
•

Access Restrictions: Only specifically approved personnel

•

Additional Security Controls: Additional access controls must be used, such as keys,
keypads, keycards, or similar devices, with access to these areas logged. Additionally, an
alarm system should be considered for these areas that will alert to unauthorized access.

•

Examples: network room and storage areas.

4.3 Access Controls
Access controls are necessary to restrict entry to JWBthe company premises and security zones to
only approved persons. There are a several standard ways to do this, which are outlined in this
section, along with JWBthe company's guidelines for their use.
4.3.1 Keys & Keypads
The use of keys and keypads is acceptable, as long as their distribution is limited.

4.4 Physical Data Security
Certain physical precautions must be taken to ensure the integrity of JWBthe company's data. At
a minimum, the following guidelines must be followed:
•

Computer screens must be positioned where information on the screens cannot be seen by
outsiders.

•

Confidential and sensitive information must not be displayed on a computer screen where
the screen can be viewed by those not authorized to view the information.

•

Users must lock, log off or shut down their workstations when leaving for an extended time
period, or at the end of the workday.

•

Network ports that are not in use must be disabled.
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4.5 Physical System Security
In addition to protecting the data on JWBthe company's ITinformation technology assets, this
policy provides the guidelines below on keeping the systems themselves secure from damage or
theft.
4.5.1 Minimizing Risk of Loss and Theft
In order to minimize the risk of data loss through loss or theft of JWBcompany property,
the following guidelines must be followed:
•

Unused systems: If a system is not in use for an extended period of time it should be
moved to a secure area or otherwise secured.

•

Mobile devices: Special precautions must be taken to prevent loss or theft of mobile
devices. Refer to JWBthe company's Mobile Device Policy for guidance.

•

Systems that store confidential data: Special precautions must be taken to prevent
loss or theft of these systems. Refer to JWBthe company's Confidential Data
Policy for guidance.

4.5.2 Minimizing Risk of Damage
Systems that store JWBcompany data are often sensitive electronic devices that are
susceptible to being inadvertently damaged. In order to minimize the risk of damage, the
following guidelines must be followed:
•

Environmental controls should keep the operating environment of JWBcompany
systems within standards specified by the manufacturer. These standards often
involve, but are not limited to, temperature and humidity.

•

Proper grounding procedures must be followed when opening system cases. This
may include use of a grounding wrist strap or other means to ensure that the danger
from static electricity is minimized.

•

Strong magnets must not be used in proximity to JWBcompany systems or media.

•

Except in the case of a fire suppression system, open liquids must not be located
above ITcompany systems. Technicians working on or near JWBcompany
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systems should never use the systems as tables for beverages. Beverages must
never be placed where they can be spilled onto ITcompany systems.
Uninterruptible Power Supplies (UPS) and/or surge-protectors are required for all
company JWB systems. These devices must carry a warranty that covers the value
of the systems if the systems were to be damaged by a power surge.

4.6 Fire and Water Prevention
It is JWBthe company's policy to provide a safe workplace that minimizes the risk of fire and water
damage. In addition to the danger to employees, even a small incident can be catastrophic to
computer systems. Further, due to the electrical components of IT systems, the possible danger in
these areas is typically higher than other areas of JWBthe company's office. The guidelines
below are intended to be specific to JWB’s the company'sIT information technology assets and
should conform to JWBthe company's overall safety policy.
•

Fire, smoke alarms, water detection and/or suppression systems must be used, and must
conform to local fire codes and applicable ordinances.

•

Electrical outlets must not be overloaded. Users must not chain multiple power strips,
extension cords, or surge protectors together.

•

Extension cords, surge protectors, power strips, and uninterruptible power supplies must
be of the three-wire/three-prong variety.

•

Only electrical equipment that has been approved by Underwriters Laboratories and bears
the UL seal of approval must be used.

•

Unused electrical equipment should be turned off when not in use for extended periods of
time (i.e., during non-business hours) if possible.

•

Periodic inspection of electrical equipment must be performed. Power cords, cabling, and
other electrical devices must be checked for excessive wear or cracks. If overly-worn
equipment is found, the equipment must be replaced or taken out of service immediately
depending on the degree of wear.

•

A smoke alarm monitoring and water detection service must be used that will alert a
designated JWBcompany employee if an alarm is tripped during non-business hours.
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4.7 Entry Security
It is JWBthe company's policy to provide a safe workplace for employees. Monitoring those who
enter and exit the premises is a good security practice in general, but is particularly true for
minimizing risk to JWBcompany systems and data. The guidelines below are intended to be
specific to JWB’s ITthe company's information technology assets and should conform to JWBthe
company's overall security policy.
4.7.1 Use of Identification Badges
Identification (ID) badges are useful to identify authorized persons on JWBthe company
premises. JWBThe company has established the following guidelines for the use of ID
badges.
•

Employees: Photo ID badges are required and must be displayed at all times while
on JWBcompany premises.

•

Non-employees/Visitors: Visitors are restricted to public areas unless escorted.

•

Users must a report lost or stolen badge immediately to the Facilities Coordinator.

•

Initial badge generation will be done only at the direction of Human Resources for
new hires or users changing jobs, or as instructed by the Executive Team.

4.7.2 Visitor Access
Visitors should be given only the level of access to JWBthe company premises that is
appropriate to the reason for their visit. Visitors must be escorted in secure areas unless
they have been identified as an approved vendor, consultant or other personnel who have
official business in the office. Examples of a trusted visitor may be JWBthe company's
legal counsel, financial advisor, or a courier that frequents the office.

4.8 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.
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5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Biometrics: The process of using a person's unique physical characteristics to prove that person's
identity. Commonly used are fingerprints, retinal patterns, and hand geometry.
Datacenter: A location used to house a company's servers or other information technology
assets. Typically offers enhanced security, redundancy, and environmental controls.
Keycard: A plastic card that is swiped, or that contains a proximity device, that is used for
identification purposes. Often used to grant and/or track physical access.
Keypad: A small keyboard or number entry device that allows a user to input a code for
authentication purposes. Often used to grant and/or track physical access.
Mobile Device: A portable device that can be used for certain applications and data storage.
Examples are PDAs or Smartphones.
PDA: Stands for Personal Digital Assistant. A portable device that stores and organizes
personal information, such as contact information, calendar, and notes.
Smartphone: A mobile telephone that offers additional applications, such as PDA functions and
email.
Uninterruptible Power Supplies (UPS): A battery system that automatically provides power to
electrical devices during a power outage for a certain period of time. Typically also contains
power surge protection.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Third Party Connection Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Direct connections to external entities are sometimes required for business operations. These
connections are typically to provide access to vendors or partners for service delivery. Since
JWBthe company's security policies and controls do not extend to the users of the third parties'
networks, these connections can present a significant risk to the network and thus require careful
consideration.

2.0 Purpose
The policy is intended to provide guidelines for deploying and securing direct connections to third
parties.

3.0 Scope
The scope of this policy covers all direct connections to JWBthe company's network from
non-JWBcompany owned networks. This policy excludes remote access and Virtual Private
Network (VPN) access, which are covered in separate policies.

4.0 Policy
4.1 Use of Third Party Connections
Third party connections are to be discouraged and used only if no other reasonable option is
available. When it is necessary to grant access to a third party, the access must be restricted and
carefully controlled. A requester of a third party connection must demonstrate a compelling
business need for the connection. This request must be approved and implemented by IT.

4.2 Security of Third Party Access
Third party connections require additional scrutiny. The following statements will govern these
connections:
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•

Connections to third parties must use a firewall or Access Control List (ACL) to separate
JWBthe company's network from the third party's network.

•

Third parties will be provided only the minimum access necessary to perform the function
requiring access. If possible this should include time-of-day restrictions to limit access to
only the hours when such access is required.

•

Wherever possible, systems requiring third party access should be placed in a public
network segment or demilitarized zone (DMZ) in order to protect internal network
resources.

•

If a third party connection is deemed to be a serious security risk, IT will have the authority
to prohibit the connection. If the connection is absolutely required for business functions,
additional security measures should be taken at the discretion of IT.

4.3 Restricting Third Party Access
Best practices for a third party connection requires that the link be held to higher security standards
than an intra-JWBcompany connection. As such, the third party must agree to:
•

Restrict access to JWBthe company's network to only those users that have a legitimate
business need for access.

•

Provide JWBthe company with the names and any other requested information about
individuals that will have access to the connection. JWBThe company reserves the right
to approve or deny this access based on its risk assessment of the connection.

•

Supply JWBthe company with on-hours and off-hours contact information for the person
or persons responsible for the connection.

•

If confidential data is involved, provide JWBthe company with the names and any other
requested information about individuals that will have access to JWBthe company's
confidential data. The steward or owner of the confidential data will have the right to
approve or deny this access for any reason.

4.4 Auditing of Connections
In order to ensure that third-party connections are in compliance with this policy, they must be
audited periodically.
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4.5 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Access Control List (ACL): A list that defines the permissions for use of, and restricts access to,
network resources. This is typically done by port and IP address.
Demilitarized Zone (DMZ): A perimeter network, typically inside the firewall but external to
the private or protected network, where publicly-accessible machines are located. A DMZ allows
higher-risk machines to be segmented from the internal network while still providing security
controls.
Firewall: A security system that secures the network by enforcing boundaries between secure
and insecure areas. Firewalls are often implemented at the network perimeter as well as in
high-security or high-risk areas.
Third Party Connection: A direct connection to a party external to the company. Examples of
third party connections include connections to customers, vendors, partners, or suppliers.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Virtual Private Network (VPN) Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
A Virtual Private Network, or VPN, provides a method to communicate with remote sites securely
over a public medium, such as the Internet. A site-to-site VPN is a dependable and inexpensive
substitute for a point-to-point Wide Area Network (WAN). Site-to-site VPNs can be used to
connect the LAN to a number of different types of networks: branch or home offices, vendors,
partners, customers, etc. As with any external access, these connections need to be carefully
controlled through a policy.

2.0 Purpose
This policy details details JWBthe company's standards for site-to-site VPNs. The purpose of this
policy is to specify the security standards required for such access, ensuring the integrity of data
transmitted and received, and securing the VPN pathways into the network.

3.0 Scope
The scope of this policy covers all site-to-site VPNs that are a part of JWBthe company's
infrastructure, including both sites requiring access to JWBthe company's network (inbound) and
sites where JWBthe company connects to external resources (outbound). Note that remote access
VPNs are covered under a separate Remote Access Policy.

4.0 Policy
4.1 Encryption
Site-to-site VPNs must utilize strong encryption to protect data during transmission. Encryption
algorithms must meet or exceed current minimum industry standards, such as Triple DES or AES.

4.2 Authentication
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Site-to-site VPNs must utilize a strong password, pre-shared key, certificate, or other means of
authentication to verify the identity of the remote entity. The strongest authentication method
available must be used, which can vary from product-to-product.

4.3 Implementation
When site-to-site VPNs are implemented, they must adhere to the policy of least access, providing
access limited to only what is required for business purposes. This must be enforced with a
firewall or other access control that has the ability to limit access only to the ports and IP addresses
required for business purposes.

4.4 Management
JWBThe company should manage its own VPN gateways, meaning that a third party must not
provide and manage both sides of the site-to-site VPN, unless this arrangement is covered under an
outsourcing agreement. If an existing VPN is to be changed, the changes must only be performed
with the approval of IT.

4.5 Logging and Monitoring
Depending on the nature of the site-to-site VPN, IT will use his or her discretion as to whether
additional logging and monitoring is warranted. As an example, a site-to-site VPN to a third party
would likely require additional scrutiny but a VPN to a branch office of JWBthe company would
likely not be subject to additional logging or monitoring.

4.6 Encryption Keys
Site-to-site VPNs are created with pre-shared keys. The security of these keys is critical to the
security of the VPN, and by extension, the network. Encryption keys should be changed yearly.
If certificates are used instead of pre-shared keys, the certificates should expire and be
re-generated after three years.

4.7 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.
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5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Certificate: Also called a "Digital Certificate." A file that confirms the identity of an entity,
such as a company or person. Often used in VPN and encryption management to establish trust of
the remote entity.
Demilitarized Zone (DMZ): A perimeter network, typically inside the firewall but external to
the private or protected network, where publicly-accessible machines are located. A DMZ allows
higher-risk machines to be segmented from the internal network while still providing security
controls.
Encryption: The process of encoding data with an algorithm so that it is unintelligible without
the key. Used to protect data during transmission or while stored.
Remote Access VPN: A VPN implementation at the individual user level. Used to provide
remote and traveling users secure network access.
Site-to-Site VPN: A VPN implemented between two static sites, often different locations of a
business.
Virtual Private Network (VPN): A secure network implemented over an insecure medium,
created by using encrypted tunnels for communication between endpoints.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Wireless Access Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Wireless communication is playing an increasingly important role in the workplace. In the past,
wireless access was the exception; it has now become the norm in many companies. However,
while wireless access can increase mobility and productivity of users, it can also introduce security
risks to the network. These risks can be mitigated with a sound Wireless Access Policy.

2.0 Purpose
The purpose of this policy is to state the standards for wireless access to JWBthe company's
network. Wireless access can be done securely if certain steps are taken to mitigate known risks.
This policy outlines the steps JWBthe company wishes to take to secure its wireless infrastructure.

3.0 Scope
This policy covers anyone who accesses the network via a wireless connection. The policy
further covers the wireless infrastructure of the network, including access points, routers, wireless
network interface cards, and anything else capable of transmitting or receiving a wireless signal.

4.0 Policy
4.1 Physical Guidelines
Unless a directional antenna is used, a wireless access point typically broadcasts its signal in all
directions. For this reason, access points must be located central to the office space rather than
along exterior walls. If it is possible with the technology in use, signal broadcast strength must be
reduced to only what is necessary to cover the office space. Directional antennas should be
considered in order to focus the signal to areas where it is needed.
Physical security of access points must be considered. Access points must not be placed in public
or easily accessed areas. Access points must be placed in non-obvious locations (i.e., above
ceiling tiles) so that they cannot be seen or accessed without difficulty.
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4.2 Configuration and Installation
The following guidelines apply to the configuration and installation of wireless networks:
4.2.1 Security Configuration
•

The Service Set Identifier (SSID) of the access point must be changed from the
factory default. The SSID must be changed to something completely nondescript.
Specifically, the SSID must not identify JWBthe company, the location of the
access point, or anything else that may allow a third party to associate the access
point's signal to JWBthe company.

•

Encryption must be used to secure wireless communications. Stronger algorithms
are preferred to weaker ones (i.e., WPA should be implemented rather than WEP).

•

Administrative access to wireless access points must utilize strong passwords.

•

All logging features should be enabled on JWBthe company's access points.

4.2.2 Installation
•

Software and/or firmware on the wireless access points and wireless network
interface cards (NICs) must be updated prior to deployment.

•

Wireless networking must not be deployed in a manner that will circumvent
JWBthe company's security controls.

•

Wireless devices must be installed only by JWBthe company's IT department or
contracted vendor.

•

Channels used by wireless devices should be evaluated to ensure that they do not
interfere with JWBcompany equipment.

4.3 Accessing Confidential Data
Wireless access to confidential data is permitted as long as the access is consistent with this and
other policies that apply to confidential data.
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4.4 Inactivity
It is encouraged that users should disable their wireless capability when not using the wireless
network. This will reduce the chances that their machine could be compromised from the wireless
NIC.
Inactive wireless access points should be disabled. If not regularly used and maintained, inactive
access points represent an unacceptable risk to JWBthe company.

4.5 Audits
The wireless network must be audited twice each year to ensure that this policy is being followed.
Specific audit points should be: location of access points, signal strength, SSID, and use of strong
encryption.

4.6 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Mac Address: Short for Media Access Control Address. The unique hardware address of a
network interface card (wireless or wired). Used for identification purposes when connecting to a
computer network.
SSID: Stands for Service Set Identifier. The name that uniquely identifies a wireless network.
WEP: Stands for Wired Equivalency Privacy. A security protocol for wireless networks that
encrypts communications between the computer and the wireless access point. WEP can be
cryptographically broken with relative ease.
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WiFi: Short for Wireless Fidelity. Refers to networking protocols that are broadcast wirelessly
using the 802.11 family of standards.
Wireless Access Point: A central device that broadcasts a wireless signal and allows for user
connections. A wireless access point typically connects to a wired network.
Wireless NIC: A Network Interface Card (NIC) that connects to wireless, rather than wired,
networks.
WPA: Stands for WiFi Protected Access. A security protocol for wireless networks that
encrypts communications between the computer and the wireless access point. Newer and
considered more secure than WEP.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Acceptable Use Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
This policy explains how organization information technology resources are to be used and
specifies what actions are prohibited. While this policy is as comprehensive as possible,
questions that arise on what constitutes acceptable use of JWB technology should be directed to
the user’s Supervisor.

2.0 Purpose
Since inappropriate use of organization systems exposes the JWBcompany to risk, it is important
to specify exactly what is permitted and what is prohibited. The purpose of this policy is to detail
the acceptable use of organization ITinformation technology resources for the protection of all
parties involved.

3.0 Scope
The scope of this policy includes any and all use of organization IT resources, including but not
limited to, computer systems, email, the network, and the organization Internet connection.

4.0 Policy
4.1 Email Use
Email use is primarily for conducting JWB business. Email in and out of JWB is a public record
pursuant to Florida’s Public Records Act (Chapter 119, F.S.) and thus, will be subject to release
upon request. In addition, users have no expectation of privacy in their JWB email account as
their email may be monitored at any time, for any reason and without advance notice to the user.
Personal usage of the JWBcompany email systems is permitted as long as A) such usage does not
negatively impact the organization computer network, and B) such usage does not negatively
impact the user’s job performance.
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4.2 Confidentiality
Confidential data (data that is exempt from disclosure pursuant to Florida’s Public Record Act)
must not be A) shared or disclosed in any manner to non-employees of JWBthe company that
violates data agreements or applicable laws, B) should not be posted on any publicly accessible
systems, and C) should not be transferred in any insecure manner. In addition, certain employees
may be granted access to data that is exempt from Florida’s Public Records Act via written
agreement or court order. Those employees specifically granted access may not allow
employee’s without authorization or any third party to access or view the confidential data.
Please note that this is only a brief overview of how to handle confidential information. The
Confidential Data Policy should be referred to for more detail.

4.3 Network Access
The user should take reasonable efforts to avoid accessing network data, files, and information that
are not directly related to his or her job function. Existence of access capabilities does not imply
permission to use this access.

4.4 Unacceptable Use
The following actions shall constitute unacceptable use of the organization network. This list is
not exhaustive, but is included to provide a frame of reference for types of activities that are
deemed unacceptable. The user may not use the organization network and/or systems to:
•

Engage in activity that is illegal under local, state, federal, or international law.

•

Engage in any activities that may cause embarrassment, loss of reputation, or other harm to
JWBthe company.

•

Disseminate defamatory, discriminatory, vilifying, sexist, racist, abusive, rude, annoying,
insulting, threatening, obscene or otherwise inappropriate messages or media.

•

Engage in activities that cause an invasion of privacy.

•

Engage in activities that cause disruption to the workplace environment or create a hostile
workplace.

•

Make fraudulent offers for products or services.
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•

Perform any of the following: port scanning, security scanning, network sniffing,
keystroke logging, or other IT information gathering techniques when not part of
employee's job function.

•

Install or distribute unlicensed or "pirated" software.

•

Reveal personal or network passwords to others.

•

Text for business purposes.

4.5 Blogging and Social Networking
Blogging and social networking by JWBthe company's employees are subject to the terms of this
policy, whether performed from the organization network or from personal systems. Blogging and
social networking are allowed from the organization computer network provided that A) it is done
in a fair and courteous manner, B) data exempt from disclosure pursuant to Chapter 119, F.S. is not
disclosed, and C) it does not impact the user's job performance. Nothing herein should be
construed to restrict an employee’s rights guaranteed by Section 7 of the National Labor Relations
Act. The user assumes all risks associated with blogging and/or social networking. All data on
JWB blogging and social media sites are public records pursuant to Florida’s Public Records Act
(Chapter 119.F.S) and thus, will be subject to release upon request.

4.6 Instant Messaging
Instant Messaging is not allowed for organization communications.

4.7 Overuse
Actions detrimental to the computer network or other organization resources, or that negatively
affect job performance are not permitted.

4.8 Web Browsing
The Internet is a network of interconnected computers of which JWBthe company has very little
control, except for the ability to filter some sites on the internal network. The user should
recognize this when using the Internet, and understand that it is a public domain and he or she can
come into contact with information, even inadvertently, that he or she may find offensive, sexually
explicit, or inappropriate. The user must use the Internet at his or her own risk. JWBThe
company is specifically not responsible for any information that the user views, reads, or
downloads from the Internet.
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JWBThe company recognizes that the Internet can be a tool that is useful for both personal and
professional purposes. Personal usage of JWBcompany computer systems to access the Internet
is permitted as long as such usage follows pertinent guidelines elsewhere in this document and
does not have a detrimental effect on JWBthe company or on the user's job performance.

4.9 Copyright Infringement
JWBThe company's computer systems and networks must not be used to download, upload, or
otherwise handle illegal and/or unauthorized copyrighted content. Any of the following activities
constitute violations of acceptable use policy, if done without permission of the copyright owner:
A) copying and sharing images, music, movies, or other copyrighted material using P2P file
sharing or unlicensed CDs and DVDs; B) posting or plagiarizing copyrighted material; and C)
downloading copyrighted files which employee has not already legally procured. This list is not
meant to be exhaustive, copyright law applies to a wide variety of works and applies to much more
than is listed above.

4.10 Peer-to-Peer File Sharing
Peer-to-Peer (P2P) networking is not allowed on the organization network under any
circumstance.

4.11 Streaming Media
Streaming media can use a great deal of network resources and thus must be used carefully.
Reasonable use of streaming media is permitted as long as it does not negatively impact the
computer network or the user's job performance.

4.12 Monitoring and Privacy
Users should expect no privacy when using the organization network or JWBcompany resources.
Such use may include but is not limited to: transmission and storage of files, data, and messages.
JWBThe company reserves the right to monitor any and all use of the computer network. To
ensure compliance with JWBcompany policies this may include the interception and review of any
emails, or other messages sent or received, inspection of data stored on personal file directories,
hard disks, and removable media. Communications made or received by JWB members or staff are
considered public records and are retained and, upon request, made available to the public and
media in accordance with Chapter 119, F.S.
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4.13 Bandwidth Usage
Excessive use of JWBcompany bandwidth or other computer resources is not permitted. Large
file downloads or other bandwidth-intensive tasks that may degrade network capacity or
performance must be performed during times of low organizationalcompany-wide usage.

4.14 Personal Usage
Personal usage of JWBcompany computer systems is permitted as long as such usage follows
pertinent guidelines elsewhere in this document and/or the employee policies and procedures
handbook, and does not have a detrimental effect on JWBthe company or on the user's job
performance.

4.15 Remote Desktop Access
Use of remote desktop software and/or services is allowable as long as it is provided by JWBthe
company. Remote access to the network must conform to JWBthe company's Remote Access
Policy.

4.16 Circumvention of Security
Using JWBcompany-owned or JWBcompany-provided computer systems to circumvent any
security systems, authentication systems, user-based systems, or escalating privileges is expressly
prohibited. Knowingly taking any actions to bypass or circumvent security is expressly
prohibited.

4.17 Use for Illegal Activities
No JWBcompany-owned or JWBcompany-provided computer systems may be knowingly used
for activities that are considered illegal under local, state, federal, or international law. Such
actions may include, but are not limited to, the following:
•

Unauthorized Port Scanning

•

Unauthorized Network Hacking

•

Unauthorized Packet Sniffing

•

Unauthorized Packet Spoofing

•

Unauthorized Denial of Service
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Unauthorized Wireless Hacking

•

Any act that may be considered an attempt to gain unauthorized access to or
escalate privileges on a computer or other electronic system

•

Acts of Terrorism

•

Identity Theft

•

Spying

•

Downloading, storing, or distributing violent, perverse, obscene, lewd, or offensive
material as deemed by applicable statutes

•

Downloading, storing, or distributing copyrighted material

JWBThe company will take all necessary steps to report and prosecute any violations of this
policy.

4.18 Non-JWBCompany-Owned Equipment
Non-JWBcompany-provided equipment is expressly prohibited on JWBthe company's network.

4.19 Personal Storage Media
JWBThe company does not restrict the use personal storage media, which includes but is not
limited to: USB or flash drives, external hard drives, personal music/media players, and CD/DVD
writers, on the organization network provided that guidelines for data confidentiality are followed.
The user must take reasonable precautions to ensure viruses, Trojans, worms, malware, spyware,
and other undesirable security risks are not introduced onto JWBsthe company network. Use of
personal storage media must conform to JWBthe company's Mobile Device Policy.

4.20 Software Installation
Installation of non-JWBcompany-supplied programs is prohibited. Numerous security threats
can masquerade as innocuous software - malware, spyware, and Trojans can all be installed
inadvertently through games or other programs. Alternatively, software can cause conflicts or
have a negative impact on system performance.

4.21 Reporting of Security Incident
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If a security incident or breach of any security policies is discovered or suspected, the user must
immediately notify his or her supervisor and/or follow any applicable guidelines as detailed in the
Incident Response and Reporting Procedures and/or the Breach Response and Notification
Proceduresthe organization Incident Response Policy. Examples of incidents that require
notification include:
•

Suspected compromise of login credentials (username, password, etc.).

•

Suspected virus/malware/Trojan infection.

•

Loss or theft of any device that contains JWB company information.

•

Loss or theft of ID badge or keycard.

•

Any attempt by any person to obtain a user's password over the telephone or by email.

•

Any other suspicious event that may impact JWBthe company's information security.

Users must treat a suspected security incident as a breach of confidential information, and report
the incident only to his or her supervisor and IT. Users must not withhold information relating to
a security incident or interfere with an investigation.

4.22 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Blogging: The process of writing or updating a "blog," which is an online, user-created journal
(short for "web log").
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Instant Messaging:
A text-based computer application that allows two or more
Internet-connected users to "chat" in real time.
Peer-to-Peer (P2P) File Sharing: A distributed network of users who share files by directly
connecting to the users' computers over the Internet rather than through a central server.
Remote Desktop Access: Remote control software that allows users to connect to, interact with,
and control a computer over the Internet just as if they were sitting in front of that computer.
Streaming Media: Information, typically audio and/or video, that can be heard or viewed as it is
being delivered, which allows the user to start playing a clip before the entire download has
completed.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Confidential Data Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Confidential data is typically the data that holds the most value to JWBa company. Often,
confidential data is valuable to others as well, and thus can carry greater risk than general
JWBcompany data. JWB’s confidential data includes data that is exempt from disclosure pursuant
to Chapter 119.F.S and data protected under HIPAA, FERPA or any other applicable laws
protecting data.
For these reasons, JWB dictates detailed security standards that relate
specifically to confidential data.

2.0 Purpose
The purpose of this policy is to detail how confidential data, as identified by the Data
Classification Policy, should be handled. This policy lays out standards for the use of
confidential data, and outlines specific security controls to protect this data.

3.0 Scope
The scope of this policy covers all JWBcompany-confidential data, regardless of location. Also
covered by the policy are hardcopies of JWBcompany data, such as printouts, faxes, notes, etc.

4.0 Policy
4.1 Treatment of Confidential Data
For clarity, the following sections on storage, transmission, and destruction of confidential data are
restated from the Data Classification Policy.
4.1.1 Storage
Confidential information must be removed from desks, computer screens, and common
areas unless it is currently in use. Screens must be locked when the employee is away
from the computer. Confidential information should be stored under lock and key (or
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keycard/keypad), with the key, keycard, or code secured. Confidential information should
only be stored on the JWB internal network. Therefore, no confidential data should ever be
stored on local hard drives, zip drives, CDs, etc.
4.1.2 Transmission
Strong encryption must be used when transmitting confidential data, regardless of whether
such transmission takes place inside or outside JWBthe company's network.
4.1.3 Destruction
Confidential data must be destroyed in a manner that makes recovery of the information
impossible. The following guidelines apply:

•

•

Paper/documents: must be destroyed through the secure shredding mechanism.

•

Storage media (CDs, DVDs): physical destruction is required.

Hard Drives/Systems/Mobile Storage Media: physical destruction or a triple wipe of the
hard drive is required or devices may be recycled through a company that follows all
applicable laws in regards to privacy and confidentially with destruction of hard drives or
solid state memory.
. If physical destruction is not possible, IT must be notified.
•

Participant data from JWB funded agencies or received through data sharing
agreement will never be destroyed.

4.2 Use of Confidential Data
A successful confidential data policy is dependent on the users knowing and adhering to JWBthe
company's standards involving the treatment of confidential data. The following applies to how
users must interact with confidential data:
•

All employees must agree and sign the JWB Confidentiality Agreement annually.

•

Users must only access the confidential data needed to perform his/her job function.

•

Users must not seek personal benefit, or assist others in seeking personal benefit, from the
use of confidential information.
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•

Users must protect any confidential information to which they have been granted access
and not reveal, release, share, email, exhibit, display, distribute, or discuss the information
unless necessary to do his or her job and only disclose to JWB co-workers who have
executive the confidentiality agreements or the action is approved by his or her supervisor.;
with the exception of photos/videos where consent has been given.

•

Users must report any suspected misuse or unauthorized disclosure of confidential
information immediately to his or her supervisor and IT.

•

If confidential information is shared with third parties, such as contractors, vendors or
temporary employees a contract must specify or a confidentiality agreement must be
signed that will govern the third parties' use of confidential information. Refer to JWBthe
company's outsourcing policy for additional guidance.

•

If confidential information is shared with a third party, JWBthe company must indicate to
the third party how the data should be used, secured, and, destroyed. Refer to JWBthe
company's outsourcing policy and security procedures for additional guidance.

4.3 Security Controls for Confidential Data
Confidential data requires additional security controls in order to ensure its integrity. JWBThe
company requires that the following guidelines are followed:
•

Strong encryption must be used for confidential data transmitted internal or external to
JWBthe company. Confidential data must always be stored in encrypted form.

•

Systems that contain confidential data, as well as confidential data in hardcopy form,
should be stored in secured areas. Special thought should be given to the security of the
keys and access controls that secure this data.

•

When printing confidential data the user should use best efforts to ensure that the
information is not viewed by others. Printed copies should be picked up immediately.
Printers that are used for confidential data must be located in secured areas.

•

Faxing of confidential data is prohibited, except for JWB employees where consent is
given for human resource related activities.

•

Emailing any confidential data is prohibited, including attachments.
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•

Mailing any confidential data is prohibited, unless consent is given.

•

When confidential information is discussed by individuals with authority to have access to
the information, it should be done in non-public places, and where the discussion cannot be
overheard. This information may not be discussed with individuals who are not JWB
employees without authorization.

•

Confidential data must be removed from documents unless its inclusion is absolutely
necessary.

•

Confidential data must never be stored on non-JWBcompany-provided network or
machines (i.e., home computers).

•

If confidential data is written on a whiteboard or other physical presentation tool, the data
must be erased after the meeting is concluded.

•

Any confidential data stored for and owned by a third party should adhere to all
confidential data agreements covering such information.

•

Confidential data must not be left on voicemail systems, either inside or outside JWBthe
company's network, or otherwise recorded with the exception of temporary passwords that
may be left on voicemail systems.

•

Original data sets containing confidential data must not be kept on the employee’s own network
drive but rather should be kept on a secured group network drive or secured SharePoint site.

4.4 Examples of Confidential Data
The following list is not intended to be exhaustive, but should provide JWBthe company
with guidelines on what type of information is typically considered confidential.
Confidential data can include:
•

Client identifying information such as names, date of birth, addresses and social security
numbers

•

Employee or participant Social Security numbers or protected personal information
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•

Information covered under the Health Insurance Portability and Accountability Act
information (HIPAA), for example: mental health or medical records

•

Information covered under the Family Educational Rights and Privacy Acts (FERPA), for
example: school data

•

Network diagrams and security configurations

•

Communications about JWBcompany legal matters

•

Passwords

•

Bank account information and routing numbers

•

Credit card information

4.5 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Authentication: A security method used to verify the identity of a user and authorize access to a
system or network.
Encryption: The process of encoding data with an algorithm so that it is unintelligible without
the key. Used to protect data during transmission or while stored.
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FERPA: (Family Educational Rights and Privacy Act of 1974) – FERPA is federal legislation in
the United States that protects the privacy of students' personally identifiable information (PII).
The act applies to all educational institutions that receive federal funds.
HIPAA: (Health Insurance Portability and Accountability Act) - HIPAA is the United States
Health Insurance Portability and Accountability Act of 1996. There are two sections to the Act.
HIPAA Title I deals with protecting health insurance coverage for people who lose or change jobs.
HIPAA Title II includes an administrative simplification section which deals with the
standardization of healthcare-related information systems. In the information technology
industries, this section is what most people mean when they refer to HIPAA. HIPAA establishes
mandatory regulations that require extensive changes to the way that health providers conduct
business.
Mobile Data Device: A data storage device that utilizes flash memory to store data. Often
called a USB drive, flash drive, or thumb drive.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Data Classification Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Information assets are assets to JWBthe company just like physical property. In order to
determine the value of the asset and how it should be handled, data must be classified according to
its importance to JWBcompany operations and the confidentiality of its contents. Once this has
been determined, JWBthe company can take steps to ensure that data is treated appropriately.

2.0 Purpose
The purpose of this policy is to detail a method for classifying data and to specify how to handle
this data once it has been classified.

3.0 Scope
The scope of this policy covers all JWB company data stored on JWBcompany-owned,
JWBcompany-leased, and otherwise JWBcompany-provided systems and media, regardless of
location. Also covered by the policy are hardcopies of JWBcompany data, such as printouts,
faxes, notes, etc.

4.0 Policy
4.1 Data Classification
Data residing on organization systems must be continually evaluated and classified into the
following categories:
1. Personal: includes user's personal data, emails, documents, etc. This policy excludes personal
information, so no further guidelines apply.
2. Operational: includes data for basic business operations, communications with vendors,
employees, etc. (non-confidential). The majority of data will fall into this category.
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3. Critical: any information deemed critical to business operations (often this data is operational or
confidential as well). It is extremely important to identify critical data for security and backup
purposes.
4. Confidential: any information exempt from disclosure pursuant to Chapter 119, F.S. See the
Confidential Data Policy for more detailed information about how to handle confidential data.

4.2 Data Storage
The following guidelines apply to storage of the different types of JWBcompany data.
4.2.1 Personal
There are no requirements for personal information.
4.2.2 Operational
Operational data must be stored where the backup schedule is appropriate to the
importance of the data, at the discretion of the user.
4.2.3 Critical
Critical data must be stored on a server that gets the most frequent backups (refer to the
Backup Policy for additional information). System- or disk-level redundancy is required.
4.2.4 Confidential
Confidential information must be removed from desks, computer screens, and common
areas unless it is currently in use. Confidential information should be stored under lock
and key (or keycard/keypad), with the key, keycard, or code secured.

4.3 Data Transmission
The following guidelines apply to transmission of the different types of company JWB data.
4.3.1 Personal
There are no requirements for personal information.
4.3.2 Operational
No specific requirements apply to transmission of operational data, however, as a general
rule, the data should not be transmitted unless necessary for business purposes.
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4.3.3 Critical
There are no requirements on transmission of critical data, unless the data in question is
also considered operational or confidential, in which case the applicable policy statements
would apply.
4.3.4 Confidential
Strong encryption must be used when transmitting confidential data, regardless of whether
such transmission takes place inside or outside JWBthe company's network. Personally
identifiable information must not be left on voicemail systems or otherwise recorded.

4.4 Data Destruction
The following guidelines apply to the destruction of the different types of JWBcompany data. All
applicable laws and regulations regarding retention documentation and information must be met
before any destruction can occur.
4.4.1 Personal
There are no requirements for personal information.
4.4.2 Operational
There are no requirements for the destruction of operational data, though shredding though
JWBthe company approved shredding mechanism is encouraged.
4.4.3 Critical
There are no requirements for the destruction of critical data, though shredding through the
company JWB approved shredding mechanism is encouraged. If the data in question is
also considered operational or confidential, the applicable policy statements would apply.
4.4.4 Confidential
Confidential data must be destroyed in a manner that makes recovery of the information
impossible. The following guidelines apply:
•

Paper/documents: all documents must be destroyed through the secure shredding
mechanism.

•

Storage media (CDs, DVDs): physical destruction is required.

•

Hard Drives/Systems/Mobile Storage Media: physical destruction is required or the
device may be recycled. through a company that follows all applicable laws in
regards to privacy and confidentially with destruction of hard drives or solid state
memory.
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If physical destruction is not possible, IT staff must be notified.
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4.5 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Authentication: A security method used to verify the identity of a user and authorize access to a
system or network.
Backup: To copy data to a second location, solely for the purpose of safe keeping of that data.
Encryption: The process of encoding data with an algorithm so that it is unintelligible without
the key. Used to protect data during transmission or while stored.
Mobile Data Device: A data storage device that utilizes flash memory to store data. Often
called a USB drive, flash drive, or thumb drive.
Two-Factor Authentication: A means of authenticating a user that utilizes two methods:
something the user has, and something the user knows. Examples are smart cards, tokens, or
biometrics, in combination with a password.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Email Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Email is an essential component of JWB business; however it presents a particular set of
challenges due to its potential to introduce a security threat to the network. Email can also have
an effect on JWBthe company's liability by providing a written record of communications. This
policy outlines expectations for appropriate, safe, and effective email use.

2.0 Purpose
The purpose of this policy is to detail JWBthe company's usage guidelines for the email system.
This policy will help JWBthe company reduce risk of an email-related security incident, foster
good business communications both internal and external to JWBthe company, and provide for
consistent and professional application of JWBthe company's email principles.

3.0 Scope
The scope of this policy includes JWBthe company's email system in its entirety, including
desktop and/or web-based email applications, email on mobile devices, server-side applications,
email relays, and associated hardware. It covers all electronic mail sent from the system, as well
as any external email accounts accessed from the JWBcompany network.

4.0 Policy
4.1 Proper Use of JWBCompany Email Systems
Users are asked to exercise common sense when sending or receiving email from JWBcompany
accounts. Additionally, the following applies to the proper use of the JWBcompany email system.

Email Policy

177

Juvenile Welfare Board of Pinellas County
Email Policy
JWB Security Policies
Section 16

Created: 5/13/2013
Target Audience: Users, Technical
Page 83 of 114

4.1.1 Sending Email
When using a JWBcompany email account, email must be addressed and sent carefully.
Users should keep in mind that JWBthe company loses any control of email once it is sent
external to the JWBcompany network. Users must take extreme care when typing in
addresses, particularly when email address auto-complete features are enabled; using the
"reply all" function; or using distribution lists in order to avoid inadvertent information
disclosure to an unintended recipient. Careful use of email will help JWBthe company
avoid the unintentional disclosure of sensitive or non-public information.
4.1.2 Personal Use and General Guidelines
Personal usage of JWBcompany email systems is permitted as long as A) such usage does
not negatively impact the organization’s computer network, and B) such usage does not
negatively impact the user's job performance.
•

The following is never permitted: spamming, harassment, communicating threats,
solicitations, chain letters, or pyramid schemes. This list is not exhaustive, but is
included to provide a frame of reference for types of activities that are prohibited.

•

The user is prohibited from forging email header information or attempting to
impersonate another person.

•

Email is an insecure method of communication, and thus information that is
considered confidential or proprietary to JWBthe company may not be sent via
email, regardless of the recipient.

•

It is JWBcompany policy not to open email attachments from unknown senders, or
when such attachments are unexpected.

•

Email systems were not designed to transfer large files and as such emails should
not contain attachments of excessive file size.

4.1.3 Business Communications and Email
JWBThe company uses email as an important communication medium for business
operations. Users of the organization email system are expected to check and respond to
email in a consistent and timely manner.
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Additionally, users are asked to recognize that email sent from a JWBcompany
account reflects on JWBthe company, and, as such, email must be used with
professionalism and courtesy.

4.1.4 Email Signature
An email signature (contact information appended to the bottom of each outgoing email) is
required for all emails sent from the JWBcompany email system regardless of the device.
The signature should contain the fields and information as specified by the JWB
Communication Department. Email signatures may not include personal messages
(political, humorous, philosophical statements, etc.).
4.1.5 Mass Emailing
JWBThe company makes the distinction between the sending of mass emails and the
sending of unsolicited email (spam). Mass emails may be useful for JWBcompany
business and is allowed as the situation dictates. The sending of spam, on the other hand,
is strictly prohibited.
It is JWBthe company's intention to comply with applicable laws governing the sending of
mass emails. For this reason, as well as in order to be consistent with good business
practices, JWBthe company requires that email sent to more than one-hundred (100)
recipients external to the organizationcompany have the following characteristics:
1. The email must contain instructions on how to unsubscribe from receiving future
emails (a simple "reply to this message with UNSUBSCRIBE in the subject line" will
do). Unsubscribe requests must be honored immediately.
2. The email must contain a subject line relevant to the content.
3. The email must contain contact information, including the full physical address, of the
sender.
4. The email must contain no intentionally misleading information (including the email
header), blind redirects, or deceptive links.
Note that emails sent to JWBcompany employees, existing business partners, or persons
who have already inquired about JWBthe company's services are exempt from the above
requirements.
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4.1.6 Opening Attachments
Users must use care when opening email attachments. Viruses, Trojans, and other
malware can be easily delivered as an email attachment. Users should:
•

Never open unexpected email attachments.

•

Never open email attachments from unknown sources.

•

Never click links within email messages unless he or she is certain of the
link's safety. It is often best to copy and paste the link into your web
browser, or retype the URL, as specially-formatted emails can hide a
malicious URL.

JWBThe company may use methods to block what it considers to be dangerous or emails
or strip potentially harmful email attachments as it deems necessary.
4.1.7 Monitoring and Privacy
Users should expect no privacy when using the organization network or JWBcompany
resources. Such use may include but is not limited to: transmission and storage of files,
data, and messages. JWBThe company reserves the right to monitor any and all use of the
computer network. To ensure compliance with JWBcompany policies this may include
the interception and review of any emails, or other messages sent or received, inspection of
data stored on personal file directories, hard disks, and removable media.
4.1.8 JWBCompany Ownership of Email
Users should be advised that JWBthe company owns and maintains all legal rights to its
email systems and network, and thus any email passing through these systems is owned by
JWBthe company and it may be subject to use for purposes not be anticipated by the user.
Keep in mind that email may be backed up, otherwise copied, retained, or used for legal,
disciplinary, or other reasons. Additionally, the user should be advised that email sent to
or from JWBthe company is considered public record.
4.1.9 Contents of Received Emails
Users must understand that JWBthe company has little control over the contents of
inbound email, and that this email may contain material that the user finds offensive. If
unsolicited email becomes a problem, JWBthe company may attempt to reduce the amount
of this email that the users receive, however no solution will be 100 percent effective. The
best course of action is to not open emails that, in the user's opinion, seem suspicious. If
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the user is particularly concerned about an email, or believes that it contains illegal content,
he or she should notify his or her supervisor and IT.
4.1.10 Access to Email from Mobile Phones
Many mobile phones or other devices, often called smartphones, provide the capability to
send and receive email. JWBThe company permits users to access the JWBcompany
email system from a mobile phone. Refer to the Mobile Device Policy for more
information.
4.1.11 Email Regulations
All communications made or received by JWB members or staff are considered public
records and are retained and, upon request, made available to the public and media in
accordance with Chapter 119, F.S.

4.2 External and/or Personal Email Accounts
JWBThe company recognizes that users may have personal email accounts in addition to their
JWBcompany-provided account. The following sections apply to non-JWBcompany provided
email accounts:
4.2.1 Use for JWBCompany Business
Users must use the JWBorganization email system for all business-related email. Users
are prohibited from sending business email from a non-JWBcompany-provided email
account. Using non-JWBcompany email accounts for business communications will
expose the employee to liability under the Florida Sunshine Law.
4.2.2 Access from the JWBCompany Network
Users are permitted to access external or personal email accounts from the organization
network, as long as such access uses no more than a trivial amount of the users' time and
JWBcompany resources.
4.2.3 Use for Personal Reasons
Users are strongly encouraged to use a non-JWBcompany-provided (personal) email
account for any non-business communications. Users must follow applicable policies
regarding the access of non-JWBcompany-provided accounts from the JWBcompany
network.

4.3 Confidential Data and Email
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The following sections relate to confidential data and email:
4.3.1 Passwords
As with any JWBcompany passwords, passwords used to access email accounts must be
kept confidential and used in adherence with the Password Policy. At the discretion of IT,
JWBthe company may further secure email with certificates, two factor authentication, or
another security mechanism.
4.3.2 Emailing Confidential Data
Email is an insecure means of communication. Users should think of email as they would
a postcard, which, like email, can be intercepted and read on the way to its intended
recipient.
JWBThe company requires that email should never contain confidential information. If an
employee inadvertently sends or receives emails with confidential information, they must
notify IT immediately upon discovery.
Further guidance on the treatment of confidential information exists in JWBthe company's
Confidential Data Policy. If information contained in the Confidential Data Policy
conflicts with this policy, the Confidential Data Policy will apply.

4.4 JWBCompany Administration of Email
JWBThe company will use its best effort to administer JWBthe company's email system in a
manner that allows the user to both be productive while working as well as reduce the risk of an
email-related security incident.
4.4.1 Filtering of Email
A good way to mitigate risk from email is to filter it before it reaches the user so that the
user receives only safe, business-related messages. For this reason, JWBthe company will
filter email at the Internet gateway and/or the mail server, in an attempt to filter out spam,
viruses, or other messages that may be deemed A) contrary to this policy, or B) a potential
risk to JWBthe company's IT security. No method of email filtering is 100 percent
effective, so the user is asked additionally to be cognizant of this policy and use common
sense when opening emails.
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Additionally, many email and/or anti-malware programs will identify and quarantine
emails that it deems suspicious. This functionality may or may not be used at the
discretion of IT.

4.4.2 Email Disclaimers
The use of an email disclaimer, usually text appended to the end of every outgoing email
message notifying recipients of Florida’s Public Records Act, is an important component
in JWB the company's risk reduction efforts. JWBThe company requires the use of email
disclaimers on every outgoing email. This disclaimer is provided by the JWB
Communications Department. , which must contain the following notice:
Please note: that all email communications made or received by JWB members or staff are
considered public records and are retained and, upon request, made available to the
public and media in accordance with Florida’s Public Records Act (Chapter 119, F.S.).
JWBThe company should review any applicable regulations relating to its electronic
communication to ensure that its email disclaimer includes all required information.
4.4.3 Email Deletion
Users are encouraged to delete email periodically from their in-box when the email is no
longer needed for business purposes. The goal of this policy is to keep the size of the
user's email account manageable.
All emails sent or received are stored on the server even if deleted from the user’s in-box
according to state and federal law.
4.4.4 Retention and Backup
All email is retained and backed up in accordance with state and federal law.
JWBThe company utilizes an email archiver system to provide access to emails older than
90 days.
Unless otherwise indicated, for the purposes of backup and retention, email should be
considered operational data.
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4.4.5 Address Format
Email addresses are constructed in a standard format in order to maintain consistency
across JWBthe company.
•

Firstinitial.lastname@companydomain.com

The intent of this policy is to simplify email communication as well as provide a
professional appearance.
4.4.6 Email Aliases
Often the use of an email alias, which is a generic address that forwards email to a user
account, is a good idea when the email address needs to be in the public domain, such as on
the Internet. Aliases reduce the exposure of unnecessary information, such as the address
format for JWBcompany email, as well as (often) the names of JWBcompany employees
who handle certain functions. Keeping this information private can decrease risk by
reducing the chances of a social engineering attack.
A few examples of commonly used email aliases are:
•
•

techsupport@jwbpinellas.org
helpdesk@jwbpinellas.org

JWBThe company may or may not use email aliases, as deemed appropriate by IT and/or
Executive Team. Aliases may be used inconsistently, meaning: JWBthe company may
decide that aliases are appropriate in some situations but not others depending on the
perceived level of risk.
4.4.7 Account Activation
Email accounts will be set up for each user determined to have a business need to send and
receive JWBcompany email. Accounts will be set up at the time a new hire starts with the
organizationcompany, or when a promotion or change in work responsibilities for an
existing employee creates the need to send and receive email.
4.4.8 Account Termination
When a user leaves JWBthe company, or his or her email access is officially terminated for
another reason, JWBthe company will disable the user's access to the account by password
change, disabling the account, or another method. JWBThe company is under no
obligation to block the account from receiving email, and may continue to forward inbound
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email sent to that account to another user, or set up an auto-response to notify the sender
that the user is no longer employed by JWBthe company.
4.4.9 Storage Limits
As part of the email service, email storage may be provided on JWBcompany servers or
other devices. The email account storage size must be limited to what is reasonable for
each employee, at the determination of IT. Storage limits may vary by employee or
position within JWBthe company.

4.5 Prohibited Actions
The following actions shall constitute unacceptable use of the organization email system. This
list is not exhaustive, but is included to provide a frame of reference for types of activities that are
deemed unacceptable. The user may not use the organization email system to:
•

Send any information that is illegal under applicable laws.

•

Access another user's email account without A) the knowledge or permission of that user which should only occur in extreme circumstances, or B) the approval of JWBcompany
executives in the case of an investigation, or C) when such access constitutes a function of
the employee's normal job responsibilities.

•

Send any emails that may cause embarrassment, damage to reputation, or other harm to
JWBthe company.

•

Disseminate defamatory, discriminatory, vilifying, sexist, racist, abusive, rude, harassing,
annoying, insulting, threatening, obscene or otherwise inappropriate messages or media.

•

Send emails that cause disruption to the workplace environment or create a hostile
workplace. This includes sending emails that are intentionally inflammatory, or that
include information not conducive to a professional working atmosphere.

•

Make fraudulent offers for products or services.

•

Attempt to impersonate another person or forge an email header.

•

Send spam, solicitations, chain letters, or pyramid schemes.
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Knowingly misrepresent the JWBcompany's capabilities, business practices, warranties,
pricing, or policies.

JWBThe company may take steps to report and prosecute violations of this policy, in accordance
with JWBcompany standards and applicable laws.
4.5.1 Data Leakage
Data can leave the network in a number of ways. Often this occurs unintentionally by a
user with good intentions. For this reason, email poses a particular challenge to JWBthe
company's control of its data.
Unauthorized emailing of confidential data, to external email accounts for the purpose of
saving this data external to JWBcompany systems is prohibited.
JWBThe company may employ data loss prevention techniques to protect against leakage
of confidential data at the discretion of IT.
If a data leakage should occur it should be reported to the employee’s supervisor and IT
and the Incident Response and Reporting Procedures and/or the Breach Response and
Notification Procedures should be activated.
4.5.2 Sending Large Emails
Email systems were not designed to transfer large files and as such emails should not
contain attachments of excessive file size. JWB requiresThe company asks that the user
limit email attachments to 10Mb or less.
The user is further asked to recognize the additive effect of large email attachments when
sent to multiple recipients, and use restraint when sending large files to more than one
person.

4.6 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.
This document is part of the company's cohesive set of security policies. Other policies may
apply to the topics covered in this document and as such the applicable policies should be reviewed
as needed.
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5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Auto Responder: An email function that sends a predetermined response to anyone who sends
an email to a certain address. Often used by employees who will not have access to email for an
extended period of time, to notify senders of their absence.
Certificate: Also called a "Digital Certificate." A file that confirms the identity of an entity,
such as a company or person. Often used in VPN and encryption management to establish trust of
the remote entity.
Data Leakage: Also called Data Loss, data leakage refers to data or intellectual property that is
pilfered in small amounts or otherwise removed from the network or computer systems. Data
leakage is sometimes malicious and sometimes inadvertent by users with good intentions.
Email: Short for electronic mail, email refers to electronic letters and other communication sent
between networked computer users, either within a company or between companies.
Encryption: The process of encoding data with an algorithm so that it is unintelligible and
secure without the key. Used to protect data during transmission or while stored.
Mobile Device: A portable device that can be used for certain applications and data storage.
Examples are PDAs or Smartphones.
Password: A sequence of characters that is used to authenticate a user to a file, computer,
network, or other device. Also known as a passphrase or passcode.
Spam: Unsolicited bulk email. Spam often includes advertisements, but can include malware,
links to infected websites, or other malicious or objectionable content.
Smartphone: A mobile telephone that offers additional applications, such as PDA functions and
email.
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Two Factor Authentication: A means of authenticating a user that utilizes two methods:
something the user has, and something the user knows. Examples are smart cards, tokens, or
biometrics, in combination with a password.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Mobile Device Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
Generally speaking, a more mobile workforce is a more flexible and productive workforce. For
this reason, business use of mobile devices is growing. However, as these devices become vital
tools to the workforce, more and more sensitive data is stored on them, and thus the risk associated
with their use is growing. Special consideration must be given to the security of mobile devices.

2.0 Purpose
The purpose of this policy is to specify JWBcompany standards for the use and security of mobile
devices.

3.0 Scope
This policy applies to JWbcompany data as it relates to mobile devices that are capable of storing
such data, including, but not limited to, laptops, notebooks, PDAs, smart phones, tablets and USB
drives. Since the policy covers the data itself, ownership of the mobile device is irrelevant. This
policy covers any mobile device capable of coming into contact with JWBcompany data.

4.0 Policy
4.1 Physical Security
By nature, a mobile device is more susceptible to loss or theft than a non-mobile system.
JWBThe company should carefully consider the physical security of its mobile devices and take
appropriate protective measures, including the following:
•

Mobile devices should be kept out of sight when not in a secure location.

•

Care should be given when using or transporting mobile devices in busy areas.
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•

As a general rule, mobile devices must not be stored in cars. If the situation leaves no
other viable alternatives, the device must be stored in the trunk, with the interior trunk
release locked; or in a lockable compartment such as a glove box.

•

JWBThe company should evaluate the data that will be stored on mobile devices and
consider remote wipe/remote delete technology. This technology allows a user or
administrator to make the data on the mobile device unrecoverable.

•

JWBThe company should continue to monitor the market for physical security products for
mobile devices, as it is constantly evolving.

•

Texting for business purposes is prohibited.

4.2 Data Security
If a mobile device is lost or stolen, the data security controls that were implemented on the device
are the last line of defense for protecting JWBcompany data. The following sections specify
JWBthe company's requirements for data security as it relates to mobile devices.
4.2.1 Laptops
Use of encryption is not required but it is encouraged if data stored on the device is
especially sensitive. Laptops require a username and password or biometrics for login.
4.2.2 PDAs/Smart Phones/Tablet Devices
Use of encryption is not required if the device is connected to the JWB Exchange server
and no confidential data should be stored on these devices.
4.2.3 Mobile Storage Media
This section covers any USB drive, flash drive, memory stick or other data storage media.
Storage of JWBcompany data on such devices is discouraged, but their use is permitted and
encryption is not required for typical data transfer. However, the use of these devices for
confidential data storage or transfer is not allowed.
4.2.4 Portable Media Players
No JWBcompany data can be stored on personal media players.
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4.2.5 Other Mobile Devices
Unless specifically addressed by this policy, storing JWBcompany data on other mobile
devices, or connecting such devices to JWBcompany systems, is expressly prohibited.
Questions or requests for clarification on what is and is not covered should be directed to
IT.

4.3 Connecting to Unsecured Networks
Users must not connect to any outside network without reasonable caution to secure the device.
Outside networks may include other agencies or organizations, home networks, hotels, airports,
restaurants, etc. To ensure the device being used to access the outside network is secure,
precautions must include virus protection, up-to-date software, firewalls, etc. as applicable.

4.4 General Guidelines
The following guidelines apply to the use of mobile devices:
•

Loss, theft, or other security incident related to a mobile device with JWBcompany data
must be reported promptly.

•

Confidential data should not be stored on mobile devices.

•

Data stored on mobile devices must be securely disposed of in accordance with the Data
Classification Policy.

•

Users should take precautions when storing JWBcompany data on
non-JWBcompany-provided mobile devices. Storing confidential data on any mobile
device is expressly prohibited.

4.5 Audits
JWBThe company must conduct periodic reviews to ensure policy compliance. A sampling of
mobile devices should be taken and audited against this policy on a periodic basis.

4.6 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.
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5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Encryption: The process of encoding data with an algorithm so that it is unintelligible without
the key. Used to protect data during transmission or while stored.
Mobile Devices: A portable device that can be used for certain applications and data storage.
Examples are PDAs or Smartphones.
Mobile Storage Media: A data storage device that utilizes flash memory to store data. Often
called a USB drive, flash drive, or thumb drive.
Password: A sequence of characters that is used to authenticate a user to a file, computer, or
network. Also known as a passphrase or passcode.
PDA: Stands for Personal Digital Assistant. A portable device that stores and organizes
personal information, such as contact information, calendar, and notes.
Portable Media Player: A mobile entertainment device used to play audio and video files.
Examples are mp3 players and video players.
Smartphone: A mobile telephone that offers additional applications, such as PDA functions and
email.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Password Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
A solid password policy is perhaps the most important security control an organization can
employ. Since the responsibility for choosing good passwords falls on the users, a detailed and
easy-to-understand policy is essential.

2.0 Purpose
The purpose of this policy is to specify guidelines for use of passwords. Most importantly, this
policy will help users understand why strong passwords are a necessity, and help them create
passwords that are both secure and useable. Lastly, this policy will educate users on the secure
use of passwords.

3.0 Scope
This policy applies to any person who is provided an account on the organization's network or
systems, including: employees, guests, contractors, partners, vendors, etc.

4.0 Policy
4.1 Construction
The best security against a password incident is simple: following a sound password construction
strategy. The organization mandates that users adhere to the following guidelines on password
construction:
•

Passwords should be at least 8 characters

•

Passwords should be comprised of a mix of letters, numbers and special characters
(punctuation marks and symbols)

•

Passwords should be comprised of a mix of upper and lower case characters
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•

Passwords should not be comprised of, or otherwise utilize, words that can be found in a
dictionary

•

Passwords should not be comprised of an obvious keyboard sequence (i.e., qwerty)

4.2 Confidentiality
Passwords should be considered confidential data and treated with the same discretion as any of
the organization's proprietary information. The following guidelines apply to the confidentiality
of organization passwords:
•

Users must not disclose their passwords to anyone

•

Users must not share their passwords with others (co-workers, supervisors, family, etc.)

•

Users must not write down their passwords and leave them unsecured

•

Users must not check the "save password" box when authenticating to applications

•

Users must not use the same password for different systems and/or accounts

•

Users must not send passwords via email

•

Users must not re-use passwords

4.3 Change Frequency
In order to maintain good security, passwords should be periodically changed. This limits the
damage an attacker can do as well as helps to frustrate brute force attempts. At a minimum, users
must change passwords every 90 days. The organization may use software that enforces this
policy by expiring users' passwords after this time period.

4.4 Incident Reporting
Since compromise of a single password can have a catastrophic impact on network security, it is
the user’s responsibility to immediately report any suspicious activity involving his or her
passwords to IT. Any request for passwords over the phone or email, whether the request came
from organization personnel or not, should be expediently reported. When a password is suspected
to have been compromised, IT will request that the user, or users, change all of his or her
passwords. The Incident Response and Reporting Procedures as well as the Breach Response and
Notification Procedures may be activated as appropriate.
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4.5 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Authentication: A security method used to verify the identity of a user and authorize access to a
system or network.
Password: A sequence of characters that is used to authenticate a user to a file, computer,
network, or other device. Also known as a passphrase or passcode.
Two Factor Authentication: A means of authenticating a user that utilizes two methods:
something the user has, and something the user knows. Examples are smart cards, tokens, or
biometrics, in combination with a password.

7.0 Revision History
Revision 1.0, 9/12/2013
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Remote Access Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
It is often necessary to provide access to organization information resources to employees or
others working outside JWBthe company's network. While this can lead to productivity
improvements it can also create certain vulnerabilities if not implemented properly. The goal of
this policy is to provide the framework for secure remote access implementation.

2.0 Purpose
This policy is provided to define standards for accessing organization ITinformation technology
resources from outside the network. This includes access for any reason from the employee's
home, remote working locations, while traveling, etc. The purpose is to define how to protect
information assets when using an insecure transmission medium.

3.0 Scope
The scope of this policy covers all employees, contractors, and external parties that access
company JWB resources over a third-party network, whether such access is performed with
JWBcompany-provided or non-JWBcompany-provided equipment.

4.0 Policy
4.1 Prohibited Actions
Remote access to organization systems is only to be offered through a JWBcompany-provided
means of remote access in a secure fashion. The following are specifically prohibited:
•

Installing a modem, router, or other remote access device on a JWBcompany system
without the approval of IT.

•

Remotely accessing organization systems with remote desktop tool not provided by JWB,
such as VNC, Citrix, or GoToMyPC without the written approval from IT.
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•

Use of non-JWBcompany-provided remote access software.

•

Split Tunneling to connect to an insecure network in addition to the organization network,
or in order to bypass security restrictions.

4.2 Use of non-JWBcompany-provided Machines
Use of non-JWBcompany-provided machines to access the organization network is permitted as
long as this policy is adhered to and the user exercises discretion.

4.3 Client Software
JWBThe company may or may not supply users with remote access client software, depending on
the business need for accessing organization systems remotely. Unless provided by default, users
requiring remote access should document their needs in a request to IT, who will determine if the
request is feasible from a business and technology perspective, and will be responsible for
deploying any necessary remote access in such a manner that is consistent with JWBthe company's
security strategy.
At a minimum, the software will include data encryption with
industry-standard encryption algorithms. Additional security options, such as a bundled client
firewall, can be included at the discretion of IT.

4.4 Network Access
There are no restrictions on what information or network segments users can access when working
remotely, however the level of access should not exceed the access a user receives when working
in the office.

4.5 Idle Connections
Due to the security risks associated with remote network access, it is a good practice to dictate that
idle connections be timed out periodically. Remote connections to JWBthe company's network
must be timed out after one hour of inactivity.

4.6 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.
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5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Modem: A hardware device that allows a computer to send and receive digital information over
a telephone line.
Remote Access: The act of communicating with a computer or network from an off-site location.
Often performed by home-based or traveling users to access documents, email, or other resources
at a main site.
Split Tunneling: A method of accessing a local network and a public network, such as the
Internet, using the same connection.
Timeout: A technique that drops or closes a connection after a certain period of inactivity.
Two Factor Authentication: A means of authenticating a user that utilizes two methods:
something the user has, and something the user knows. Examples are smart cards, tokens, or
biometrics, in combination with a password.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Retention Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
The need to retain data varies widely with the type of data. Some data can be immediately deleted
and some must be retained until reasonable potential for future need no longer exists. Since this
can be somewhat subjective, a retention policy is important to ensure that JWBthe company's
guidelines on retention are consistently applied throughout the organization.

2.0 Purpose
The purpose of this policy is to specify JWBthe company's guidelines for retaining different types
of data.

3.0 Scope
The scope of this policy covers all JWBcompany data stored on JWBcompany-owned,
JWBcompany-leased, and otherwise JWBcompany-provided systems and media, regardless of
location.
Note that the need to retain certain information can be mandated by local, industry, or federal
regulations. Where this policy differs from applicable regulations, the policy specified in the
regulations will apply.

4.0 Policy
4.1 Reasons for Data Retention
JWBThe company follows state regulated retention policies. Data is retained to conform with
applicable laws and regulations.

4.2 Data Duplication
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As data storage increases in size and decreases in cost, companies often err on the side of storing
data in several places on the network. A common example of this is where a single file may be
stored on a local user's machine, on a central file server, and again on a backup system. When
identifying and classifying JWBthe company's data, it is important to also understand where that
data may be stored, particularly as duplicate copies, so that this policy may be applied to all
duplicates of the information.

4.3 Retention Requirements
Data retention follows JWBthe company’s document retention requirements and all applicable
laws and regulations.

4.4 Retention of Encrypted Data
If any information retained under this policy is stored in an encrypted format, considerations must
be taken for secure storage of the encryption keys. Encryption keys must be retained as long as
the data that the keys decrypt is retained.

4.5 Data Destruction
Data destruction is a critical component of a data retention policy. Data destruction ensures that
JWBthe company will not get buried in data, making data management and data retrieval more
complicated and expensive than it needs to be. Exactly how certain data should be destroyed is
covered in the Data Classification Policy.
When the retention timeframe expires, JWBthe company must actively destroy the data covered
by this policy. If a user feels that certain data should not be destroyed, he or she should identify
the data to his or her supervisor so that an exception to the policy can be considered. Since this
decision has long-term legal implications, exceptions will be approved only by a member or
members of JWBthe company's executive team.
JWBThe company specifically directs users not to destroy data in violation of this policy.
Particularly forbidden is destroying data that a user may feel is harmful to himself or herself, or
destroying data in an attempt to cover up a violation of law or company JWB policy.

4.6 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.
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5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

6.0 Definitions
Backup: To copy data to a second location, solely for the purpose of safe keeping of that data.
Encryption: The process of encoding data with an algorithm so that it is unintelligible and
secure without the key. Used to protect data during transmission or while stored.
Encryption Key: An alphanumeric series of characters that enables data to be encrypted and
decrypted.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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SharePoint External User Policy
Juvenile Welfare Board of Pinellas County is hereinafter referred to as "the company."

1.0 Overview
SharePoint is a secured collaboration platform for customized Web services. It is used by JWB
primarily to share information internally and externally among staff, partners and funded agencies.
This data can include confidential data, including client identifying information. Therefore it is
imperative to ensure that proper security policies are in place to protect the integrity of the data.

2.0 Purpose
The purpose of the SharePoint External User Policy is to establish the rules for the creation,
monitoring, control and removal of SharePoint user accounts.

3.0 Scope
The scope of this policy covers all individuals with authorized access to any JWB SharePoint site.
This policy applies not only to employees, but also to guests, contractors, and anyone requiring
access to the organization’s SharePoint site.

4.0 Policy
4.1 Account Setup
During initial account setup, certain checks must be performed in order to ensure the integrity of
the process. The following policies apply to account setup:
•

Appropriate written authorization must be obtained prior to establishing accounts and
access including the submittal of the SharePoint User Access form.

•

Users will be granted least amount of access required to perform his or her job function.

•

Users will be granted access only if he or she accepts the SharePoint External User Policy.

SharePoint External User Policy
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•

All user accounts must be uniquely identifiable using the assigned user name.

•

User passwords must be constructed in accordance with the JWB Password Policy.

•

Access to the network will be granted in accordance with the Acceptable Use Policy.

•

Providers and Partners in conjunction with contract management staff are responsible for
determining who at the provider or partner agency has access to their individual SharePoint
sites.

4.2 Account Use
Network accounts must be implemented in a standard fashion and utilized consistently across the
organization. The following policies apply to account use:
•

Accounts must be created using a standard format (i.e., first initial-lastname)

•

Accounts must be password protected (refer to the Password Policy for more detailed
information).

•

Accounts must be for individuals only. Account sharing and group accounts are not
permitted.

•

Providers and partners are responsible for monitoring user accounts for their individual
sites. A periodic review should be conducted to monitor access.

•

Users no longer having a business need for access to the sites should have access removed
by contacting JWB.

4.3 Use of Passwords
When accessing the SharePoint network, a username and password is the only acceptable means of
authentication. Passwords must conform to JWBthe company's Password Policy.

4.4 Confidentiality
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Passwords should be considered confidential data and treated with the same discretion as any of
the organization's proprietary information. The following guidelines apply to the confidentiality
of organization passwords:
•

Users must not disclose their passwords to anyone

•

Users must not share their passwords with others (co-workers, supervisors, family, etc.)

•

Users must not write down their passwords and leave them unsecured

•

Users must not check the "save password" box when authenticating to applications

•

Users must not use the same password for different systems and/or accounts

•

Users must not send passwords via email

•

Users must not re-use passwords

4.5 Change Frequency
In order to maintain good security, passwords should be periodically changed. This limits the
damage an attacker can do as well as helps to frustrate brute force attempts. At a minimum, users
must change passwords every 90 days.

4.6 Incident Reporting
Since compromise of a single password can have a catastrophic impact on security; it is the user’s
responsibility to immediately report any suspicious activity involving his or her passwords to
JWB. The Incident Response and Reporting Procedures and/or the Breach Response and
Notification Procedures must be implemented as appropriate.

4.7 Failed Logons
Repeated logon failures can indicate an attempt to 'crack' a password and surreptitiously access a
network account. In order to guard against password-guessing and brute-force attempts, JWBthe
company must lock a user's account after 3 unsuccessful logins. This can be implemented as a
time-based lockout or require a manual reset, at the discretion of IT.
In order to protect against account guessing, when logon failures occur the error message
transmitted to the user must not indicate specifically whether the account name or password were
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incorrect. The error can be as simple as "the username and/or password you supplied were
incorrect."
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4.8 Applicability of Other Policies
This document is part of JWB's cohesive set of security policies and procedures. Other policies or
procedures may apply to the topics covered in this document and as such the applicable policies
and procedures should be reviewed as needed.

4.9 Implementation Guidance
•

Users must not attempt to access any data or program contained on the JWB SharePoint
site for which they do not have authorization or explicit consent.

•

Users must not purposely engage in activity that may: harass, threaten or abuse others;
degrade the performance of SharePoint and related IT property; deprive an authorized user
access to a SharePoint resource; obtain extra resources beyond those allocated; circumvent
SharePoint security measures.

•

Users must not download, install or run security programs or utilities that reveal or exploit
weaknesses in the security of SharePoint and related IT property, unless directly said in job
purpose.

•

SharePoint must not be used for personal benefit.

•

Users must not intentionally access, create, store or transmit material on the SharePoint
which JWB the company may deem to be offensive, indecent or obscene.

•

Users must not otherwise engage in acts against the aims and purposes of JWB as specified
in its governing documents or in rules, regulations and procedures adopted from time to
time.

•

All messages, files and documents – including personal messages, files and documents –
located on SharePoint are owned by JWB, may be subject to open records requests, and
may be accessed in accordance with this policy.

5.0 Enforcement
This policy will be enforced by the JWB assigned Security Officer, IT and the Executive Team.
This policy will be enforced by IT and the Executive Team.

SharePoint External User Policy

208

Juvenile Welfare Board of Pinellas County
SharePoint External User Policy
JWB Security Policies
Section 21

Created: 5/13/2013
Target Audience: Users, Technical
Page 114 of 114

6.0 Definitions
Authentication: A security method used to verify the identity of a user and authorize access to a
system or network.
Password: A sequence of characters that is used to authenticate a user to a file, computer, or
network. Also known as a passphrase or passcode.

7.0 Revision History
Revision 1.0, 9/12/2013
Revision 2.0, 10/9/2014
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Quality Early Learning Initiative Outcomes Presentation
Item IV.

Recommended Action:

Information Only

Strategic Plan
Key Result Area:

Funding for Results through Programs and Services

The Quality Early Learning Presentation is attached.

Staff Resource: Judith Warren
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Board of Directors Meeting
November 13, 2014
BP Oil Spill Claim Update
Item V.A.

Recommended Action:

Information Only

Strategic Plan
Key Result Area:

Funding for Results through Programs and Services

Background:
Attached please find an update from the BP lead trial counsel. Since 2010, the excluded claims which includes
claims by governmental entities such as JWB have been stayed while the non-excluded claims are litigated. The
non-excluded claims have been litigated extensively and the Supreme Court has recently denied a writ of
certiorari filed by BP with respect to the settlement reached with the non-excluded claimants. JWB’s BP claim
is still stayed with the claims of other governmental entities.
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Legislative Update
Item V.B.
Recommended Action:

Information Only

Children’s Services Councils Referenda
As a result of reauthorization legislation passed in 2010, CSCs were on the November 4, 2014 General Election
ballot in five counties: Broward, Martin, Okeechobee, Palm Beach, and St. Lucie.
Martin, Okeechobee, and St. Lucie CSCs were required to reauthorize in 2014. Broward and Palm Beach are
required in 2016, but opted to go early as allowed by law.
All referendums passed exceeding the simple majority requirement. See election results by county below:
CSC County

Yes

No

Broward
Martin
Okeechobee
Palm Beach

315,040
45,718
7,436
343,532

100,108
13,707
1,228
60,810

73,638

12,339

St. Lucie

Total
votes cast
464,317
62,461
9,030
Not
reported
90,447

Approval
Percentage
75.89
76.93
85.33
84.96
85.64

Five of the four CSC communities established Political Action Committees (PACs) as required by law in order
to solicit donations and support the approval of the referenda. Okeechobee County established a Facebook page
and uploaded factual information regarding how the CSC’s tax levy is spent, and what would happen if it
ceased to exist. Three of the PACs hired consultants; Martin and Okeechobee opting for a grassroots approach.
Each PAC had a website and/or social media presence. Collectively, the PACs raised a combined $756,268, or
just over three quarters of a million dollars.
Please see the attached spreadsheet and ballot language comparison for more information.

Staff Resource: Debra Prewitt
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Children’s Services Councils’ Ballot Language Comparison

Broward

Palm Beach

Ballot Title: REAUTHORIZATION OF THE
CHILDREN’S SERVICES COUNCIL OF BROWARD
COUNTY

Ballot Title: REAUTHORIZATION OF THE
CHILDREN’S SERVICES COUNCIL OF PALM
BEACH COUNTY

Shall the Children’s Services Council of Broward
County, which provides early learning and
reading skills, developmental, health,
preventative and other children’s support
services in Broward County, be reauthorized to
continue in existence as a district with voterapproved taxing authority, with independent
oversight and accountability as required by law,
unless and until it is dissolved pursuant to the
Laws of Florida?

Shall the Children’s Services Council of Palm
Beach County, which provides early learning
and reading skills, development, treatment,
preventative and other children’s services in
Palm Beach County, be reauthorized to
continue in existence as a district with voterapproved taxing authority, with independent
oversight and accountability as required by law,
unless and until it is dissolved as specified in s.
125.901 (4)(a), Florida Statues?
YES ______
NO ______

YES (TO REAUTHORIZE)
NO (NOT TO REAUTHORIZE)

Martin

St. Lucie

Ballot Title: Children’s Services Council of
Martin County Ad Valorem Reauthorization

Ballot Title: Reauthorization of the Children’s
Services Council of St. Lucie County

The Children’s Services Council of Martin
County is an independent special taxing district
approved by Martin County’s voters in 1988 to
enhance the health and well being of Martin
County’s children. Shall the Children’s Services
Council of Martin County be reauthorized to
fund services for Martin County’s children
unless dissolved by the County Commission or
special act of the
Legislature as provided by law?

The Children’s Services Council is an
independent special district approved by voters
in 1990 and since that time has provided
preventative development, treatment,
rehabilitation and other services for children in
St. Lucie County.
Shall the Children’s Services Council of St. Lucie
County be reauthorized to continue in
existence, unless it is dissolved by either the
Board of County Commissioners or by a special
act of the Florida Legislature?

____________Yes for approval
____________No for rejection

Yes _____
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No______

Children’s Services Councils’ Ballot Language Comparison

Okeechobee
Ballot Title: Reauthorization for Retention of
the Children’s Services Council of Okeechobee
County
Ballot Summary
The Children's Service's Council is an
independent special district approved by the
voters in 1990 and since that time has
provided
preventative,
development,
treatment, rehabilitative and other services for
children in Okeechobee County. Shall the
Children's Services Council of Okeechobee
County be reauthorize to continue in
existence, unless it is dissolved by either the
Board of County Commissioners or by a special
act of the Florida Legislature?
Yes______
No______

2008 Miami-Dade
Shall The Children’s Trust, the independent special
district for children’s services,
be renewed to fund improvements to children’s
health, development and safety including:
 programs to reduce violence and
keep children safe;
 after-school and summer programs;
 programs to improve the educational
quality of child care;
 Health care teams for public schools; and
promote parental
and community responsibility for
children; and continue the
annual ad valorem tax levy not to exceed
one-half (1/2) mill?
Yes 151,203 (85.44%)
No 25,774 (14.56%)
Total Registered Voters: 1,158,116
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Early Learning Coalition Report
Item V.C.

Recommended Action:

Information Only

Strategic Plan
Key Result Area:

Performance Improvement

The Early Learning Coalition Report is attached.

Staff Resource: Judith Warren
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MEMORANDUM
Date:

October 28, 2014

To:

JWB

From:

Lindsay Carson, CEO

Subject:

ELC School Readiness Enrollment & Utilization

As of September 30, 2014 we were projecting a surplus of approximately $550,000 in School
Readiness. However, since October 1, we have enrolled 100 additional children and anticipate
the enrollment of about 250 more children within the next two weeks. By doing this, we expect
to fully utilize the School Readiness and Child Care Purchasing Pool grants by the close of the
fiscal year. We will continue enrolling a limited number of economically disadvantaged children
ages birth to five years old (not kindergarten eligible) from the waiting list as funding allows.
The Coalition did not fully utilize the Child Care Purchasing Pool and BG8 matching funds
provided by PCMS and JWB for 13-14 (JWB fiscal year). Approximately $77,761 in funds from
PCMS designated to support the Child Care Purchasing Pool program was unspent. These funds
were intended for the first quarter of 14-15 however there was a delay in grant award from
OEL. Additionally, there was a decline in enrollment in August and September. Since the JWB
fiscal year there was not sufficient time to enroll many additional children. There was also a
lapse of approximately $48,753 in BG8 match funds provided by JWB. Since the CCPP requires a
50% local match and BG8 only requires a 6% local match, it was decided to utilize BG8 first in
order to preserve local funds.
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PERFORMANCE REPORT

Total Children Served

11,336

September 2014

Total Children Paid for in September

Children Served

Children Served

Children Served

47

5,663

5,626

SR Enrollment Priorities

SR Wait List

We continuously enroll new children in Priorities
1 & 2 for School Readiness services. New
children are enrolled from Priority 3 based on
available funds.





Priority 1: TANF Recipients younger
than 13 years old
Priority 2: At-risk children younger
than 9 years old

Priority 3: Economically
Disadvantaged birth to
kindergarten entry

3,049

Priority 6: Economically

2,161

Disadvantaged younger
than 13 years old

Priority 3: Economically disadvantaged
birth to kindergarten entry

5,210

Wait List Total

All children currently in care in remain in care
as long as eligibility requirements are met. We
are currently not enrolling Priorities 4 – 9.

SR Children Served
6,600
6,400
6,200

6,279

6,377

6,358
Enrollment

6,199

6,120

6,000

6,054 6,082 6,130

6,083

5,959

6,000

5,800

Goal

5,752
5,626

5,600
5,400
5,200

Oct.

Nov.

Dec.

Jan.

Feb.

Mar.

Apr.
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May

June

July

Aug.

Sept.

SR Gold Seal Providers

Accreditation Assistance Project Progress

26

47

7

Centers

FCCH

21
4
1

AAP teachers are working
towards formal education
St. Petersburg College
Florida Child Care Professional
Certification (FCCPC)

Step Meeting &

National Child Development
Associate (CDA)

17%

Step

Cohort 1
3 Centers

2

Step

Cohort 2
4 Centers

of SR children attend
Gold Seal Accredited care.

Step

1

3

4

Maintaining
Standards

Candidacy
Self-Assessment

Self-Study

FUNDING UTILIZATION
ELC Agency Expenses

ELC Budget and Expenses
Year to Date Comparison

6%

$60,000,000

3%

Year to Date

3%

$50,000,000

Slots
$8,894,126

$40,000,000

Admin

Budget

$30,000,000

$45,619,119

$20,000,000

Expenses

$258,572

88%

$10,070,392

$10,000,000

Non-Direct

$579,155

Quality
$338,538

$0

FY 14/15

SR Program Expenses
Year to Date

SR Budget and Expenses
Year to Date Comparison

7%

$35,000,000

5%

3%

$30,000,000

Slots

$5,975,221

$25,000,000

Admin

$20,000,000

$199,760

Budget

$15,000,000

$28,428,180

$10,000,000

Expenses

85%

$497,566

Quality

$7,011,085

$5,000,000

Non-Direct

$338,538

$0

FY 14/15

Data as of
September 30, 2014
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Sponsorship by the Early Learning Coalition of Pinellas County, Florida’s Office of Early Learning and the Juvenile Welfare Board of Pinellas County. 64 % Federal Funds
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ECA Community Based Care Report
Item V.D.

Recommended Action:

Information Only

Strategic Plan
Key Result Area:

Collaboration and Partnerships for Community Impact

The Eckerd Community Alternatives Data Reports are attached.

Staff Resource: Jeanine Evoli
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CIRCUIT 6-PROFILE OF CHILDREN PLACED OUT OF CIRCUIT
Total children in licensed out of home care settings
(All licensed settings, paid or not)
Total children in out of circuit licensed settings
Percentage of population

736
165
25.00%

Profile of Children out of Circuit by type of setting
Percentage of the 165
Specialized Placements
By type of placement
APD
Medical
Nursing Home
Mental Health
Level 2
Level 1
STGH
TFC
SIPP
GH with
therapeutic
overlay
Mental Health Transitional
Sexualized Issues Focus
DJJ Involved/Cross over/Commitment
Group Home (foster parent model) sibling
Traditional ECA Licensed homes
Maternity Settings

99
6
3
2
88
3
9
5
25
4

60%

34
5
3
10
38
18
0
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6%
23%
11%
0.00%
100%

Oct-14

AGENCY

SIBLING
GROUPS

CASES

PLACED
GROUPS

SEPARATED
GROUPS

PERCENT
SEPARATED

Group Size (separated siblings)
2

3

4

5

6

7 8 9 10

Greater
than 10

234YFA-PASCO-YOUTH & FAM
565
ALTERNATIVE

251

210

41

16.33%

15

15

8

2

1

0 0 0 0

0

235DFL-TEAM 1

189

76

56

20

26.31%

12

7

0

0

1

0 0 0 0

0

235DFL-TEAM 2

145

52

39

13

25%

5

4

2

2

0

0 0 0 0

0

235DFL-TEAM 3

92

29

21

8

27.58%

3

4

0

1

0

0 0 0 0

0

235LSF-TEAM 1

136

48

40

8

16.66%

5

0

1

2

0

0 0 0 0

0

235LSF-TEAM 2

167

59

53

6

10.16%

3

0

2

1

0

0 0 0 0

0

235LSF-TEAM 3

173

60

52

8

13.33%

5

1

2

0

0

0 0 0 0

0

18.08%

48
(46%)

31
(29%)

15
(14%)

8
2
0 0 0 0
(7%) (1%)

0

23ECKD

1467

575

471

104
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Plan Status, Site Visit Schedule and Summaries
Item V.E.

STATUS OF FUNDED AGENCY WRITTEN PLANS

Agency/Program
None

Type of
Plan

Subject
of Plan

Beginning
Date

Completion
Date

Status

CONTRACTS NOT EXECUTED
None

SITE VISIT SCHEDULE
Board Members are invited to participate in site visits.
For information, please contact Karen Woods at 453-5682 or kwoods@jwbpinellas.org.
None
AGENCY SITE VISIT SUMMARIES
Site visits are conducted annually and are a means to evaluate performance, monitor program delivery and
recommend improvements, as necessary. Program deficiencies may result in a written plan of action being issued
which is developed in collaboration with agency staff with specific steps and timelines to address identified items.
None

Staff Resource: Karen Woods
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Calendar of Events
Item V.F.

Recommended Action:

Information Only

Strategic Plan Key Result Area:

Community Awareness of JWB’s Benefit

December 4, 2014

3:30 to 5:00 p.m.

JWB South County Community Council Meeting
Gulfport Neighborhood Center
1617 49th Street South
Gulfport, FL

December 4, 2014

6:00 to 8:00 p.m.

JWB North County Community Council Meeting
Martin Luther King, Jr. Recreation Center
550 Laura Lane
Dunedin, FL

December 4, 2014

6:00 to 7:30 p.m.

JWB Mid-County Community Council Meeting
St. Petersburg College / Caruth Health Center
7200 66th Street North
Pinellas Park, FL

February 27, 2015

11:30 a.m. to 1:30 p.m.

JWB KidsFirst Awards Luncheon
Save-the-Date
Hilton St. Petersburg Carillon Park

Staff Resource: April Putzulu
Joseph Gallina
Eddie Burch
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Personnel Report
Item V.G.

October

New Hires:

Melissa Orkwis

Administrative Coordinator

10/01/2014

Jamiller Ellis

Sr. Program ConsultantOut-of-School Time

10/06/2014

Separations:

Marcia Marcionette Sr. Researcher

Promotions:

None

Anniversaries:

Rod Cyr
Dr. Marcie Biddleman
Lori Lewis
Dr. Qian Fan
Dr. Mary Grace Duffy

10/07/2014

10/15/2001 – Thirteen Years
10/01/2009 – Five Years
10/01/2009 – Five Years
10/03/2011 – Three Years
10/31/2011 – Three Years

Staff Resource: Kathy Moser
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Communications and Media Report
Item V.H.

Recommended Action:

Information Only

Strategic Plan
Key Result Area:

Community Awareness of JWB’s Benefits

October 2014 Report
JWB Traditional Media Features and Mentions:
Article on 10/9/14 in the Tampa Bay Times highlighting the successes and challenges faced by St. Vincent de
Paul; JWB was mentioned as an ongoing partner in supporting continued growth.
Article on 10/14/14 in the Tampa Bay Times highlighting a press conference by St. Petersburg Mayor Rick
Kriseman on the issue of homelessness and efforts by the city to address this complex issue; JWB was mentioned
as a key partner with the city’s efforts.
Article on 10/22/14 in the St. Petersburg Tribune, profiling candidates for the Florida House of Representatives/
District 69; JWB was mentioned in the biography of Representative Kathleen Peters.
Feature news story on 10/25/14 by Bay News 9, highlighting JWB’s annual “Make a Difference Day Pinellas
County” and the High Point Neighborhood Family Center’s community clean-up project of an elderly resident’s
backyard; JWB Director of Quality, Judith Warren, was interviewed for the story.
Article on 10/27/14 in the Tallahassee Democrat’s “Notes on Nonprofits” column in support of a Children’s
Services Council forming in Leon County; the column tracked the history of the formation of such organizations,
starting with the creation of the Juvenile Welfare Board following World War II.
JWB Social Media Engagement:
JWB Facebook:
 Total Page Fans: 832
 Total Posts: 30
 Total Unique Users that Viewed Posts: 1,279
 Total Unique Clicks on Posts: 98
 Total Number of Likes/Comments/Shares: 43
JWB Twitter:
 Total Followers: 1,186
 Total Tweets: 52
 Total Retweets/Replies/Favorites: 21
 Total Clicks on Tweet: 50
241

JWB YouTube:
 Total Videos Posted: 4
 Total Videos Views: 96
JWB Website Traffic & Engagement:






Total number of page views: 12,122
Total number of visits: 2,189
Total number of unique visitors: 1,443
Average pages viewed during a visit: 5.5
Average time spent on the site per visit: 2.5 minutes

JWB-TV:
October:
 The topic of bullying was discussed with JWB Senior Program Consultant, Shelba Waldron, who
addressed the threat posed by children's access to various forms of media and ways that mass media may
contribute to bullying, especially among young girls.
 Nurse-Family Partnership’s Alisha Grimmage, RN, presented life-saving information for parents and
family members of infants on the topic of Safe Sleep, as well as the prevention of Sudden Infant Death
Syndrome (SIDS).
 Highlights and interviews from The Children’s Home’s Kinship Services Network and their annual
Grandparents' Day events.
*All videos can be viewed by visiting JWB’s YouTube Channel.
Segments can be viewed on PCC-TV (Bright House Channel 622; Verizon Channel 44; Wow Channel 18);
WSPF-TV (Bright House Channel 615; Verizon Channel 20; Wow Channel 15); City of Pinellas Park / Park-TV
(Bright House Channel 615; Verizon Channel 21); or JWB-TV YouTube Channel (YouTube.com/jwbpinellas).
JWB Speaking/Community Engagements:
10/1/14: Presentation to Upper Tampa Bay Chamber of Commerce / Board of Trustees
JWB Executive Director, Dr. Marcie Biddleman, presented on JWB and its benefits to the business community
during a luncheon meeting of the Upper Tampa Bay Chamber of Commerce Board of Trustees.
10/9/14: Presentation to Upper Tampa Bay Chamber of Commerce / Economic Development Committee
JWB Director of Public Policy, Debra Prewitt, presented on JWB and its benefits to the business community
during the Upper Tampa Bay Chamber of Commerce’s Economic Development Committee.
10/9/14: Presentation to St. Petersburg Chamber of Commerce / Diversity and Inclusiveness Task Force
JWB Public Information Officer, April Putzulu, presented on JWB and its benefits to the business community
during a meeting of the St. Petersburg Chamber of Commerce’s Diversity and Inclusiveness Task Force.
10/22/14: Presentation during Clearwater Chamber’s “Connect and Care Networking Breakfast” hosted
by 2-1-1 Tampa Bay Cares
JWB Public Information Officer, April Putzulu, provided a brief overview of JWB’s vision and mission during
the Clearwater Chamber of Commerce’s “Connect and Care Networking Breakfast” hosted by 2-1-1 Tampa Bay
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Cares. JWB is slated to host a similar event for the Clearwater Chamber in 2015, at which time 2-1-1 Tampa Bay
Cares will be invited to give a brief presentation.
10/22/14: 5th Annual National Faith Symposium
JWB Faith-Based Coordinator, Trenia Cox, presented at the 5th Annual National Faith Symposium during a
breakout workshop session. The National Faith Symposium was sponsored by the Florida Department of Juvenile
Justice, Florida Department of Children & Families and the Florida Faith-Based and Community-Based Advisory
Council and represents one of the largest gatherings of faith and community leaders in the state.

Staff Resource: April Putzulu,
Joseph Gallina
Eddie Burch
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Board of Directors Meeting
November 13, 2014
Request for Qualifications (RFQ) for Quality Early
Learning Initiative Expansion
Item V.I.
Recommended Action:

Information Only

Background:
At the May 8, 2014 Board meeting, the Board approved deferring funding for the Quality Early
Learning Initiative to FY 2014/2015. A request for approval of the release of a Quality Early
Learning Initiative competitive procurement will be presented at the January 2015 Board meeting.
The focus of the competitive procurement is to further JWB’s goal to increase access to high
quality early learning opportunities for Pinellas County children and families currently engaged in
JWB early childhood home visiting programs. The funding will add a fourth site to the Quality
Early Learning Initiative currently serving children at three locations across Pinellas County:
Clearwater, Lealman and St. Petersburg. The current sites are managed by UMCM Suncoast, Inc.
(formerly United Methodist Cooperative Ministries) and serve families engaged in Healthy
Families, Nurse Family Partnership, Kinship and Suncoast Center’s early childhood programs.

Staff Resource: Brian Jaruszewski
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